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DATA INTEGRITY IN
THE TRENCHES

Corporate data integrity programs remain in the trenches
after more than three years of assessment/remediation

e [arks with very few companies having completed

the transition from a Program/PMO to a more holistic
sustainable state for ongoing data integrity governance.

ON THE COVER Data integrity has been and continues to be an inherent aspect of global GMP regulations
governing electronic and paper-based records in pharmaceutical manufacturing.
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Data Integrity Beyond
the Lab

The 2018 ISPE Quality Manufacturing Conference,

held 4—6 June 2018 in Arlington, Virginia, included a
well-attended session entitled “Data Integrity—Beyond
the Lab,” which rea [rmed continued focus from both
industry and regulators on this critical element of
assuring product quality and patient safety.

Data Integrity:
A Vertical Journey

Data is an important factor that is reshaping the
pharmaceutical industry and triggering significant
innovation. Vertical integration of equipment can
represent an optimal solution to manage the increasing
flow of data e Lciehtly, innovate the manufacturing
environment, and fulfill DI requirements.
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Message from the Chair [EELECS e ISPE.

PHARMACEUTICAL
ENGINEERING.

ISPE’S NeW Year: Our Story In ACtlon PHARMACEUTICAL ENGINEERING COMMITTEE

Chair: Dr. Ferdinando Aspesi, Bridge Associates International
Peter Werner Christensen, Cook Medical

Onssitting down to write my Lrsk Chair’s column, | re [edted on the Nissan Cohen, Start-Up Business Development
. . i Boh Dream, HDR Company LLC
events atour Annual Meeting & Expo in November. First, | want to Michelle Gonzalez
commend the entire ISPE organization, and o [Eflparticular thanks Matthew Gorton, Robert Bosch Packaging Techinology, Inc.

Wendy Haines, PharmEng Technology

to the 2018 Annual Meeting planning committee, for hosting avery Willem Kools, EMD Millipore

Jim Breen successful and complex event. This year’s gathering drew over G\m:wgrgﬁg: PD, Factorytal, o, Lt
2,400 attendees, the second-largest total in the Annual Meeting’s 27-year history. It Maurice Parlane, New Wayz Consulting
Pietro Perrone, GE Healthcare

demonstrated ISPE’s ability to deliver value, knowledge, and networking to the phar- Chris Smalley, Merck & Co, nc.
maceutical industry. Plenary speakers—Lars Fruergaard Jgrgensen (CEO, Novo f\hgrles\;zngvSummt?'-lfesﬂenceco- L.
R . P . . . nders Vidstrup,

Nordisk), Chris Chen (CEO, WuXi Biologics), and Kevin Nepveux (VP, Pfizer)— JonathanC.wzlker,TetraphasePharmaceuticaIs
represented the best of the best in an industry where technology and business models Pierre Winnepenninckx, No Deviation Pte Ltd.

i i Steven Wisniewski, Commissioning Agents, Inc.
are changing daily. Christian Woelbeling, Werum IT Solutions

Presenters also reminded us that our e [afts improve patients’ lives. Team Novo Zen-Zen Yen, Bayer

. . ) Jorg Zimmermann, Vetter Pharma Fertigung GmbH
Nordisk Ambassador Becky Furuta shared her touching and powerful story. Nick
PHARMACEUTICAL ENGINEERING REVIEWERS

Leschly (CEO, bluebird bio) showed us that much is being done (and more will be done) Chisiogties s Salch

to save lives. Joanne R. Barrick, Eli Lilly and Co.
Brian Beck, Zoetis, Inc.
Malik Belattar, Pharma Biot’Expert

STRENGTHS AND FOCUS AREAS Theodore Bradley, Pfizer, Inc.
. . Rory Budihandojo
The 2017 [nancial report presented by ISPE Treasurer Fran Zipp showed a strong and Magali Busquet] sanofi
thriving organization, demonstrated by a 32% increase in revenue since 2009. We Jose A. Caraballo, Bayer
L. . . . Chris Clark, Ten Ten Consulting
launched the ISPE Foundation in 2018. Mike Arnold, Foundation President, reported John T. Connor, P Scientific
that while target funding had been set at $45,000, by early November generous dona- Mel Crichton o
i i . i Nick Davies, Verta Life Sciences
tions had exceeded $172,000. ISPE has also invested in the foundation to support a spe- Dr. Steven C. Davy, PhD, NNE Pharmaplan
cial focus on our Workforce of the Future. ?Aibr:ﬁgeg)ﬁ'eeg:?ﬁ "i‘l”éﬂ:\zgee‘\;i";'ates
In 2019, we will maintain our focus on critical areas of the industry such as Women Paul S. Egee, IMA North America
in Pharmae, Young Professionals, Facilities of the Future, and critical technology topics E‘:tﬁd?:ufgégaggghﬁﬁ:g;ﬁgelheim
like gene and cell therapy to help our members prepare for the future. Board Treasurer Norman A. Goldschmidt, Genesis Engineers, Inc.
. ) . . . Adam S. Goldstein, Genentech, Inc.
Tom Hartman discussed ISPE’s strategic plan in development for 2020-2022 that will Wendy Haines, PharmEng Technology
address the changing technological landscape and continue to help members to ad- John T. Hannon, CPIP, Commissioning Agents, Inc.
. . . . . . Nicholas R. Haycocks, Amgen
dressand remainengaged inthe industry. Our Board of Directors will alsowork todrive Dr. Zuwei Jin,PhD, Emerson Process Management
collaboration and engagement globally with our chapters and a Lliales. gi?et'AD- LeL?ggan, Energy & Carbon Reduction
olutions Ltd.
John V. Lepore, PhD, Merck & Co. Inc.
Sarah E. Mancini, Zoetis, Inc.
THE FUTURE IS BR|GHT . L Joseph J. Manfredi, GMP Systems, Inc.
I look forward to seeing you at ISPE events this year such as our Facilities of the Future Anthony J. Margetts, PhD, Factorytalk Co., Ltd.
event in February in San Francisco; Aseptic Conference in North Bethesda, Maryland, S’zrtﬁé;WM&rsgageASéﬁégﬁgﬁitecture
in March; the Europe Annual Conference in Dublin in April; and the June Process Vali- Donald Moore, Eli Lilly and Company.
dation Workshop in Boston. All these events will feature industry-leading topics and E?riﬂgﬁgﬂhg';Egtmar?ﬁ?:ﬁ”and Co
will have key thought leaders in attendance. For more information, visit the Conferences Andre J. Petric, Kraemer US LLC
. Brian Pochini, Sanofi
page at ispe.org/conferences. James T. Robinson, Lachman Consultants
I also wish to thank outgoing Chair Tim Howard for his leadership in 2018 and look Gregory M. Ruklic
) ) A Judith Samardelis, AstraZeneca
forward to his continued support in 2019. Terry Seanard, New England Controls, Inc.
Finally, as we embark on a new year, | am reminded of how Becky Furuta at Team Stephen J. Sirabian, Glatt Air Techniques, Inc.
i X i i . Alan M. Solomon, Baxter Healthcare Corp.
Novo Nordisk explained the challenges and celebrations in her life: “We all create our Oliver Stau [ PTI USA
own story in our life by our actions.” My challenge to all ISPE members is to work to- B?"F'gs;?resz’sgﬁ]’;‘:‘algﬁ&gﬁ:g{'ﬂj@gt‘rg(')tnes‘:mams e
gether to create ISPE’s story: expand our in [uénce; engage new, existing, and potential Andrzej J. sZarmans’ki, GMDP Services ’
. : : : Joep Timmermans, Pfizer, Inc.
ISPE members; and remind everyone of the importance of our industry and how we Zam Shabeer Thahir, BTG
improve people’s lives each day. /2 Matthew Von Esch, Exelead

Jenn Walsh, Bristol-Myers Squibb
Bruce R. Williams, Williams Process Limited
Sion Wyn, Conformity, Ltd.

Jim Breen is 2019 ISPE International Board of Directors Chair; Vice President, Lead Biologic Expansion, Janssen Pharmaceutical;
and adjunct professor at Drexel University. He has been an ISPE member since 2000. @w Centified Sourcing
IHMATTVE
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VISIONTOREALITY. b 2.

2018 ISPE 2018 Annual
Meeting & Expo Highlights

Over 2,000 attendees from more than

28 countries gathered in Philadelphia for the
2018 ISPE Annual Meeting & Expo on 4—7
November. Highlights below show the many
ways that presenters captured the conference
theme of “Vision to Reality”: in strides against
disease, ISPE’s advancements over the last
year, ISPE’s plans for the future, and the impact
of ISPE members’ work on patients’ lives.

DAY ONE

At the opening plenary on Sunday, 4 November, Tim Howard, Imme-
diate Past Chair, ISPE International Board of Directors, noted some of
the industry challenges that have emerged since the 2017 Annual
Meeting concluded: globally, 18 million people received a cancer diag-
nosis, 9.5 million people died from cancer, and 5,600 people were
diagnosed with ALS—adisease that is always fatal, he noted.

While these numbers present challenges for the industry,
Howard noted that “technology is progressing at a rate that is
unprecedented,” with developments such as chimeric antigen
receptor (CAR) T-cell therapy, supply chain advancements, and
other groundbreaking developments that members would hear
more about during conference presentations and sessions. “ISPE
will play a critical role in developing these,” Howard said.

A Word from the President
JohnBournas, ISPE’s CEO and President, explained that the confer-
ence theme “Vision to Reality” holds great meaning for ISPE.
“Although we are a nonpro [fadssociation and not necessarily in-
volved in the delivery of advanced therapies, we do provide an ena-
bling platform for visions to one day become a reality.”

The contributions of ISPE’s 18,500 members around the world,

8 Pharmaceutical Engineering

includingits38a [liales and chapters, are part of that platform, he
said. And as Bournas noted, “it really all starts at the student level.
We have over 70 ISPE student chapters at universities around the
globe, from newly established ones such as Thailand, the University
of the Philippines, Virginia Tech, Georgia Institute of Technology,
to 11 others now being formed, such as Stanford University, Uni-
versity of South Australia, University of Maryland College Park,
University of Pennsylvania, and Villanova, among others. We also
have strong collaborations with leading ISPE member academics,
who have paved the way, such as Dr. Antonio Moreira.

The commitment to education connects with the workforce of
the future in both pharma engineering and the wider industry,
and Bournas noted the growth of Young Professionals, with more
than 27 Young Professional groups around the world and over 60
eventsin justthe last year.

“We hope to fully harness the energy that exists within this
segment of the membership to help us drive toward some of the
strategic goals that we envision for the next four years.”

Lars Fruergaard Jargensen

A Leap Forward in Drug Development

Lars Fruergaard Jargensen, President and CEO of Novo Nordisk A/S
and Honorary Conference Chair, gave a presentation exemplifying
the spirit of Vision to Reality by describing the company’s path to a
groundbreaking new treatment for patients with diabetes.
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In “From Vision to Reality: Delivering Next-Generation Diabe-
tes Treatment,” he recalled the company’s commitment to patients
and defeating diabetes. Novo Nordisk began in 1921, when August
and Marie Krogh were granted permission to produce insulin in
Scandinavia. Today Novo Nordisk provides nearly half the world’s
insulinandisusingitsskillsin diabetes treatment to develop ther-
apies for growth hormone de [ciéncies and hemophilia.

“We have stayed true to our purpose to discover and develop
innovative biologics and make them available to patients around
the world,” he said.

Jorgensen noted that pricing and a Cardability “is part of our
social responsibility. The triple bottom line is a lens we use for
decision-making.” He illustrated this by noting that a 10-ml vial of
insulin can be purchased in the United States for $25.

“Aiming high,” he noted, is necessary to get fast market access.
Innovation is central to aiming high, and Jargensen discussed an
innovative drug in development that does just that. There is great
need for other ways beyond injectable insulin to address the tre-
mendous global health challenge of diabetes, which affects 425
million people globally and is projected to a [eckt over 700 million
in the next 30 years.

Despite numerous treatment options, patients are not meeting
desired outcomes. Only half of the world’s 425 million diabetics are
diagnosed; of those, half receive care. Among those, only about
half achieve treatment targets, and just half of those (6% of the
original total) achieve desired outcomes.

Fear of injections and a lifetime of insulin treatment create
barriers for many patients. To help address this, Novo Nordisk
decided that an oral insulin drug was needed. This is where the
company’s approach of aiming high came into play because it was
said that this could not be done.

Novo Nordisk now has an oral semaglutide in phase 3 trials,
with 8 of 10 planned trials completed, and 9,356 patients enrolled
through all phases. The technology combines insulin and gluca-
gontotreattype 2 diabetes. Thisappearsto be apromising therapy
to reduce glucose levels and to help with weight loss, he noted. As
the oral semaglutide tablet dissolves, other ingredients in the tab-
let protect the semaglutide molecule and transport it into the
bloodstream. The new product is being tested against Victoza,
Novo Nordisk’s injectable GLP-1 analog. The company'’s goal is to
complete the trials and submit the drug to the Food and Drug
Administration (FDA) in 2019, with the hope of launching by 2020.

How to manufacture the new drug will be the next challenge.
Jorgensen noted that amillion square feet are needed for the tablet’s
manufacture. While pills are usually produced in small facilities,
more room is needed to produce the amount of semaglutide needed.
Novo Nordiskwill useits$2 billionsite in Clayton, North Carolina, to
manufacture the active pharmaceutical ingredient (API).

“We are quite serious in terms of doing innovation. We are
investing $2 billion in manufacturing, but we are investing
another $2 billion in the program. We believe we know how to do
this. | believe this will become a de [ning new treatment for type 2
diabetes.”

10 Pharmaceutical Engineering

Kevin Nepveux

New Technologies Bringing Change

Intoday’s market, new modalities require new manufacturing tech-
nologies, as therapies are developing in parallel with technology,
said Kevin Nepveux, Vice President, Launch Excellence, P [zer Global
Supply, in his plenary presentation, “Manufacturing and Supply:
Vision becomes Reality,” on the [rst day of the Annual Meeting.

Nepveux cited some of the major drivers behind the need for
new technologies, including continued pressure on costs, person-
alized medicine leading to products with smaller volumes, and
new modalities being explored, including gene and cell therapy
and mRNA vaccines. Large molecules have “grown up,” with more
than half the R&D and a lot of revenue devoted to them. Other
drivers of change include lean, agile manufacturing and biosimi-
larswith more complex molecules. Changesin regulatory expecta-
tions also mean that end-stage testing is no longer enough to en-
sure quality. Social responsibility is important, too: “green,”
“sustainable,” and “carbon footprint” are terms you see in many
annual reports, he said.

In response to these drivers, P [zdr—a research-based pharma
company with a mix of large- and small-molecule plants—is mov-
ing to continuous manufacturing and real-time process control,
and increasing its dependence on process analytical technology
and online measuring systems. The company is building a gene
therapy plant in Sanford, North Carolina, and plans to produce a
promising investigational therapy, developed in partnership with
Spark Therapeutics. A continuous solid oral dose platform is about
to launch; Nepveux noted that P [zdr hopes to produce 60%-80%
of its solid oral product on that platform.

Regulators are providing opportunities for accelerated review
for products with compelling clinical data: “The product develop-
ment process used to take 10 years,” Nepveux said. Now programs
are on seven- and even [vd-year cycles. “The increased R&D pro-
ductivity coupled with tighter timelines puts signi [cant pressure
on new product development assets, but it is a great problem to
have, as it means patients are getting new medicines faster.”

Nepveux emphasized that P [zdr’s people are central to its suc-
cess. “Our people make it possible,” he said, also noting the contri-
butions of suppliers who provide the raw materials—as many as
400 raw materials are required to manufacture a single dose of
some vaccines.

The move from batch to continuous production requires more



and different skills, he noted, requiring colleagues with deeper
science and technical backgrounds. The skills necessary for a suc-
cessful pharmaceutical manufacturing operation are changing,
too, he said. “We need geologists, statisticians, microbiologists,
control engineers—some positions that didn’t exist 30 years ago.”
P [zdr's ownership culture, reinforcing that individual achieve-
ments impact results, supports this new reality. The company’s
employee engagement score of 85% is among the highest in the in-
dustry, he said, and exempli [edlits “Head, Heart and Guts” leader-
ship: “head” behaviorsinclude being decisive and focused, “heart”is
connected and inspiring, and “guts” is courageous and resilient.
“In line with ISPE’s goal to transform the industry to better
ensure availability of quality medicines to patients, we see oppor-
tunities for continued collaboration with regulators; academia,
students, and new hires; and other companies, in the pharmaceu-
tical industry and beyond,” he said. “This is a great time to be
working in the pharmaceutical manufacturing community.”

Becky Furuta

Patient Viewpoint

Becky Furuta, Ambassador, Team Novo Nordisk and Health Care
Policy Consultant, gave the [nal plenary presentation on the open-
ing day. In “How Diabetes Drives My Success,” she explained that
she chose to live her life as an athlete, a member of the Team Novo
Nordisk bicycle racing team, which is [elded completely by ath-
letes who have type 1 diabetes. Today Furuta is ranked 21st out of
463 professional female racers in the United States.

Cyclingwas an accidental discovery when illness sent her fam-
ily into poverty and Furuta sought a way to cope with the devastat-
ing changes. Her bike took her all over Colorado roadways—
including the dangerous Million Dollar Highway—but Furuta
took comfort in the way cycling calmed the turbulence in her life
and showed her how to [nd adventure in her life’s circumstances.

“Diabetes can be stigmatizing, but nothing is more marginal-
izing inyour life than poverty,” she observed. “It changes expecta-
tions by others and of yourself. What separates so many people
from their potential is the story they tell themselves.” So she
changed the story: instead of being a homeless kid, she was a tal-
ented athlete. “The bike was someplace | could be empowered and
strong and capable.”

Furuta was a competitive bicycle racer until a diagnosis of
type Ldiabetes during her second pregnancy challenged her pro-
gress. At [rskt, adoctor told her that her racing days were over, but
Furuta refused to give up the sport she loved. She found a new
doctor who worked with her so that she could continue to cycle,
although she did stop racing for a while. When she decided that
she was ready to return, she read an article about a team that had
six diabetic riders. Her letter to them to learn about how they
were able to perform asracerswith diabetes led toan invitation to
join the group. “It was the most amazing experience of my life! |
realized | was racing at a much higher level, and realized it was
truly the opportunity of a lifetime.”

A year after she joined the team, Novo Nordisk came on as a
sponsor. “Itis still amazing to me that people had so much faith in
us, and in what’s possible with diabetes. | can race a bike to tell
people it is possible to dream as big as you want to. And do really
amazing things!”

She urged attendees to “Delight in how you impact patients
every day! | have the opportunity to live, and live bigger and bet-
terthan I ever could have dreamed, thanks to the pharmaceutical
industry.”

DAY TWO

Nick Leschly

Innovation and Energy
The second day of the conference, on Monday, 5 November, opened
onadynamic note. “There’s atremendous amount of energy here,”

january/february 2019 11
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James Breen, Jr., Incoming Chair of the ISPE International Board of
Directors, told attendees as he opened the morning plenary. “I
want to keep the momentum going.”

The [rsk plenary session speaker, Nick Leschly, CEO of Massa-
chusetts-based bluebird bio, shared the story of the company’s
birth and progress as he spoke with humor and passion about
gene therapy.

To demonstrate what drives him, Leschly presented atouching
video about a young boy who died at age 10 from cerebral adreno-
leukodystrophy (CALD), a rare and deadly genetic disease. One of
bluebird bio’s [rsk four products, all of which Leschly hopes will be
approved by 2020, includes a lentiviral vector-based therapy for
CALD that has halted disease progression in 15 of the 17 children
tested with the therapy.

Bluebird is using the same vector to develop treatments for
thalassemiaand sickle cell anemia. Another therapy, based on the
CAR T-cell therapy bb2121, shows great promise for multiple mye-
loma, extending survival from 3-5 months to nearly 18 months. “If
you can harness the immune system, if you can galvanize it, you
can getatremendous response,” Leschly explained.

Bluebird’s quest is for one-time transformative, or curative, treat-
ment. The faces behind the diseases drive the company’s work. “Now
we have a genome-editing platform. We want to galvanize technology
to go after diseases,” Leschly said. In the future, combination therapy
platforms will be used to cripple tumors, he predicted.

The company recently opened a new manufacturing facility in
Research Triangle, North Carolina. The key factor in choosing this
location was the workforce talentavailable there. “We have to have
the best people. They can’t just apply their trade. They can’t be
standard Lego® pieces here,” he explained.

The drive for bluebird bio is more than innovation: It is about
disruption, Leschly said. He de [néd innovation as doing the same
things a little better; disruption is making things that make
old things obsolete.

12 Pharmaceutical Engineering

Staying the course through the ups and downs of gene therapy
development is not easy but for Leschly and the bluebird bio team,
there is no other option. “Walk, fall down, get up, and walk again,”
was how Leschly characterized the process. “Many people would
have shut this program down, but we didn’t have a choice—and it’s
what we love.”

Leschly concluded with a discussion about the pharmaceutical
industry’ssocial responsibilities in drug development. “Gene ther-
apy began with 40 years of agony and failure,” he said. “Now it
works, butthere are no rules. It’sexpensive and ine Lcieht,and the
business case is unknown.

“Drug pricing used to be, ‘What will the market bear? What
can you get away with?” And you do have to charge something that
rewards your risk,” he conceded. “But value-based payment over
time is the solution. Don’t be shortsighted. Ground to something
meaningful,” he urged the audience.

Chris Chen

Biologics Boom

Chris Chen, CEO of WuXi Biologics (Shanghai) Co., Ltd., shared his
thoughts on making biologics in the second plenary presentation.
He acknowledged that like Leschly, his story is somewhat disrup-
tive as well. WuXi is making biologics more a [aridable and avail-
able to patients more quickly. Like Leschly, Chen sees great oppor-
tunity ahead.

“l want to accelerate and transform how biologics are discov-
ered, developed, and produced,” he said. WuXi, which Chen noted
operates the world’s largest bioreactor, is a contract development
and manufacturing organization.

The company’s WuXi City facility, the 2014 ISPE Facility of the
Year Awards (FOYA) Overall Winner, consists of two parallel up-
stream cell culture bioreactor lines with [exXible working volumes
of 50- to 2,000-liter bioreactors and one downstream puri [cation
production line. It is the most advanced such facility built in China,
andthe [rskinthe world to be capable of utilizing 100% disposable
equipment for drug substance manufacturing.

“In 2011, when I started WuXi, | said this is the way to go,” Chen
said. “It’s entirely disposable and we don't need an autoclave.” The
facility took 18 months to build and was completed in 24 months.
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2018 ISPE International
Honor Award Recipients

= Student Poster, Undergraduate: Cy Rodriguez,
University of the Philippines, Philippines A [Lliate
Student Poster, Graduate: Martin K. Burns, PhD
Candidate, Stevens Institute, New Jersey Chapter
A [liate and Chapter Excellence Award: DACH
A [ate
Committee of the Year: International Young Pro-
fessionals Committee
Company of the Year: AstraZeneca
Max Seales Yonker Member of the Year Award:
Mairéad Goetz
Richard B. Purdy Distinguished Achievement Award:
Charlotte Enghave Freurgaard, PhD
Joseph X. Phillips Distinguished Achievement
Award: Joseph Famulare
Facility of the Year Awards Overall Winner: Shire,
Los Angeles Building 8 Project

Disposable bioreactors and new investment in continuous pu-
ri [cation platforms enable integrated bioprocessing for a proof-of-
concept commercial facility.

Continuous manufacturing can use smaller, modular facilities
with smaller and/or single-use bioreactors to allow for asimpli [ed
process [ow and logistics, enable high operational [eXibility, and
fast technology transfer. Parallel production lines (“scale-out”)
can meet increased production demands. “You can grow as de-
mand increases. Italso gives clients [eXibility,” Chen said.

WuXi is now building a second facility with double the capaci-
ty in [Ireland]. “Mfr 1 [China] was really a test,” said Chen. “Mfr 2
[Ireland] is our vision of scale-out and continuous processing. Now
we're ready to do something big.”

The facility, which should be operational in 2021, will help
WuXi make biologics even more affordable and available, espe-
cially for patients in China. “We can make 8 tonnes of antibodies,
and we can make them as low as $15 per gram. This will allow us to
change the industry and make biologics much more cost competi-
tive,” Chen said.

DAY 3

Achievements and Honors

The ISPE International Honor Awards Committee acknowledged
exceptional e [arts, recognizing individual volunteers, a [Tiales
and chapters, students, the company of the year, and the Facility of
the Year Awards (FOYA) Overall Winner during the Membership
and Awards Breakfast on Tuesday, 6 November.
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The annual event is also an opportunity for the ISPE Interna-
tional Board of Directors to share information about strategy,
achievements, and plans for the year ahead.

Outgoing Chair Tim Howard, Vice President, Commissioning
Agents International, opened this year’s breakfast by introducing
the new board and thanking past members for their service.

Past Chair Mike Arnold, Senior Director Strategic Relation-
ships, P [zar Inc., followed with a review of one of the year’s most
signi [cant events: establishment of the ISPE Foundation. Thanks
to generous donations, the foundation was able to award 14 grants
for travel to the 2018 ISPE Annual Meeting & Expo its [rsk year.

Target funding for 2018 had been set at $45,000, Arnold said,
but donations have already far exceeded that initial amount. To
date the foundation has received over $162,000, and several dona-
tions made that week added another $10,000.

Fran Zipp, incoming Board Vice Chair and President and CEO,
Lachman Consultant Services, presented the treasurer’s report.
The [nancial decline following the 2008 recession is now on the
upswing, she said, so much so that ISPE was able to invest this year
in the ISPE Foundation, a new strategic plan, and new technolo-
gies. “Our netincome isslightly lower asaresult, butit’ll helpusin
the future,” she explained.

Howard returned to review other important events of 2018. He
extended special thanks to ISPE’s past presidents, many of whom
were in attendance. ISPE’s new continuity initiative calls on the
currentboard to engage with past presidents as they work to devel-
op ISPE’s new strategic plan. Another new enterprise came from
the North American task team: a community of practice for chap-
tersand a [liales. Membership in the group will be available to all
chapter and a [iale o [cerk and board members.




Howard noted that last year the board modi [ed its bylaws to
allow direct board appointments to address critical needs. The
board appointed Chris Chen, CEO, WuXi Biologics (Shanghai), Co.,
Ltd., to the board. “With his knowledge, we expect to improve our
reach to the Asian market greatly,” Howard said.

Howard concluded his talk by passing the ceremonial gavel to
Jim Breen, incoming Chair, and VP Project Lead Biologics Expan-
sion, Janssen Pharmaceuticals.

A New Year Begins

“This is an exciting time to be in the pharmaceutical industry,”
Breen said. “Technology is changing, and the future looks bright.
Your work improves patients’ lives, and we do agreat service to the
industry and the world.

“ISPEisthe intersection of engineering and technology, but it’s
more than that. ISPE allows you to network. You can meet people
from around the world. And get a lot of good friends. | want you to
get involved more than you have.”

Fran Zipp reported on the Women in Pharma® committee and
its many activities—mentoring, education sessions, and perhaps
most important, social and networking opportunities. For 2019
Zipp will be the group’s board liaison, and Christa Myers will as-
sume the chair.

Joanne Barrick, incoming Board Secretary and Advisor, Glob-
al Validation Support, Eli Lilly and Company, reported on the re-
structuring of regulatory committees that will better de [né their
members’ roles and responsibilities and give the Regulatory
Steering Council increased strategic focus. The Guidance Docu-
ment development process is also being restructured to produce
predictable and timely document delivery. In addition, she noted
that in the past year access to ISPE Good Practice Guides had be-
come free for all members. Training is undergoing a three-year
transformation plan that will permit better integration with
Guidance Documents and Communities of Practice.

Tom Hartman, incoming Board Treasurer and VP, GMP Opera-
tions, GlaxoSmithKline, discussed ISPE’s refreshed strategic plan,
necessitated by the organization’s diverse population, growing
membership, and geographic diversity, as well as the industry’s
transition to new technologies. During the past year, ISPE part-
nered with McKinsey and Accenture to conduct a survey that will
inform the new strategic plan.

International Honor Awards
John Bournas announced the 2018 award honorees. Among the
most signi [cant awards of the morning were:

Mairéad Goetz

Charlotte Enghave Fruergaard

The Max Seales Yonker Member of the Year Award, which rec-
ognizesextraordinary commitmentto ISPE service, was presented
to Mairéad Goetz, Global Head Analytical Science & Technology,
QC, OpEXx, Novartis Pharmaceuticals, and leader of the ISPE Ad-
vancing Pharmaceutical Quality Team for the past two years. Her
other contributions include coordinating ISPE’s e [arts with the
University of St. Gallen, cross-industry meetings in response to
Food and Drug Administration (FDA) Guidance, and requests from
ISPE a [iales and chapters for presentations on the proposed pro-
gram. She also played an importantrole inbuilding acollaborative
relationship with the quality culture team at the Parenteral Drug
Association (PDA).

Thanking the judges and committee, Goetzcommented on the
great privilege of being part of a team in relentless pursuit of phar-
maceutical excellence. “They’re an incredible group of consum-
mate professionals.”

The Richard B. Purdy Distinguished Achievement Award,
presented to members who have made significant, long-term
contributions to the society, was presented to Charlotte Enghave
Fruergaard, PhD, Partner, Compliance Consulting, NNE, for her
sustained commitmentto ISPE, wide breadth of contributions, and
leadership positions that included International Board of Direc-
tors Board Chair (2012-2013), Nordic A [liale Board Chair (2005-
2007), and Annual Meeting Program Committee Chair (2017 An-
nual Meeting).

“Thank you to the committee and everybody,” she said. “ISPE is
a big family, and every Annual Meeting is like a family reunion.

january/february 2019 15



2018 Annual Meeting & Exp

Joseph Famulare

Sam Kitchell

I’'m proud to stand here today. You believed in me, and you helped
me, and you made a dream come true. Thank you.”

The Joseph X. Phillips Distinguished Achievement Award,
which is not given every year, honors an ISPE member who has
made a signi [cant contribution to the industry. This year’s award
was presented to Joseph Famulare, Vice President, Global Quality
Compliance and External Relations, Genentech, Inc., for hissignif-
icant contributions to ISPE, the Global Pharmaceutical Manufac-
turing Leadership Forum, and the entire pharmaceutical industry.
A former ISPE board member, he contributed to or led several in-
ternational regulatory initiatives, and is a respected conduit be-
tween the society and worldwide regulatory bodies. Famulare ex-
pressed heartfelt thanks to his colleagues, sta [, nhanagement, and
the regulators themselves as he accepted the award.

16 Pharmaceutical Engineering

Tony Crincoli, Chair of the Facility of the Year Awards Judges’
Committee, ISPE board member at large, and Vice President of
Global Engineering, Glenmark Pharmaceuticals, presented the

[nal award: the Facility of the Year Awards Overall Winner.
“The category winners and honorable mentions were selected
from a variety of submissions from around the world,” Crincoli
said. “Each one was a standout in its category, and all exhibit the
highest caliber of innovation and technological ingenuity.” The
award was presented to Shire for its Los Angeles Building 8 project.

Thisyear’s Facility Integration category winner, the Shire Building
8 project, involved the construction of a new 120,000-square-foot
puri [cation facility, which was integrated into an 11.6-acre campus
with eight other buildings, space constraints on all sides, multiple
underground utilities, and ongoing manufacturing operations in
adjacent buildings.

Sam Kitchell, Group Vice President of Engineering at Shire,
accepted the award. “ISPE recognized seven incredibly strong pro-
jects, and to stand out among them is truly an honor. A forum like
thisto do benchmarking isan important way to drive our industry
forward.” After thanking Los Angeles, their industry partners,
and employees, Kitchell thanked their patients: “They inspire us to
do our bestwork. We are achampion for people with rare diseases.”

JimBreen closed the ceremony withadazzling video invitation
to Las Vegas, site of the 2019 ISPE Annual Meeting & Expo. “See
you nextyear,” he said. 7

SPOTLIGHT ON
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Now in its 28th year, ISPE’s Annual Aseptic
Conference remains at the forefront of
education in the classic aseptic and barrier
applications while exploring the future of aseptic
processing, including containment, multi-product
facilities, and the increasing use of robotics.

Join us to explore the latest thinking:

* Aseptic Cell & Gene Therapy Production

* Single-Use Advancements

* Flexible and Multi-Product Facilities and Operations

* Aging Facilities—Upgrades and Renovations

* Robotics in Cleanrooms

¢ Small Batches/Personal Medicine/ Modular Technology
+ Containment and Sterility
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* Cleaning and Cross Contamination Prevention

18-19 March 2019

Bethesda North Marriott Hotel and Conference Center | North Bethesda, MD

+ 19-22 March | Stay for Additional Related Training Classes

REGISTER NOW! |SPE.org/Asepticl9
Save $200 or more by registering before 7 January!



Y P E D | TO R | A |_ By LeAnna Pearson Marcum

Happy 2019! The last time | saw many of you
was at the ISPE 2018 Annual Meeting & Expo in
Philadelphia, where | started my tenure as the
ISPE International Young Professionals Chair.

en | began my involvement with ISPE in graduate

school, | found not just a technical and professional

community, butafamily. | am currently part of the blue-

bird bio family as well—a member of the Quality Assur-

ance groups as a QAV Manager at the Durham, North Carolina,

site. In thisamazing role | get to work with other talented individ-

ualsaswe create bluebird’s [rsk gene therapy manufacturing facil-

ity. So far, this job has taken me on travels around the world and

pushed me far past what | thought I could do. | have loved every
moment of it!

YP BENEFITS

Being an ISPE YP has many bene [fs] including:

= |dentifying, supporting,andsharinglocal a [Tiale and chapter
programs that serve YPs and enhance their ISPE experience

= Providingguidance andbestpracticesfora [liallesand chapters
as they establish new YP or student groups

= Interfacing with other ISPE Communities of Practice (CoPs) to
increase YP and student involvement

= Providing YP input to continuing ISPE initiatives

YP CHANGES

We were honored to receive the Committee of the Year award at
the Membership and Awards Breakfast during the ISPE 2018 An-
nual Meeting & Expo. As 2019 begins, | want to build on this mo-
mentum. As Young Professionals we span both age range and

YP Community Secretary
PE Magazine Committee
iSpeak Blog

Open

Positions

Annual Meeting Planning: Europe or Asia—Pacific
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ANEW YEAR
BEGINS FOR YPS

experience levels. While you can be a new graduate, you can also
be someone who is new to the industry and looking to make more
professional connections. We have grown in the past year and
will continue to grow in the year to come. If you are looking to
attend a YP eventor are interested in startinga YP Group, contact
me at Lpearson@bluebirdbio.com or post on the YP Online Com-
munity at http://cop.ispe.org/p/co/ly/gid=91.

JOINUS

As Walt Disney said, “The way to get started is to quit talking and
begin doing.” Please “begin doing” by joining us. We want your
expertise and your thoughts on development and growth. VVolun-
teering for a local or international spot on the YP Professional
Committee can take as much time as you want it to.

When | first started, | just called into the meetings and lis-
tened. As | started to feel more comfortable, | decided to take on
more responsibility, starting with smaller roles thateventually led
me to my current position. The sidebar Open Positions lists several
committees that are looking for YP members. You can choose one
of these, or [ndl another one that interests you. You can view ISPE’s
roster of CoPs here: https://ispe.org/communities-practice.

I have received much helpful guidance and feedback from both
the YP leaders and the International Board of Directors; while | am
much more assured of what | am doing, I still look to many of those
people, whom I now call friends, for that same guidance from time
to time. Let’s be honest—we will always be growing in our careers,
and nobody knows it all. I am and will always be humbled by the
time that people have spent helping me navigate my early-career
journey as the International YP Chair. (7
LeAnna Pearson Marcum is a QAV Manager with bluebird bio in Durham, North Carolina, and the
2019 ISPE International Young Professionals Chair. She has been an ISPE member since 2009.

Contact

LeAnna Pearson, IYPC Chair,
at Lpearson@bluebirdbio.com
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Kevin Chronley

It might seem odd to connect commercia
fishing to the study of chemical engineering—
and perhaps even more unlikely to connect
commercial fishing to a career in the
biopharmaceutical industry. But for Kevin
Chronley, Vice President of Strategic Business
Planning and Development at A\Z Corporation
and ISPE Boston Area Chapter President, the
lessons he learned on New England trawlers
served as the foundation for success in college
and career.

native of coastal Narraganset, Rhode Island, Chronley

worked hard on the boats to pay for his education at the Uni-

versity of Rhode Island. The rigors of that job, he realized,

pply to his biopharma career too. “You've got to be tena-

cious. Put in the extra e [art. Get out there earlier, stay out there

later. And then, when you come in exhausted, you’ve got to get up
anddoitallagain.”

Chronley, who holds the distinction of being the only person to
serve as President of two di Lerent ISPE Chapters, [rsk led the New
England Chapter from 2010 to 2013. He now heads the combined
Boston Area Chapter, which merged with the New England Chap-
terin 2013. His seaside roots inspire hiscommitment to the region,
demonstrated by the Geographic Outreach (GO) initiatives with
hubs in Providence, Rhode Island; Portsmouth, New Hampshire;
and Worchester, Massachusetts.

CORE ELEMENTS

Describing the three pillars of ISPE as education, networking,
and resources, Chronley explained his deep appreciation for
these core elements. Like the self-discipline he learned on [SHing
trawlers, Chronley knows they were also key to his success in
college. Dr. David Schilling, a professor and mentor that Chron-
ley and his classmates a [edtionately called “Coach,” helped him
come to this understanding.

- FISHING FOR
BIOPHARMA SUCCESS

Maritime discipline took the Boston Area Chapter
President from a trawler to the boardroom.

“l was fed up with the course work. | was making good money
fishing, and thinking | would quit,” Chronley recalled. “Coach
pulled me aside and put it to me plainly. He said, ‘| heard you were
thinking about quitting. Look around at these old [SHermen with
missing [nders. | think you'll regret dropping out of college. But
look, if you want to succeed, you need to read the material, work
together collaboratively with your classmates, and recognize re-
sources that can be utilized to contribute to your objectives.’ Look-
ing back, | realize those are the same three pillars of ISPE: educa-
tion, networking, and resources,” Chronley explained. His
gratitude to Coach Schilling is clear, as his career path has been an
exciting one.

Chronley’s initial pharmaceutical work with Ciba-Geigy
(which merged with Sandoz in 1996 to form Novartis AG) evolved
into a career in global chemical process manufacturing. This
brought him to the Chicago area as Vice President of Operations
for Hammond Group, a small multinational diversi [ed chemical
manufacturing [rh. But it didn’t take long for Chronley to return
to New England. “l was in Tampa, Florida, on a February afternoon

Reinvent yourself relentlessly.
Careers are a playground of
opportunities—be an ongoing
learner. It will either inspire
Improvement and innovation
within your field, or it will stimulate
evolution to new areas of interest.
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in 2003 when | signed up to head to Engineered Technologies, Inc.
And that same afternoon, | signed up to participate in the winter
ISPE conference, because | knew ISPE would provide access to
those three keys: education, networking, and resources.”

INDUSTRY CHANGES

Chronleyisexcited by the trajectory he seesin the industry. “When
| [rsk entered the market in the early 1980s, the industry was pri-
marily small-molecule pharmaceuticals addressing high-volume
therapeutics for common diseases. Today the commercial focus of
biologic drug development is categorically ‘orphan’ or personal-
ized drugs.” These therapeutics will improve quality of life and
longevity, he added. “Innovation is delivering health care solu-
tions for some of the most common and treacherous diseases, as
well as those for smaller populations.”

As an example, he noted a presentation by Dr. J. Christopher
Love (Koch Institute for Integrative Cancer Research at MIT) at the
ISPE Boston Area Chapter 25th Anniversary Gala. “He talked about
the evolution of manufacturing, and he laid out a vision for small,
appliance-sized biologics-process devices that could custom-pro-
duce drugs for individual patients at a pharmacy. That kind of
technology could well be on the horizon.”

SPOTLIGHT ON

Pharmaceutical

Engineering®

Available only to Members,
the magazine enriches you

with updates on scientific and
technical developments, along
with real-world solutions for
your day-to-day challenges.
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It’s an exciting prospect, but having the right people with the
rightskillsiskey torealizing thisinnovative future, according to
Chronley—and that’s where ISPE plays a crucial role. “There’s a
gap of trained human capital in our industry. ISPE is instrumen-
tal in developing careers in biopharma. ISPE brings a value prop-
osition with the bene [fslwe provide, including scholarship and
mentoring for young professionals.” He couples this observation
with his encouragement and advice to emerging leaders. “Rein-
vent yourself relentlessly. Innovate. Careers are a playground of
opportunities—be an ongoing learner. It will either inspire im-
provement and innovation within your [elt, or it will stimulate
evolution to new areas of interest.”

Chronley knows that in biopharma, as in any industry, there’s
no substitute for discipline and commitment. The grit that saw
himthrough long cold days on heaving [SHing trawlersisthe same
that sustained him through college—and what keeps him working
hard today. But working hard isn’tenough, to hear Chronley tell it.
One also must work smart, and that includes making the most of
education, networking, and resources. “Through those three pil-
lars,” Chronley explained, “ISPE facilitates the requirements for a
successful, growing, ever-changing career.” 2

—Paul J. Cumbo, MS, M.Litt.

A

ISPE.org/Pharmaceutical-Engineering




Industry Editorial EEEGHEAERLE

Across industries, the trend is toward speed
to market. Whether it's meeting consumer
expectations for instant service or being the first
to bring an innovation to shelves, companies
have plenty of incentives to make products and
services available faster.
his has generally been a positive development for stakehold-
ers throughout the architecture/engineering/construction

delivery chain. Consumersget the products they want sooner.
Companies and their shareholders often see better results.

Kneat

Making validation

TEAMWORK UNLOCKS
SUCCESS

Lessons from the Lacrosse Field

Contractors and suppliers—as well as the people they employ—
reap [nancial rewards. Traditional work [aws also become leaner
and more e [ciehtand drive the entire industry forward.

Speed to market can be so appealing that it's easy to assume
anything that looks leaner is automatically better. At its heart,
lean production isn’t about doing more with fewer resources, how-
ever; it's about bringing the best resources together, optimizing
them, and breaking free of legacy workflows that have not kept
pace with technology. Creating a team that looks lean but retains
blind spots might actually lead to more waste.

As manufacturing changes, all of us with roles in that evolu-
tion—especially in construction and design—should be careful to

faster, easier & smarter

GxP document management and test execution in one easy

to use solution, for any validation.

kneat.com

SaaS or On-Premise

Part 11/Annex 11

Expert Support

Rapid Deployment
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Industry Editorial

While the rationale behind
trying to “lean up” construction
delivery in manufacturing is
sound, the logic behind omitting
a construction firm needs some
examination. The best way to
obtain sole-source contracting
remains true design-build

or methods like CM/GC that
integrate constructors with
designers early in the process.

focus on what really constitutes lean project delivery. As the life
sciences world also begins to focus on smaller, more nimble facili-
ties, however, there are already signs that the goal of speed to
market is causing some to lose sight of the best ways to build.

CREATING A CHAMPIONSHIP TEAM
As a longtime lacrosse player and fan, | admire Bill Tierney—one
of the most successful coaches in NCAA Men’s Division | lacrosse.
After long-term success at powerhouse Princeton University, Tier-
ney led the University of Denver’s team to the semi [nals [vdtimes
during hisseven-year tenure. Tierney, who clearly created high-ca-
liber teams, is also the source of a quotation that’s especially appli-
cable to my work in construction: “Every game is so important, es-
pecially in a year like this with so many upsets. You can’t lose
focus. After last year, | think the reminder is still clear enough.”
Constructionand design may notbe as [ashy ascollege lacrosse,
buthavingateamwith therightskillsand dedicated focus is the key
to success in both ventures. Despite this, there is a growing trend of
owners moving away from traditional construction partners and
utilizing their design teams as their construction managers.
Itsounds like agreat lean solution, right? It seems like achance to
have fewer cooks in the kitchen, and create a more streamlined pro-
cess from benchtop to business and a single-source contract solution.
This approach might sound good on paper, but project owners
who follow it risk losing some of the things a partner with a core
construction business brings to the table:
Technical building expertise: Too often, construction is
viewed as simply executing what is on a set of drawings. In reality,
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contractors and construction managers have decades of field
knowledge that brings amazing designs to life. In addition, com-
plex projects with a variety of mechanical, electrical, plumbing,
and process systems or cleanroom space requirements present
potentially costly pitfalls. A specialized construction [rth notonly
knows how to avoid them, but how to anticipate them.

Local market knowledge: Construction managers’ deep
knowledge of and experience with local subcontractor markets
can bring value throughout the construction chain that other
[rrhs cannot. In addition, local labor markets vary widely, from
availability of craft and union agreements to local processes for
permits. Challenges with even one of these areas can a [ecit project
schedules and budgets.

Lessons learned: Construction [rths with years of experience
know where the pitfalls are, and often have the in-house expertise
to help avoid them. Making the same mistake twice (or more) is the
antithesis of lean delivery. As in any team sport, a rookie’s long-
term success often depends on learning from seasoned veterans,
the ones who already know how to avoid common errors.

AWINNING SYSTEM

While the rationale behind trying to “lean up” construction deliv-
ery in manufacturing is sound, the logic behind omitting a con-
struction [rrh needs some examination. The best way to obtain
sole-source contracting remains true design-build or methods like
CM/GC that integrate constructors with designers early in the
process. Some owners take things a step further and “lean for-
ward” with integrated project delivery (IPD). What appeared to be
afad several years ago is now a very real project delivery system
within the global life sciences industry.

Our industry has spent so much time calling these approaches
“alternative delivery” that it masks their wide adoption. Putting
construction, design, and engineering partners together creates
the industry equivalent of achampionship sports team, and allows
each [rrh to not only focus onits strengths but also to work togeth-
er toward the common goal of customer outcomes. In IPD, where
each entity signs the same contract and shares the same stake in
success, that cohesiveness is even more formal.

It’s natural for any project owner to want a superstar on the
team. To yield the best results—a team that doesn’t just make the
playo [s,but can win it all—stars and key supporting players have
to work together.

Projectownersdon’t need to cutcornersin the name of speed to
market. The design and construction process is notaboxing match
or marathon in which an athlete is competing only for himself or
herself; it’s a team sport. Putting the right team together and let-
ting individual talents build the best workflows will ultimately
bring facilities online faster and be more replicable across the
industry. @

About the author

Raj Vora, Life Sciences CML, DPR Construction, Inc., has nearly 20 years of experience in the
AJEIC industry, with emphasis on life sciences. He has been an ISPE member since 2002.
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DATA INTEGRITY IN

THE TRENCHES
A Look into the QC Laboratory

James B. Powers, Jr., and Doreen Newhouse
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Pharmaceutical Engineering magazine’s
March—April 2016 Special Report [1] highlighted
the increasing importance of data integrity for
companies throughout the global GMP-regulated
industry. This is especially true during health
authority inspections. [2—4] Pharmaceuticals,
biotech, and APl manufacturers—as well as
contract manufacturing organizations (CMOs)
and contract laboratories—have been “in

the trenches,” addressing improvements to
strengthen data integrity and data management
over the data life cycle.

uch of the focus on data integrity (DI) by health authori-

ties during GMP inspections has been related to quality

control (QC) laboratory operations. In this article we will

look at both the regulatory context and the industry re-
sponse. Additionally, since the QC laboratory analyst is a key GMP
role that touches data integrity, we will take a deeper look at the
challenges of sustaining data integrity in that environment. We
believe that a holistic approach to data governance that includes
people, processes, and technology will provide the road map to
sustainable data integrity.

HOW DID WE GET HERE?

Data integrity is not a new requirement. It has been and continues
to be an inherent aspect of global GMP regulations. Ananalysis of
data integrity deficiencies in FDA Warning Letters issued from
2008 to 2017 revealed both an increase in numbers and global
scope as well as consistency in the [ndings. [2-3] When the period
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was expanded from 2005 to 2017, the top [vd types of de [Ciéncies
related to basic GMP records requirements were: [4]

Missing or incomplete records
= De [ciknt system access controls (e.g., shared logins)
Mishandled chromatography samples and data, including
reprocessing, reintegration, and manual integration without
proper controls
= Deleted or destroyed original records
= Audittrail de [cikncies

Guidance

In response to these trends, global health authorities and profes-
sional organizations began to publish data integrity guidance
documents in 2015. [5-16] These documents emphasize key princi-
ples related to robust data integrity, e.g., data life-cycle manage-
ment, data governance, and “ALCOA+"* principles.

Itisimportantto understand that preventing deliberate falsi [
cation is only one aspect of data integrity risk management—albeit
asignificant one. Human error and other challenges, which we
will discuss later in this article, are also contributors.

Terminology

Inconsistent definitions are another factor. When comparing
global regulatory guidance about data integrity, it becomes clear
that terminology is not always used in a consistent way. Industry
organizations have helped provide greater clarity on expectations
and “how to,” but inconsistencies in interpretations of the term
“dataintegrity” remain. Ananalysis of “dataintegrity” de [nitions
in guidance documents compared to those published in interna-
tional standards for electronic records found that in most of the

“ALCOA is a framework of data standards designed to ensure integrity: attributable, legible,
contemporaneous, original, and accurate. ALOCA+ also includes complete, consistent,
enduring, and available.



Figure 1: Data governance elements—data protection over the full life cycle

Source: International Society of Pharmaceutical Engineering. GAMP® Guide: Records and Data Integrity. ©ISPE 2017. All rights reserved. Reprinted with permission.

We believe a holistic approach
to data governance that
includes people, processes,
and technology will provide
the road map to sustainable
data integrity

guidance documents the termis used primarily to mean “datareli-
ability” or “data quality.” [17] The recently published GAMP® Guide
on Records and Data Integrity provides a framework for consistent
terminology and key concept de [nitions. [16]

Leadership

Health authorities agree on management’s responsibility to as-
sure that the pharmaceutical quality system (PQS) governing the
GMP environment provides e [ecttive data integrity risk manage-

ment. Figure 1 illustrates the key elements for e [ective GMP data
governance. [14] This holistic approach includes the organization-
al components of leadership and culture; controls that encompass
people, process, and technology; and supporting processes such as
metrics, IT architecture, and infrastructure. The purpose of such
an approach is to assure that product manufacturing and testing
can be reliably reconstructed from the records. Achieving reliable
ALCOA+ data attributes can be considered an output of a robust
data governance system such as this.

Pharma 4.0

The transition currently underway to adopt Pharma4.0 principles
and practices emphasizes digitalization of pharmaceutical manu-
facturing and supply chain operations in alignment with the PQS.
[18] Figure 2 illustrates the four quadrants of the Pharma 4.0 oper-
ating model and its key enablers: digital maturity and data integrity
by design. Although an in-depth examination of these enablers is
beyond the scope of this article, we will explore aspects of how the
transition to Pharma 4.0 may a [edit the role of the QC laboratory
analystand the QC laboratory of the future.

DATAINTEGRITY PROGRAMS

In response to the increased regulatory focus on data integrity,
many companies have established data integrity programs. Dur-
ing our preparation of this article in late Q3 2018, we interviewed
11 global pharmaceutical leaders responsible for such programs.
Their companies represented top 20 pharmaceutical companies,
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Figure 2: Pharma 4.0 Operating Model and Enablers
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one generic company, and one API supplier. We wanted to gain a
broader view of the challenges and learnings resulting from these
e [arits, as well as the leaders’ perspectives on the 3- to 5-year hori-
zon for these data integrity programs.

Several themes emerged regarding data integrity program scope:

=  Mostcompaniesfocused initiallyon QC laboratory systemsand
operations, then began to transition e [Larts to manufacturing
operations, third-party CMOs, vendors, and other areas. In most
cases, the corrective and preventive actions (CAPAs) generated
relative to QC laboratories were still in progress.

= Mostprogramsemphasizedtechnology enhancementstoconnect
and integrate laboratory equipmentand systemsto achieve full
compliance and to minimize human error.

= Although increasing data integrity training was a common
aspect of program scope, fewer companies reported a focus
on building cultural excellence as part of sustaining data
integrity enhancements.

= Dataintegrity maturity in the group of companiesinterviewed
ranged from those struggling with limited program scope toa
fully mature remediation program that has since transitioned
to integrated permanent roles and practices embedded with
the PQS.

=  Mostofthecompaniesareinthetrenchesatdi Lerknt stages of
detecting and remediating gaps. They expect this to continue
into 2019 and beyond.

Common challenges included:

= Laboratory informatics products and tools meet system com-
pliance requirements (e.g., 21 CFR Part 11, EU Annex 11) but
fall short when it comes to meeting data integrity operational
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needs. Needed tools include 1) standard reports and queries for
e [ectiveand e Lciehtreviewsof dataaudittrailsand2) retiring
spreadsheet calculationsand manual transcriptions of results
in favor of (master data) database con [guirations.

= Balancingsubject matter expertresources between daily busi-
ness, dataintegrity enhancements, and otherurgentpriorities.
One company, for example, shifted its focus to cybersecurity,
which they perceived as a greater risk.

= Capitaland labor costs for newequipmentand systemsand long
timelines for implementation and integration.

We also noted that some companies joined with others to share
learnings in informal forums. Key topics included audit trail review
practices and health authority expectations during inspections.

The challenges described by the companies we interviewed
indicated that most were in the trenches—i.e., focused on data in-
tegrity program CAPAs to strengthen systems and processes. Most
have not yet envisioned sustaining data integrity in a future QC
laboratory beyond the landscape of integrated systems.

Because the QC laboratory and QC laboratory analyst role re-
main primary focus areas for regulatory inspections, data integrity
observations, and remediation e Larits, the next sections focus on
the role of the QC laboratory analyst and the data integrity chal-
lenges and risks they face every day.

QC LABORATORY ANALYST

While QClaboratoriesinthe regulated industries operate reasonably
smoothly, they can still face data integrity issues. For purposes of
illustration, we have created a fictional analyst named Fabian,
whose daily QC laboratory workflow is detailed, tedious, and
sometimes dependent on factors that are hard to control (missing



samples or reagents, equipment failures and outdated analytical
test methods). Although we will focus on a day in the life of this
analyst, the information presented is relevant to other roles and
functions as well, including R&D laboratory scientists, lab super-
visors,and manufacturing. The pressures described in this section
canoccur in any laboratory over time.

Figure 3 shows the long list of complex tasks that are typically
part of Fabian’s day. He must complete large volumes of laboratory
paper and/or electronic documentation for each sample tested.
Like most QC laboratories, Fabian’s productivity is measured (sam-
ples/tests completed per day) and monitored. His work is reviewed
for accuracy and correctness. Documentation gaps and laboratory
errors result in time-consuming investigations and CAPAs. Con-
trols added to monitor, detect and lower data integrity risks have
increased the workload of Fabian and his colleagues in the past
several years. Despite this, at the end of the day, Fabian sometimes
feelsthat his completed work is not fully trusted by his peers, com-
pany or organization leaders, auditors, or regulators.

Figure 3: QC laboratory analyst daily tasks

—

Receive sample from production

Record sample chain of custody in paper logbook
and spreadsheet/system

Transfer and register samples in LIMS
Prepare sample labels and safety info
Transfer samples to testing laboratories
Review emails and plan workday

Print test documentation/worksheets

Collect reference standards; record metadata
Collect glassware and consumables

10. Collect/prepare reagents/solutions; verify expiry
dates; record metadata

11. Perform daily balance check

12. Prepare equipment and instruments, verify calibration;
record metadata

13. Weigh samples and standards

14. Prepare samples (dilutions/filtration); record metadata
15. Run system suitability/calibrations; record metadata
16. Run tests/instrument (overnight); record metadata

17. Attend daily shift huddle

18. Discuss change in sample priority with lab planner; switch
to an urgent sample or di Lefdent methods?

19. Capture and record test results and metadata
on paper or system

20. Save all raw data files

21. Perform calculations and capture on paper
or use spreadsheet

22.Update test status on wipe board
23. Review data for errors

N
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Pressures and Challenges

Being a QC laboratory analyst is tough and tedious! Pressures
come in many forms. Some are obvious; others are subtler but
equally signi [cant. This pressure can increase the risk to data in-
tegrity by planting seeds for data integrity failures and fraud,
especially when combined with opportunity (to adjust/modify
data) and rationalization (justifying fraudulent actions). Figure 4
illustrates a few of the pressures that today’s GMP laboratory ana-
lyst (and laboratory leaders) often encounter.

Poor and Outdated Test Methods

QC laboratories sometimes use outdated test methods (i.e., analyt-
ical, micro, environmental monitoring, sterility, container clo-
sure,immunology) typically found with mature products. The cost
and time required to update these methods—including associated
change controls and multi-country registration [lihgs—can put
the brakes on needed changes in some laboratories. [19] Mergers,
acquisitions, and outsourced manufacturing and testing can cre-

24. Attend training session due to previous
laboratory errors (CAPA)

25. Manually enter data to LIMS/SAP

26. Manually enter data into spreadsheets for trending
27. Review data compared to specs

28. Manually trend data

29. Update sample tracking spreadsheet

30. Review peer’s test results and calculations for errors
31. Request OOS/LI if errors are found

32. Update usage logbooks

33. Save all sample, standard, and reagent preparations
pending data review

34. Review documentation and audit trails
35. Wait for peer data verification

36. Correct errors found during data review
(paper and e-Records)

37. Wait for supervisor data review

38. Correct errors found during supervisor review
(paper and e-Records)

39. Receive decision: data valid

40. Clean work area

41. Stage dirty glassware for cleaning

42. Stage sample for waste disposal

43. Update sample chain of custody

44.Respond to any investigations

45. Repeat testing/remeasurement

46. Wait for results of investigation

47. Close records; file all paper data packs and notebooks
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Figure 4: Laboratory analyst pressures
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ate virtual and fragmented supply models and take the focus o (1 concern discussed in depth by Newton and McDowall: “Manage-

updatingold analytical methods. Another problem is test methods
whose performance relies on undocumented “tribal knowledge.”
Analyst turnover and the use of temporary analysts in response to
mergers, acquisitions, and cost reductions can accelerate the loss
of this tribal knowledge and a [edt test method execution. All of
these situations can lead to data integrity issues.

QC laboratory analysts can [nd themselves in no-win situa-
tions when they are required to use outdated test methods that
generate errors and/or data quality issues. These pressures can
lead to atypical behaviors, such as channeling testing to justone or
two analysts, and increasing the risks of data fraud and data integ-
rity breaches.

Weak Chromatography Procedures and Controls
While many QC laboratories rely on chromatography testing as a
primary analytical technique, many standard operating proce-
dures (SOPs) and training materials contain vague language that
is subject to interpretation. Examples include no controls about
disabling audit trails, or the use of manual interventions or inte-
grations; no requirement to process samples in a certain order
(system suitability, data acquisition, data analysis); no require-
menttoincludeallinjections made while testing; and no sample or
standard naming conventions.

Vague chromatography SOP controls can yield data integrity
issues and place further pressures on the QC laboratory analyst, a
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ment is responsible for creating a robust chromatographic proce-
dure, and foundational policies that accompany it. These must be
incorporated into training that is received by every analyst to as-
sure consistency in practice.” [20]

Work Volume, Performance Metrics, and Time
Pressures

While work volume for the QC laboratory analyst typically [udtu-
ates, both high- and low-volume workloads can be stressful. Ana-
lyst performance is typically measured in several ways, including:
performance (e.g., samples and/or tests per unit of time, roles
completed per unit of time, batches tested per analyst, percentage
of samples completed on time vs. demand), and quality, typically
measured as right- [rst-time (RFT) testing. If not managed properly,
such metrics can induce behaviors that increase data integrity
risks and underreporting of laboratory errors. [21-22]

Human Error

Although QC laboratory analystsare human and occasionally make
mistakes that can lead to laboratory errors and inaccurate test re-
sults, regulators make no distinction between inadvertent human
error and intentional fraud, since both have the same e [eck on data
integrity, product quality, and patient safety. [21] Fear of retraining
and disciplinary consequences can lead to additional pressures on
the laboratory analyst.



Large and Complex Data Sets
Laboratory data complexity has increased signi [cantly over the
past few decades, requiring more time and e [arit to collect, ana-
lyze, review, and report. Simple wet chemistry testing and sin-
gle-point assays have given way to complex high-performance/ul-
tra-performance liquid chromatography analysis, which is
sometimes paired with gradient columns, diode array detectors,
and mass spectroscopy analysis. Large-molecule/biological prod-
ucts require complex plate-based analysis, biochemical testing,
and genomic testing.

The growth of CMOs and contract
laboratories, combined with the diversi-
[caltion of laboratory informatics tools,
has added complexity to recreating re-
cords for a batch of drug product. The
digital laboratory record could include

Outdated Instruments

and Informatics

Cost constraints may lead to chronic underfunding or deferred
funding for needed instrumentation and software updates. Out-
dated instruments are sometimes tied to the outdated test meth-
ods discussed previously. Older instruments can fail due to poor
service, lack of parts, lack of knowledge for proper operation and/
or skills required to [Xthem. Outdated laboratory instruments
with dedicated software typically do not have provisions for 21 CFR

Asia's Leading Marketplace for
Pharmaceutical Machinery and Equipment
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tract and internal laboratories, each
withamixture of instruments, raw data,
audit trails, and analyzed and reported
results. Theexpandedsizeandincreased
complexity of laboratory raw and
processed data records put additional
burdensand pressures on the laboratory
analyst.

Expanding Data Reviews

until recently, most QC SOPs con-
tained few requirements to review
laboratory record audit trails. Time,
skills, and resources required have
increased over the past few years as
cGMP data integrity expectations ex-
panded. “Data review” now includes
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test results, (multiple) audit trails,
metadata, calculations, supporting
static data (speci [cations), trends, un-
reported data, repeat testing, chroma-
tography integration parameters, etc.

The QC laboratory analystacting
in a peer or dedicated role performs
the bulk of these reviews, which add
new tasks to the laboratory work-
[aw. The percentage increase in lab-
oratory analyst work related to ex-
panding data integrity controls,
while hard to quantify, is estimated
at 10%-15%. Despite this, resources
often have not expanded enough to
meet the additional data review re-
guirements; this adds more pressure
on the QC laboratory analyst.
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Part 11 requirements (individual sign on, electronic records, elec-
tronic signature requirements, and support for audit trails).

Laboratory informatics tools (software applications) age
along with the instruments used to acquire data. Outdated tools
such as laboratory information management systems (LIMS),
chromatography data systems (CDS), and stand-alone instru-
ment systems have data integrity gaps that may include no or
limited audit trails, limited user and data controls, security gaps,
absent vendor support, no support for electronic records or elec-
tronic signatures, and performance and data loss gaps. These
problems are further exacerbated by outdated instruments run-
ning old software on older stand-alone PCs that are not connected
to a local network for data storage and whose operating systems
contain added risks, including local uncontrolled data storage,
direct access to modify date and time, unsupported operating
systems, and no security updates.

Analysts pressured to “get the work done” even when instru-
ment failures repeatedly disrupt testing schedules may explore
workarounds or improvise to complete their work assignments.
This may include recording additional information in instrument
paper logbooks to make up for the lack of audit trails.

Rapidly Evolving Informatics

The number and scope of QC laboratory informatics tools available
have expanded signi [cdntly (Figure 5). Twenty years ago, many
laboratories employed basic LIMS and CDS to perform QC testing
as illustrated in the left half of Figure 5. The right side of the [g-l
ure illustrates the growing set of laboratory informatics tools,
each with a broad set of functionalities that can collect, analyze,
review, and report test results: robust LIMS and CDS, electronic
laboratory notebooks, scienti [c #lata management systems, and
advanced analytics (e.g., genomic analysis tools and plate-based
automation for immunology testing). Each system has its own
analytical/electronic/paper record with its own set of audit trails
and data life cycles that must be formally quali [ed (e.g., GAMP
validation), documented, analyzed, reviewed, reported, and
managed. QC laboratory analysts need a broad set of skills to
manage test results in multiple laboratory informatics systems.

Data Quality

Inareview of recent data quality research across di Lerent indus-
tries, Redman wrote: “We estimate the cost of bad data to be 15%
to 25% of revenue for most companies.”[23] Yet while laboratory
test result accuracy (one of the As in ALCOA+) is assumed, RFT
documentation (RFTDoc) error rates for paper-based laboratory
records typically range between 20% and 50%. This may be sur-
prising to those who are unfamiliar with laboratory operations.
The documentation corrections generate rework and stress for
laboratory analysts.

While many QC laboratories and the analysts working in them
produce quality work, the pressures can elevate data integrity
risks and sow potential seeds of failure—or even fraud. Proactive
steps are needed to reduce and mitigate these risks.
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Trust takes years to
build, seconds

to break, and

forever to repair
—Anonymous

KEY ENABLERS

The discussion below lists elements that contribute to a holistic
and sustainable future QC laboratory environment with lower
overall data integrity risks (Figure 6).

Establish Cultural Excellence

Engage QC laboratory analysts and supervisors in designing the
future state to promote environments in which analysts feel com-
fortable sharing errors and quality issues. Encouraging cultural
excellence within the laboratory and across the site, including
strong leaders with a quality vision, quality mindsets, leading
guality metrics, transparent reporting, and Gemba walks that
cover both process and the data life cycle (as described in detail in
ISPE’s Cultural Excellence Report). [24]

Improve Test Methods

Improving or replacing outdated and/or [awed QC test methods
isacritical step in providing reliable and trustworthy QC test re-
sults. Asking for analystinputand participation can identify test
methodswith high failure rates, weak robustness, low productiv-
ity, and safety issues. A quality risk management (QRM) ap-
proach can screen test methods, develop a business case, and
prioritize what to work on [rsk. Test method mapping is used to
identify undocumented “tribal knowledge” and improve exist-
ing SOPs. New test methods with updated analytics, instrumen-
tation, and informatics are sometimes required. A regulatory
assessment is recommended for minor changes such as wording
clari [cdtion todetermine ifaregulatory [lihgisrequired. Where
significant changes are made, a regulatory filing assessment
isrequired.

Update Testing SOPs and Controls

Clear, straightforward de [nitions, requirements, and controls for
QC testing provide a trusted environment for testing, while ro-
bust, objective testing SOPs are essential for mitigating data integ-
rity risks. The Parenteral Drug Association Technical Report No.
80, “Data Integrity Management System for Pharmaceutical Labo-
ratories,” isrecentguidance that detailscommon chromatography



Figure 5: Laboratory informatics system evolution
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E1578-18 Standard Guide for Laboratory Informatics, Figure 2, copyright ASTM International, 100 Barr Harbor Drive, West Conshohocken, PA 19428. A copy of the complete standard may be
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data processing and peak integration gaps that should be de [néd
and controlled in SOPs. The report also discusses microbiology
testing data integrity risks that should be mitigated with strong
SOPs, and includes testing for environmental monitoring, sterility,
and bacterial endotoxins. [15]

Update Test Instruments

Updated laboratory instruments with improved technical controls
for user account security, electronic records, and electronic signa-
ture requirementsare critical for a productive and compliant labo-
ratory. Equally important is full control of instrument parame-
ters—including metadata capture—and control of all records
generated throughout its data life cycle. Replacing outdated
instruments with modern 21 CFR Part 11-compliant instruments
and enabling appropriate GMP con [guration lowers overall data
integrity risks, reduces laboratory errors, increases reliability, and
improves the work environment.

Manage Work Volume

High- or low-volume work combined with day-to-day variability
comprise a big part of the pressures on today’s QC laboratory ana-
lyst. Detailed data analysis and leveling solutions combined with
internal customer lead-time requirements and standard work
roles that are constructed and veri [ed by laboratory analysts can
distribute work evenly among analysts and workdays. With QC

analyst participation, the result is a fair day’s work for all on a con-
sistentand repeatable basis.

Go Beyond Human Error

An understanding of human behavior as described in James Rea-
son’s book Human Error [25] is the [rsk step in moving away from
blaming and retraining analysts for laboratory errors. Root causes
described as “human error” need to be traced more deeply to fully
understand their origins. Examples include failures in systems,
processes, and organizations; [awed defenses (faulty temperature
sensor in stability chamber) and error precursors ( Lrsk time per-
forming test upon return from medical leave). Human error pro-
grams work best when incorporated into the investigation and
CAPA quality systems. Given cognition limitations and published
studies on human error rates, [21] an organizational culture that
values and practices openness is critical to reach root causes and
determine preventive measures. The full use of laboratory infor-
matics to interface instruments and systems will signi [cantly re-
duce human error (and data integrity risks) related to data entry,
transcriptions, and other manual activities.

Expand Data Reviews

The level of detail required for comprehensive reviews of QC labo-
ratory data continues to expand, but tools to assist the laboratory
analyst with data reviews have been slow to enter the market.
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Figure 6:
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Pharmaceutical companies have started to develop their own infor-
matics tools, including simple user interfaces that with a click ofa
button run queriesto look for data integrity issues such as alteration
of raw data, repeat testing of the same sample, incomplete or miss-
ing records, substitution of test results, use of manual integration or
reintegration/reprocessing of chromatography peaks, substitution
of calibration curves, trial injections, non-contemporaneous dating
(backdating, predating), and data deletions. A formal de [nition of
what is in the laboratory record (including metadata and audit
trails), combined with clear de [nitions of which elements are in-
cluded in the review process, is a best practice. Review-by-exception
approaches continue to be employed on a limited basis for low-risk
testresults.

Update Laboratory Informatics

Laboratory informatics have become an important elementin plan-
ning, preparing, capturing, analyzing, trending, reporting, and
storing laboratory test results. The ASTM E1578 Standard Guide for
Laboratory Informatics was updated in 2018 to include the subjects
of data integrity, arti [ci&l intelligence, blockchain, and cloud-based
platform-as-a-service and software-as-a-service tools.

Integrating informatics tools within the laboratory, with
other business systems, and in some cases with external part-
ners, has expanded the landscape and complexity of imple-
menting and sustaining these critical tools. The large yellow
circle on the left side of Figure 7 shows examples of informatics
tools thatcan be found in today’s laboratories. The blue circle on
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the right side shows examples of internal business tools that
may exchange data with the laboratory informatics tools. The
figure as a whole illustrates both the complexity and overlap
between laboratory informatics tools, business systems, and
external organizations.

Hospital and clinical settings that use laboratory informa-
tion systems (LIS) are increasingly active in the development,
production, and testing of chimeric antigen receptor (CAR) T-cell
and gene-based therapies. The intricate, decentralized supply
chains needed for these therapies centered on the patient
(patient-manufacturer-patient) further increase the complexity
of managing and reviewing their digital records. Fortunately,
innovation in this space is moving forward rapidly with new pro-
cesses and evolving laboratory informatics to support clinical
investigations. These tools stitch together and help manage the
many dispersed elements that encompass the data life cycle for
CAR-T or gene-based therapies. [26]

Turning on technical controls for existing laboratory infor-
matics solutions (i.e., LIMS/ LIS/CDS) will go a long way in re-
ducing data integrity risks. Laboratory informatics tools pro-
vide complete record capture with minimal human data entry,
thus lowering the risk of data integrity failures. As they are
adopted, laboratory analyst skills required to use these tools
for advanced analytic analysis of laboratory data continue to
grow. Laboratory informatics vendors are also slowly develop-
ing additional technical tools to help laboratories address ex-
panding data integrity needs.



FUTURE APPLICATIONS

Artificial Intelligence

While arti [cial Intelligence (Al) isin its infancy within laboratory
environments, the idea of using Al to detect and lower data integ-
rity risk is promising. Al learning includes looking at data sets,
links between data, search algorithms, and variables to [ndl new
insights. Al has the potential to digest laboratory data quickly and

rity risk. Current practice for connecting instruments to a labora-
tory informatics solution is either by direct connection or through
middleware. These interfacing methods remain costly and
time-consuming. loT o Lerk a path to greater instrument connec-
tivity with less human interaction and lower data integrity risk.
Implementing loT in the laboratory comes with its own considera-
tions, including communication methods, security, validation,
and quality of data.

make decisions as laboratory transac-
tions are processed. To enable Al ben-
efits for data integrity, Al should be
integrated with laboratory informat-
ics applications (i.e., LIMS, CDS, and
Internet of Things [I0T] devices).

Laboratory informatics applica-
tions are beginning to embrace Al by
de [ning, learning, and utilizing data
ontologies (concepts, categories, and
the relations between them) to sup-
port laboratory functions. Analyses
of complex data sets such as genom-
icsutilize Al for searches and pattern
recognition. Smart tools with limit-
ed Al capabilities can assistwith sup-
portive laboratory functions and
testing.

Looking to the future, laboratory
informatics vendors have an opportu-
nity to incorporate elements of Al
toaccelerate and improve the expand-
ing data review requirements that
support data integrity. Potential
examples include: verifying data
accuracy, verifying that data capture/
entry is contemporaneous, recogniz-
ing outliers in a consistent flow of
data from sample receipt to sample
destruction, reviewing audit trails for
data integrity risks, and examining
data patterns for copied data, missing
data, duplicate testing, manual inte-
gration of chromatography data, and
test injections for chromatography
testing. Future application of Al tools
in laboratory environments may help
laboratory analysts conduct routine
testing, relieve data review work-
loads, and restore trust in laboratory
test results.

Internet of Things
Manual recording or transcription of
laboratory data remains a data integ-
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Figure 7: Laboratory informatics systems integration model
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Source: Reprinted with permission, from ASTM E1578-18 Standard Guide for Laboratory Informatics,
19428. A copy of the complete standard may be obtained from ASTM International, www.astm.org.

Blockchain

Blockchain is an evolving form of data encryption that provides
secure identity management and authentication of records.
Blockchain is in the early phase of adoption in laboratory and
medical data systems, with a focus on completed final reports
(i.e., certificates of analysis), instead of individual laboratory
transactions. Blockchain technology operates in a decentralized
way over multiple computer servers using cryptography, distributed
ledgers, smart contracts, hashed IDs, and tokenization to provide
a dynamic repository of traceable and secure transactional re-
cords. Organizations are beginning to use blockchain to track
and trace entire supply chains from raw materials to [nal prod-
ucts delivered to patients. Laboratory communities are starting
to experiment with blockchain to improve data portability, in-
tegrity, auditability, and security.
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Figure 1, copyright ASTM International, 100 Barr Harbor Drive, West Conshohocken, PA

Transaction data stored in a blockchain is almost impossible to
changeorhack. Dataintegrity iscritical for clinical trials (and all GMP
laboratories), and blockchain technology provides trusted records
with strong data integrity. [27] Blockchain also has the potential to
change how data audits (internal and external) will be performed in
the future. Another clinical application may allow data records to be
shared between collaborating partners across networks. The applica-
tion of blockchain technology may also help restore confidence in
both the work performed and the laboratory analyst.

Cybersecurity

Cybersecurity risks overlap with data integrity risks, since con-
nected laboratory instruments with global informatics tools and
data-rich environments are potential targets for cyberattacks in
the laboratory aswell as the greater organizational landscape. Our



Analysts pressured to “get
the work done” even when
instrument failures repeatedly
disrupt testing schedules
may explore workarounds or
improvise to complete their
work assignments

interviews with data integrity leaders con [rrhed that formal con-
trols must be in place and actively monitored to mitigate cyberse-
curity risks.

Dozens of [rths worldwide were hitin the June 2017 “NotPetya”
malware attack, which began as an attack on Ukraine (attributed
to Russian actors) and then spread rapidly through multinational
corporations (including health care companies) with operations or
suppliers in Eastern Europe. Major manufacturing and laboratory
operations were disrupted as entire systems, databases, and data
[1ek became inaccessible, creating signi [cant disruptions and [
nancial losses. [28]

NEXT STEPS
Sustaining data integrity for the long term requires diligence and
creativity to keep the principles of ALCOA+ fresh in the fabric of
the daily work and to help establish “away of working” culture that
values trust, integrity, and an openness to sharing failures.
The steps required to implement a holistic and sustainable
future state laboratory environment that values trust and integrity
vary with the organization and laboratory’s maturity level. While a
detailed description of the future state implementation methodolo-
gy is beyond the scope of this article, the high-level steps include:
= Laboratory analyst participation
= Holistic assessment of the current laboratory state
= Mindset and behavior assessment to understand the current
organizational culture
= Detailed data life-cycle review
= Technical assessment of critical laboratory processes with
high dataintegrity risks (chromatography, micro, others) and
implementation of corrective measures

= Business, QRM, andregulatory assessmentand remediation of
laboratory test methods and SOPs

= Business, QRM, andregulatory assessmentand remediation of
laboratory instruments

= Detailed dataassessmentoflaboratory work volume followed by
adetailed leveling design supported with visual management
tools and metrics

= |terative implementation of levelingand [aw solutions combined
with standard work role cards

= Laboratory informatics and data governance assessment,
followed by future-state design using paperless laboratory
and instrumentintegration, plus GAMP methodology for data
governance and validation

= Adoptionofadvanced IT technologies (where appropriate) includ-
ing blockchainand Al to help restore trustin laboratory data.

= Human-error training supporting laboratory investigations,
CAPAs, and laboratory work [aw design

= Developmentand implementation of cultural excellence—in-
cluding process and data life cycle Gemba walks—and smart
metrics to stimulate human behavioral changes and sustain
data integrity.

CONCLUSIONS

Corporate data integrity programs remain in the trenches after
more than three years of assessment and remediation efforts.
These programs have produced many assessments and remedia-
tion deliverables, but they have not necessarily yet achieved the
cultural excellence needed to sustain data integrity. Although
many companies have included a focus on people in their data
integrity programs, major activities in this area have been conduct-
ing awareness and SOP training. Only a few have reported includ-
ing a focus on developing, monitoring, and improving organiza-
tional culture as a key element in their transition to holistic,
ongoing data governance.

Some companies are struggling to sustain data integrity and
are looking at alternate approaches. Continued focus on strength-
eningculture, improving the integration of data governance with-
inthe PQS, and embracing the Pharma4.0 enablers of data integrity
by design and digital maturity will be essential to creating the QC
laboratory of the future. Behavioral change-management cam-
paigns that strengthen culture via tools such as Gemba walks and
data integrity process-risk analyses were rarely mentioned by the
companies we interviewed.

The challenges and pressures faced by QC laboratory analysts
to meet data management expectations contribute di [culkies in
managing data integrity risks as well as operational e [ciehcy and
e [edtiveness. We noted several key themes, including outdated
tests methods and instruments; increasing work complexity and
volume, especially for datareviews; performance metricsand time
pressures; human error; data quality; large and complex data sets;
and outdated informatics tools.

Over the past 15 years, laboratory informatics vendors have
gradually improved their products to comply with 21 CFR Part 11
requirements. Current product offerings, however, fall short in
some areas of what QC laboratories need to support the new opera-
tional focus on data integrity. Several companies have taken on
internal IT projects to develop data review tools that support the
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QC laboratory. The adoption of smart analytics and Al tools in the
QC work [ow o [erk the potential to transform the data life cycle
from capture to review, speeding overall data analysis and detec-
tion of data integrity issues. Updated laboratory informatics, Al,
and blockchain tools also carry the potential to reinject trust into
laboratory test results and the work of the laboratory analyst. Re-
newed e [orlts between laboratory informatics vendors, regulators,
and the pharmaceutical industry are needed to address these crit-
ical business needs.

In this article we focused on the role of the QC laboratory ana-
lyst in recognition of the critical role the analyst has in assuring
product quality and patient safety. The connection between a cor-
porate culture of data integrity and the resulting bene [islto prod-
uct quality and patient safety cannot be overlooked. Additional
work is needed to create laboratory environments that restore
trustinanalystsand their test results as well as customers’ faith in
safe and readily available products. This requires engaged and
supportive leadership that will collaborate with QC laboratory
analysts to implement the best practices and minimize the pres-
sures discussed.

The QC laboratory analyst needs our help to create a new labo-
ratory environment that delivers consistent high-quality test
results that are trusted and valued by our customers. (7
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DATAINTEGRITY

Beyond the Lab

Nuala Calnan, PhD, and James Davidson, PhD

The 2018 ISPE Quality Manufacturing
Conference, held 4—6 June 2018 in Arlington,
Virginia, included a well-attended session
entitled “Data Integrity—Beyond the Lab,”

which rea [rmkd continued focus from both
industry and regulators on this critical element of
assuring product quality and patient safety.

he program, chaired by James Davidson, PhD, Vice President,
Science and Technology, Lachman Consultant Services, Inc.,
included a variety of perspectives shared by Paula Katz, FDA
regulatory attorney and former director of the agency’s Of-
fice of Manufacturing Quality; Aidan Harrington, PhD, Senior
Consultant, DPS Group; and Nuala Calnan, PhD, Senior Associate,
Lachman Consultant Services, Inc. The session concluded with a
lively audience participation session, in which contributions from
both the podium and the [adr con [rrhed that concerns related to
data integrity challenges and risks extend beyond the lab, onto the
manufacturing shop [adr, and into the supply chain.

TIP OF THE ICEBERG

Katz reminded participants that ensuring data integrity is an im-
portant component of industry’s responsibility to ensure the safe-
ty, e [cady, and quality of drugs, and of the FDA's ability to protect
public health. Data integrity underpins cGMP, the minimum
standard required to assure product quality, and lapses can ob-
scure other problems. [1] Data integrity issues unearthed during
an inspection raise ared [ag about the integrity of other quality
practices, the level of control and oversight by management, and

the levels of quali [cation, training, and access of frontline sta 1

who may consciously or unconsciously impact data quality and
integrity.

Data integrity continues to be a factor in a signi [cant portion
of OMQ Warning Letters (WLs), she said. Sharing FDA data for FY
2017 and Q1 2018, Katz showed that data integrity shortcomings
appear in just under 50% of all WLs issued. Furthermore, data for
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FY 2015-FY 2017 show that the detection of data integrity issues
during regulatory inspections continues to rise, con [rrhing that
they remain a global challenge for the industry. This is despite the
fact that five years have elapsed since the UK’s Medicines and
Healthcare Products Regulatory Agency (MHRA) announced its
expectation regarding self-inspection and data integrity in a De-
cember 2013 news item [4].

DEEP AND WIDE PERSPECTIVE

An examination undertaken by the authors of recently published

data integrity de [ciéncies from both FDA WLs and EU Statements

of Non-Compliance shows that a much broader range of ALCOA+

issues extend well beyond the lab, including:

= Dataquality, security, or integrity issues with batch production
and control records

= Record review practices in general

= Falsi [ed management oversight on follow-up and closeout of
commitments given in earlier inspections

= Incomplete or falsified recording, review, and closeout of
deviationsand investigationsinaspects of the pharmaceutical
quality system

= Control and use of automatic, electronic, and computerized
systems across the plant

= Falsi [ed cold-chain records*

= Falsi [ed contamination control data associated with the pro-
duction areas

= Falsi [ed cleaning records for production equipment

This litany of failures highlights the need for a broader industry
perspective when examining potential weaknesses in production
systems and business processes, including an honest review of
how they operate within their organizations.

* See “QP Not Present in Company: Prohibition of Supply,” EU NCR Report 2017090955 by
the Danish Medicines Agency for EuroPharma. This indicates that not only are inspectors
seeking data integrity infringements “beyond the lab” but they are also looking at it beyond
the shop floor and into the supply chain. https://www.gmp-compliance.org/gmp-news/qp-
not-present-in-company-prohibition-of-supply



THE ROLE OF CORPORATE CULTURE

It could be said that industry’s response to date has largely focused
on weaknesses in the technology platforms and systems in use—
most specifically in the quality control laboratory—by driving
data integrity programs that focus on gap assessments of physical
equipment and computerized systems to identify mitigation re-
quirements. What has perhaps been overlooked in the pressure to
complete the assessment work is the signi [cant role that the prev-
alent culture within an organization can play in identifying and
preventing data integrity risks.

Organizational culture directly in [uénces day-to-day behav-
iorsand actions, giving rise to data quality and integrity outcomes
that matter to the patient and ultimately to the business. Further-
more, responsibility for the health of an organization’s culture lies
[rohly with its leadership. When leaders have a clear understand-
ing of the desired culture and behaviors, they can consciously and
more e [ectively in [uénce employees by their own behavior. Lead-
ers can achieve this by how they allow, reward, and model the de-
sired behaviors for their associates. [5]

One of the [rsk steps for success is to ensure that both corpo-
rate and site leadership are aware of and [uént in the increasing
regulatory expectation for good data governance. They are then
more likely to in [uénce their organization toward the necessary
actions. A clearly communicated good data governance program
enables the entire organization to understand the desired state of
protecting patient safety, ensuring product quality, and under-
standing the role of data integrity. Leaders should share this mes-
sage broadly and frequently within the organization, both formal-
ly and informally. It is essential that they return frequently to the
message to sustain behaviors and rea [Crmithe importance of data
quality to overall product quality.

Leaders are also responsible for promoting an environment
that is open and free from blame or fear, where ideas to improve
quality and data integrity compliance are welcome, and where
employees are not afraid to voice data integrity concerns. Many
integrity breaches are not intentional, and if employees discover
vulnerabilities, they should not be afraid to raise and address
them. This “speak-up” culture isakey success factor that mobilizes
the entire workforce to seek out and identify potential data integ-
rity issues. This spreads the burden and increases opportunities
for success, rather than leaving the task to the data integrity sub-
ject matter expert team.

DATA GEMBA
During the June conference, Dr. Nuala Calnan presented a very
practical and e Lecltive way to drive the message right down to the
shop [adr, the lab bench, and the warehouse: Consider introduc-
ing the practice of routine data Gemba walks as a means to discuss
and highlight data integrity risks. Gemba is a well-known opera-
tional excellence practice (which may be either formal or infor-
mal) of regular management visits to the shop [adr to observe, as-
sess, listen,and coachemployeesonissuesof quality improvement.
Gemba walks confirm that desired quality behaviors are prac-

ticed on a day-to-day basis,
and that opportunities for
continuous improvement
are routinely identi [ed and
implemented, as appropri-
ate. They o [erla safe way to
raise “speak-up” concerns or
issues, and maintain focus
on the importance of data
integrity to overall quality
outcomes for the area. Data
Gemba can be planned ei-
ther for a physical area or by
walking the data life cycle of
a critical record through the
facility and engaging front-
line staff to share their in-
sights. They offer a much
broader, alternative per-
spective than that found by
executing asset register as-
sessments on a system-
by-system basis.

The new GAMP® RDI
Good Practice Guide: Data In-
tegrity—Key Concepts [6] in-
cludes a data Gemba check-
listtemplate thato Cerkboth
leader self-learning and
coaching questionsthatcan
be used during a data-integ-
rity-focused Gemba walk.

Nuala Calnan

James Davidson

UNDERSTANDING THE DAM DATA!

A fundamental consideration in the proactive communication of
data integrity risks is to ensure that everyone in the organization
understands what is meant by the term “data” with respect to good
data governance and data integrity. Acommon problemis that the
raw data (or result [Ie) is backed up and available, but metadata
and associated audit trail [Iek are not secured as part of routine
backups. When we talk about “data,” therefore, it is helpful to
think about it as the “DAM” data (raw Data, Audit trail, and Meta-
data). This can serve as areminder that ALCOA+ principles should
ensure that all aspects of the raw data, audit trail, and metadata
are complete, consistent, enduring, and available.

This can be a challenge for many older plant [adr computer-
ized systems, where backup and archive procedures may capture
raw data, but the metadata and associated audit trail for that re-
cord are often stored in di Lerknt areas of the system architecture
or [elstructure. It'simportant to remember that the goal of retain-
ing and securing data is to be able to recreate the associated re-
cords; this cannot be achieved if the metadata and the audit trail
are notalso retained and linked to the raw data.
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Some older SCADA * building management, and stand-alone
systems such as PLC-controlled autoclaves, fridges, and freezers
also present challenges in terms of capability to meet audit trail
review requirements.

AUDIT TRAIL REVIEW EXPECTATIONS

At the June conference, Dr. Aidan Harrington, Senior Consultant,
DPS Group, explained that audit trails need to be “available, con-
vertible intoagenerally intelligible form, and regularly reviewed.”
[2] Because audittrailstellus WHO did WHAT, WHEN, they should
be capable of doing so automatically and contemporaneously. Har-
rington also noted that audit trails should ideally also tell us WHY
the user undertook the action. In principle, he said, audit trails
have two purposes:

1. They provide a history for the data, which helps decide if the
data can be trusted.
2. They should deter wrongdoing.

Harrington added a cautionary note, however: Without ade-
quate review, audit trails provide no meaningful deterrent. For
many of the older systems mentioned above, ensuring that the au-
dittrail isboth accessible and available for routine review presents
real challenges for industry.

In looking across the range of regulatory guidance on audit
trails, from CFR 21 Part 11 [9] right through to the latest MHRA GxP
guidance, [7] Harrington pointed to the confusing variety of terms
used to describe how frequently audit trails should be reviewed:
“regularly,” “adequately,” “periodically,” and “routinely.” Navigat-
ing a path through these options requires a robust risk assessment
to determine the review period relevant to the intended use of the
system in question.

Evaluating the di Lerknt purposes of such reviews should also
be part of the risk assessment. A likely scenario could include rou-
tine review of the data audit trail associated with a critical record
(e.g., reviewing audit trails for nonconformance events associated
with each batch record created). Beyond that, there may also need
to be periodic checks of the audit trail or technical system logs,
which are random or targeted to con [rrh correct, ongoing system
operation by all user groups who have access to a given system,
e.g., user, reviewer, system administrator.

Recent guidance documents [7-8] acknowledge that reviewing
audit trails on many legacy systems will present a burden that is
not sustainable in the longer term. They recommend that a more
appropriate way to manage this burden may be to establish vali-
dated exception reports that identify and document “predeter-
mined ‘abnormal’ data or actions, that require further attention or
investigation by the data reviewer.” [7] The PIC/S guidance goes
further to recommend that “companies should endeavor to pur-
chase and upgrade software that includes electronic audit trail
functionality.” [8] Until such time as the systems in use have been

“ Supervisory control and data acquisition systems
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upgraded or replaced, it is important not to neglect the expecta-
tions for audit trail review and to implement practical “alternative
arrangements to verify the veracity of data, e.g., administrative
procedures, secondary checks and controls.” [7]

THIRD-PARTY AND OUTSOURCED SERVICES

Finally, it is crucial that the control measures implemented for
critical data are not myopically applied only to systems and per-
sonnel within the boundaries of the organization. Given the frag-
mented and complex nature of current pharmaceutical supply
chains, it is essential that traditional supplier quality agreements
be updated to re [edt clear roles and responsibilities related to each
data life-cycle activity. Furthermore, supplier and third-party
auditing programs should routinely include evidence of good data
governance in the day-to-day practices.

Itis clear that the extent and impact of data integrity expecta-
tionshaswelland truly extended beyond the lab. Make sure, there-
fore, thatyour e Larlts across your product life cycles are prioritized
according to your actual risks. 7
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DATA INTEGRITY:

A Vertical Journey

Alessandro Linciano and Antonio Buendia

Data is an important factor that is reshaping
the pharmaceutical industry and triggering
significant innovation. Vertical integration of
equipment can represent an optimal solution to
manage the increasing flow of data e Lcidntly,
innovate the manufacturing environment, and
fulfill data integrity (DI) requirements. Regulators
and health agencies are strongly enforcing
Dl-related requirements [1-2] and therefore
have increased focus on how companies are
managing data over its entire life cycle.

uidelines and regulations [3-5] can help companies avoid
unacceptable DI risk to product quality, patient safety, and
public health. Original equipment manufacturers (OEMSs)
and equipment suppliers are updating their portfolios to
deliver to market-compliant solutions. However, the lack of stand-
ards and increasing customer pressure on OEMs could lead to
heavily customized and ine [cieht stand-alone solutions.
We suggest that vertical integration [6] of equipment represents
a pragmatic and realistic concept that can dramatically simplify
equipment speci [cation and improve e Lciehcy, reduce risk, facili-
tate training, and optimize support for equipment and personnel in
the working environment. Vertical integration allows the segrega-
tion and specialization of functions as data reports, data storage,
and data generation. This allows machines and personnel to focus
on producing high-quality medicine in an e [cieht manner.
We also present a [Ifér integrity tester case study to highlight the
di Cerknces between stand-alone solutions and vertical integration.
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DATA INTEGRITY
REQUIREMENTS AND THE
CURRENT TECHNOLOGY
LANDSCAPE
Big data, digitalization, arti [Cihl
intelligence, cloud computing, In-
dustry 4.0: These are just few of
the buzzwords of this new indus-
trial revolution. Data are embed-
ded in our everyday life, repre-
senting afundamental partof our
work. Every day we perform tasks
with data: We create, update,
share, connect, upload, analyze,
manipulate, secure, and store
data. The way we manage data
can makeasigni [cantdi Cerence.
Every day we make decisions
and base the quality of products
on data, understanding always
that mishandling might compro-
mise patients’ access to safe medi-
cation. But how can we guarantee
that a safe environment and a
strong culture will properly man-
age data, ensure high quality
standards, and improve e Lciehcy,
especially when the businesses
constantly pressures the manufacturing environment to optimize
cost? DI requirements represent an environment in which solutions
and ideas can evolve and be developed to manage, control, and com-
pliantly use thisincreasing [ow of data.

Antonio Buendia




Figure 1: Holistic data integrity approach
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The Novartis Data Integrity Program supports associatesin all
aspects of the business with solid DI governance by proactively
detecting and mitigating risk, facilitating communication, pro-
moting education with di Lerknt tools and learning levels, and im-
proving technologies and systems. DI cannot be managed in silos:
Our approach can ensure success not only in developing and im-
plementing DI-compliant solutions, but also in controlling and
sustaining them (Figure 1).

The well-known ALCOA+ acronym defines a framework of
standards designed to ensure data integrity. ALCOA refers to data
that is attributable, legible, contemporaneous, original, and accu-
rate; the “plus” adds complete, consistent, enduring, and available.
These attributes can be translated into process and technical re-
guirements and later into technical features.

In addition, guidelines such as the ISPE GAMP® Guide for Re-
cords & Data Integrity [7] have been published to help companies
address the DI expectations of regulators and health agencies.
OEMs and equipment suppliers are currently updating their port-
folios to deliver compliant equipment to the market. Discussions

are still ongoing, however, and the lack of standards across the
market might lead to customized stand-alone solutions driven
mainly by companies’ subjective interpretation of DI requisites.

Historically, the stand-alone concept has been the most com-
mon equipment-design approach used in the pharmaceutical
manufacturing environment, allocating the tasks to generate,
store, and report data internally. All processes, as well as business,
technical, and regulatory requirements should be ful [1léd by the
equipment or system. When this is not feasible, procedural con-
trols should compensate.

Considering each piece of equipmentas an autonomous and an
independent “island” can lead to complexity and ine [ciehcy on a
crowded manufacturing shop [adr. At the same time, new tech-
nologies offer solutions and opportunities that were previously
restricted to speci [CAreas or businesses. Recent progress on net-
works, historians, data lakes, interfaces, and connectivity proto-
cols has been impressive. [8] Some of these technologies enable
vertical integration of equipment systems and processes.

Vertical integration solutions are already on the market and
achievable through standard components. Once a company has
de [néd a strategy for selecting and adopting upper-level systems,
equipment only needs the required interfaces to communicate
with them. These systems allow the separation and specialization
of such functions as data reports, data storage, and data genera-
tion. DI requirements can also be tailored to the systems. Con-
versely, stand-alone equipment could be designed to have all these
systems built-in and fully integrated, with the goal that require-
ments should be ful [11éd by the equipment (Figure 2).

A [férintegrity tester case study will compare the stand-alone
concept to vertical integration.

CASE STUDY

Stand-Alone Systems

Regulatorsand health agencies have recently increased their focus
on [Itér integrity testers, particularly for DI requirements. Access
controls and audit trail functionalities are often the major gaps
identi [ed during inspections.

Filter integrity tests represent a critical unit operation com-
monly employed in the pharmaceutical industry. They are subject
to detailed requirements such as the FDA “Sterile Drug Products
Produced by Aseptic Processing — Current Good Manufacturing
Practice” guidance. [9] A satisfactory result provides assurance
thatthe [nal productissterile and therefore acceptable for human
use.

As part of the normal use of testing equipment, an operator
performs a test on a [liér (data generation), data are stored inter-
nally (record), and the operator usually collects a summary of test
results (report). Depending on the features of the model, these ac-
tivities can be fully or partially automated. However, ensuring in-
tegrity of the data that are generated, stored, and extrapolated is
fundamental.

In a high-level automated filter integrity tester, ALCOA+
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Figure 3: Stand-alone system
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Figure 4: Vertical integration
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standards might translate into advanced access control character-
istics such asunique user IDs and passwords, and access privileges
designed to separate duties. Adequate recipe (transactional data)
management, date-time settings, and a local storage system capa-
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ble of containing all data generated should also be embedded.
Equipment software should guarantee an integrated audit trail
and customizable reporting functionalities. An SOP should also be
associated with the equipment (Figure 3).

Inasingle manufacturing plant, several [Iiér integrity testers
are often operative. Allocating all of these requirements in each
stand-alone unit might lead to a fragmented, ine [cieht, and ex-
pensive process thatiscomplicated to qualify and maintain within
the working environment. Risk of data manipulation, probability
of mistakes, training requirements, and need for supervision must
be considered and properly managed for each piece of equipment.

This stand-alone concept can be applied to all equipment on
the shop floor, with variances influenced by specific process re-
guirements and technological limits. The complexity can increase
with equipment, software, and functionalities from different
manufacturers. Large manufacturing networks across multiple
countries and technological platforms can add additional levels of
complexity.

Equipment standardization can reduce the variety of models,
vendors, and systems, but variation cannot be eliminated. Vertical
integration allows equipment and software from di Lerent manu-
facturers to operate together e Lciehtly while achieving compli-
ance with health authority regulations. Each vertically integrated
unit is connected to a centralized “backbone” system where good
practice (GxP) data and associated management controls are in-
corporated.

Though it may be considered similar to a distributed control
system, vertical integration does not rely on central operator con-
trol but on interfaces that allow the automatic exchange of data.
The bene [T df vertical integration can be explained using the ex-
ample of our [Ifér integrity tester.

As part of a standardization program, Novartis, in association
with Pall Life Sciences, developed a [Itér integrity tester unit that
leverages industry standards (domain controller, OPC connectivi-
ty, [10] historian, storage, etc.) to integrate the working environ-
ment vertically. Upper-level systems were selected and standard-
ized. The unitis accessed via unique user login credentials, with
passwords that are automatically maintained and authenticated
(Figure 4).

Recipes are managed by the central management system and
recalled from each unit during operation. Date and time are cen-
trally synchronized. Datais stored in acentralized system (histori-
an). The operator can use the equipment to perform the test (data
generation), transmit the data to the historian (record), then use a
third application to generate an electronic summary and present it
on the screen (report).

Vertical integration reduces DI risks at the equipment level,
and permits compliance e [arts to be focused on a few standard-
ized upper-level systems. In a certain way, adopting the vertical
integration concept makes the equipment “lighter,” leaving it as
only a data generator. Maximum bene [fdan be achieved once the
concept is applied to all equipment operative in the manufactur-
ing plant.



Figure 5: RUTH “backbone” allows e [cient vertical integration
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Vertical Integration

The vertical integration concept defines a new and important
equipment characteristic: The interface is enabled to extract data
in a way that allows it to be handled by the upper-level systems.
The number of interfaces required is directly linked to the ques-
tion “Do we need to extract all the data from the equipment or just
di Cerknt data sets with di Lerkent characteristics?” The RUTH (reci-
pe, user, time, history) concept o [erk an answer to this question
and de [nés the data that needs to be extracted (Figure 5).

Recipe
The “recipe” is transactional data related to manufacturing order,
initial equipment setup, or orchestration (interaction with other

pieces of equipment). Recipe data con [guirations are controlled,
approved, and stored in a standard recipe management (SRM) sys-
tem that controls the creation, change, and approval of master
recipe data by authorized operators, based on their roles. The SRM
maintains the different versions and storage of master recipes.
Prior to starting a process, the operator initiates the SRM to set the
batch information and selects the recipe to use in the equipment.
Only one recipe is available in the equipment at any time. The his-
torian is the connecting link between the SRM and equipment for
data transfer. It maintains the recipe data transaction associated
with the batch produced.

User Authentication

It's important to know who was running the equipment and who
performed which operation. The domain controller maintainsand
automatically authenticates a central list of unique user accounts
and passwords, with privileges de [néd by login to limit activities.
Additionally, itallows for asingle control of all users and password
policies across all the machines, so any kind of “reporting”—view-
ing who logged in, when, and why—can be done easily. Operation-
al executions, entries, and actions are linked to user ID logins and
recorded in the historian.

Time

Time refers to when relevant events occur. It is synchronized to
central time at the domain controller. Date and time for the equip-
ment reference to the domain controller system time to assure ac-
curacy across equipment.

History

The historian is the heart of vertical integration design and the
only source of data storage. Equipment process events and data
changes can be reconstructed through its records. Con [gira-
tions and records are audit-trailed and protected from any
change. Data is distributed to report generation systems and
can be extracted by other reporting and data visualization sys-
tems to support various plant operations for GxP and non-GxP
usage.

CONCLUSION
The vertical integration concept can dramatically reduce the e [Cark
to meet regulatory requirements and expectations in an e [cieht
and advanced way. A single and harmonized RUTH “backbone”
speci [cdtion can allow an easy and e [cieht vertical integration of
every piece of equipment. ALCOA+ data requirements can be ful-
[11éd almost entirely by the backbone, reducing overall e Larlt and
cost to develop, implement, qualify, and maintain the equipment
in the working environment. Because energy is not being used to
manage silos of data, vertical integration frees both machines and
personnel to focus on what they need to do: produce high-quality
medicinesinane [cieht manner.

The content of this article was presented at the ISPE DACH
Workshop, Basel, Novartis Campus, 14-15 November 2018. 1
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Spotlight on Africa

SOUTH AFRICAN
PHARMACEUTICAL

INDUSTRY

Workforce Appraisal

and Proposed

Development Strategy

Dr. Mothobi Godfrey Keele and Douglas W. Oliver DSc, PhD

The past two decades have
changed the pharmaceutical sector
and health care delivery in both
developed and emerging economies.
The increasing use of generic medicines
globally, [1] the consolidation of manufacturing
into centers of excellence—mainly in Asia—and
evolution of supply chains have been driven

by rising demand for health care, decreasing
budgets, and pressures to drive medicine prices
down. [l-2] The emphasis on improved health
outcomes—especially for women, children,

and those with HIV/AIDS—further increased
demand for medicines, particularly in emerging
economies on the African continent.

he global pharmaceutical market, valued at $1.1 trillion in

2017, [3] isexpected to grow to $1.4 trillion by 2020, represent-

ing a4.2% compound annual growth rate (CAGR). Sub-Saha-

ran Africa is expected to lead the trajectory at a rate of 7.5%
CAGR.[3] The South African pharmaceutical market was valued at
$3.2 billion in 2017, making it the biggest in Africa (ahead of Nige-
ria, Egypt, and Kenya). [4]
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The Department of Trade and Industry (DTI) reports, however,
that the country’s import penetration rate for pharmaceuticals (the
ratio of pharmaceutical imports to exports) is a staggering 65% [5]
and growing disproportionately. According to Quantec, a leading
consultancy on economic and [nancial data, the pharmaceutical
trade de [Lcit totaled $15.35 billion between 1993 and 2017. [6] This led
tothe pharmaceutical industry being the [fth leading driver of the
national trade de [Cit.[5]

South Africa’s pharmaceutical trade de [cit can be attributed
to a considerable shrinkage of the country’s pharmaceutical man-
ufacturing capacity: 37 plants closed in the late 1990s and early
2000s. [5] The country’s weak pharmaceutical industry is due to
factors such as a lack of access (perceived or real) to capital, tari (1
structures that favor low-cost imports, and an insufficiently
skilled labor force. The latter was well documented in a 2011 study
commissioned by the DTI to investigate the human capital outlook
within the domestic pharmaceutical industry. The study high-
lighted considerable constraints as well as the lack of a coherent,
evidence-based, demand-driven skills development strategy for
the sector.[7]

POLICY DEVELOPMENTS

Following the advent of democracy in South Africa in 1994, the
1996 Constitution declared that access to adequate health care (in-
cluding medicines) is a human right and describes the state’s re-
sponsibility to ensure that sound regulations and laws promote
a [Lardability and improve access to health care (including medi-



cines). The key policy objective of the 1997 “White Paper for the
Transformation of the Health System in South Africa” was to pro-
mote equity and accessibility to health services. Pharmaceutical
care was dealt with extensively in a document called the National
Drug Policy (NDP), part of the White Paper addenda that guided
the recalibration of the policy frameworks from the previous seg-
regated health care system.[8]

As depicted in Table A, wide-ranging legislative reforms were
enacted on both the demand and the supply sides of the pharma-
ceutical industry to promote access to medicines. Inadvertently,
some of the legislative reforms had a profound impact on the phar-
maceutical human capital in the country.

Section 22F of the Medicines Act, for example, allows generic
substitution; the Patents Act amendment allows generics to be
registered while the original patentisstill valid. These pro-generic
legislative reforms led to an in [ of generic drug applications at
the Medicines Control Council (MCC), then the South African reg-
ulatory authority. The increase in drug applications created con-
siderable challenges for the council’s ability to process applica-
tions, resulting in drug registration backlogs. These delays deny
patients timely access to a [ardable, high-quality, safe, and e [ca-l
cious medicines. [9-10]

RECONFIGURATION OF THE PHARMACEUTICAL LANDSCAPE
Key developments in the South African health care system are
likely to have a considerable impact on the pharmaceutical
workforce. These include the National Health Insurance (NHI),
the South African model of universal health coverage, which
hasbeeninapilot phase since 2012. [11] The NHI is intended

to remove barriers to health care access, including medicines.
Thisis expected to signi [cantly increase the consumption of
medicines, and will likely exert pressure on the supply side of the
fragile market, which relies on pharmaceutical imports.

The South African Health Products Regulatory Authority
(SAHPRA) has been established to recalibrate the local pharma-
ceutical industry. Introduced in 2018, SAHPRA replaced the
50-year-old MCC, which had not kept up with legislative changes.
Registration delays spanning an average of three years or longer
had become an industry norm owing to the in [uX of registration
applications.[9] SAHPRA is expected to improve e [ciehcies and
reduce timelines for medicine registrations. This goal is unlikely
to be realized, however, unless agile skills development and reten-
tion strategies are adopted by the agency and in industry.

SKILLS DEVELOPMENT STRATEGY PROPOSAL

In its Industrial Policy Action Plan (IPAP), the South African gov-
ernment has designated the pharmaceutical industry as a priority
sector and has installed several mechanisms and measures that
seek to increase local production of pharmaceuticals.[5] To ade-
quately address this challenge the DTI, in partnership with the
United Nations Industrial Development Organization, convened a
multi-stakeholder consultative forum in 2015 to establish a cut-
ting-edge skills development strategy for the sector. Contributions

were solicited from a broad
range of actors—policy-
makers, academicians,
pharmaceutical manufac-
turers, theregulatory body,
and various national gov-
ernmentdepartments.

Inaligning with Agen-
da 2030 (the United Na-
tions’ Sustainable Devel-
opment Goals), National
Development Plan for
South Africa, and the
South African Pharmacy
Council, the meeting de-
veloped its own version of
Vision 2030. Industry
stakeholders envisioned
the South African phar-
maceutical industry in
2030 as “a globally com-
petitive pharmaceutical
manufacturing industry
that is able to supply the
majority of its requirements for cost e Ledtive high-quality medi-
cines.”

Asdepicted in Table B, abroad range of strategic skills develop-
ment objectives were proposed at the forum. Some of the most
critical were industry concerns about the ill-preparedness of phar-
macy graduates for pharmaceutical manufacturing.

Mothobi Godfrey Keele

Douglas W. Oliver

LEGISLATION AND REGULATION

South Africa’s pharmaceutical industry employs pharmacistsin a
wide range of positions such as production, regulatory affairs,
quality assurance, responsible pharmacists, etc. National regula-
tion dictates that pharmacies, including manufacturing pharma-
cies, should be under a custodianship of a responsible pharmacist
(RP), [12] the equivalent of a “qualified person.” [13] An array of
sta Cnglypes will be required to prepare RPs and other pharma-
cistsfor their rolesin the pharmaceutical industry, even asthe NHI
and SAHPRA are likely to have a profound e [eclt on the pharma-
ceutical workforce.

Itisimperative that new cadres of pharmacy personnel such as
pharmacy technicians, pharmacy technical assistants, [14] and
specialist pharmacists [15-16] account for the competencies
required by the pharmaceutical industry. Additionally, because
the pharmaceutical industry is a knowledge economy, such recon-
[gdiration must support Industry 4.0. Mechanisms are required to
ful (Ikhe role that the now-defunct Regulatory Science Institute
was earmarked to fulfill. Professional associations, academia,
regulatory authorities and other critical stakeholders should col-
laborate to craft a cutting-edge skills development strategy, then
oversee its execution and swift implementation.
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Table A: Legislative framework for the South African pharmaceutical industry

The Constitution of the Republic of South Africa, 1996

Section 27(1)

S rights (8il of Rights)

White Paper on the Transformation of the Health System in South Africa

Everyone has the right to have access to health care services (Bill of Rights)

The state must take reasonable legislative and other measures, within its available resources, to achieve the progressive realization of each of these

To promote equity, accessibility and utilization of health services

Goals & Objectives

To extend the availability and ensure the appropriateness of the services

National Drug Policy of the Republic of South Africa

Health Objectives
Economic Objectives

National Objectives

Medicines and Related Substances Act (No. 101 of 1965 as Amended)

To ensure the availability and accessibility of essential drugs to all citizens
To lower the cost of drugs in both the private and public sectors (by developing specific strategies to increase the use of generics in South Africa)

To support the development of the local pharmaceutical industry and the local production of essential drugs

Section 15C Made provisions for parallel importation of medicines that are still under patent to South Africa for public sector

Section 18A Forbids supply of medicines in terms of bonus, rebates, and incentives schemes

Section 188 Forbids the sampling of medicines

Section 22A Control of medicines and scheduled substances

Section 22C 1(h) Empowers the government, through the MCC, to prescribe the standard for manufacture of medicines in South Africa: PIC/S
Section 22F Makes it mandatory for the pharmacists to inform patients of generic equivalents of the prescribed drug

Section 226 Made a provision for the introduction of the transparent pricing system for medicines based on single exit price

Section 22G(2) Made provisions for regulation of dispensing fees and capping of logistics fees

Regulations Relating to a Transparent Pricing System for Medicines and Scheduled Substances, Medicines Act (No. 101 of 1965)

Regulation 5(2)(e)
Regulation 14(5)
Patents Act (No. 57 of 1978)

Section 46(1)
Section 69(A)

Regulations in terms of the Medical Schemes Act (No. 131 of 1998)

Regulation 8

SUMMARY AND CONCLUSION

Aligning the current legislative framework, recalibration of the
enablers and drivers of health care, along with increased demand
for pharmaceuticals has the potential to create opportunities for
advancing the South African pharmaceutical manufacturing
industry. Actions aimed at cutting-edge skills development in the
face of the changing pharmaceutical landscape are urgently re-
quired. The development of a focused and e [eckive sector strategic
plan should encompass key stakeholders such as the national gov-
ernment, academia, pharmaceutical manufacturers, and the regu-
lator. The realization of the right to health care and access to medi-
cines in South Africa and elsewhere is contingent on adequate
empowerment of the pharmaceutical workforce. (/]
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Made provisions for benchmarking of pharmaceutical (innovator products) prices internationally

Made provisions for use of pharmacoeconomic studies in support of price

Stipulates a duration for which a patent remains in force as 20 years

Provides for limitations to intellectual property by allowing registration of generics prior to patent expiry

Makes a provision for implementation of cost-containment strategies such as the use of formularies and reference price lists
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Table B: Proposed skills development strategy for the South African pharmaceutical industry

Strengthen the teaching capability of academic institutions by e [edting dual appointments

Rationale
Strategies and inputs
Opportunities and barriers implementation

Stakeholders Industry, government, academia, SETAS

There are considerable shortages of skilled academics with prior exposure to the pharmaceutical industry
Allow placements of academics in industry and provide a platform for industry experts to spend time in academia

Will facilitate knowledge transfer to students enabling them to be ready for their critical roles in industry

Assist academic institutions with financial resources and placements for WIL

Rationale
Strategies and inputs
Opportunities and barriers implementation

Stakeholders DHET, SETAS

WILs are a critical component of academic training aimed at adequately preparing students for employment
Make SETAs a liaison between companies and training institutions; allow SETAs to fund the cost of logistics such as transport

Obtaining access to the workplace is a key challenge for universities

Introduce modules on quality systems in undergraduate sciences curricula

Rationale :
of quality systems

Strategies and inputs
Opportunities and barriers implementation
Stakeholders

The level of regulation the pharmaceutical industry warrants requires graduates with an appreciation for and understanding

Training institutions to introduce modules on topics such as ISO systems and total quality management
Training in quality systems will assist industry to become globally competitive at the International Conference on Harmonization level

DHET, SAPC, SACNSP, and providers of training in science, pharmacy, information technology, engineering, etc.

Strengthen regulatory systems through postgraduate specialization programs

Rationale
Strategies and inputs
Opportunities and barriers implementation

Stakeholders Regulatory Science Institute, MCC, SAPC

DHET = Department of Higher Education and Training
MCC = Medicines Control Council

SACNSP = South African Council for Natural Scientific Professions
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Increase the pool of experts to strengthen regulatory authority operations
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HOW NEW TECH CAN

PROPEL AFRICA

to the Forefront of Health Care

Patrice Matchaba

The Fourth Industrial Revolution could
completely transform health care.

rom big data to genomics, the fusion of technological break-

throughs in the physical, digital, and biological spheres is

changing the most fundamental tools and techniques of med-

icine and public health. Already, IBM’s Watson Project is com-
bining unprecedented amounts of clinical and social data to trans-
form drug trials and disease management systems. DNA
sequencing is now a mainstream part of medical care in countries
across the world.

As a physician, | see one common denominator to the coming
changes. This is an increasingly patient-centric approach to health
care. Better information and more customizable technology means
more personalized tools and methods for promoting wellness.

The developed world’s health systems, many of which are fo-
cused on 20th-century paradigms of care, could have trouble
adapting to a world of “bottom-up” care. But in Africa, where
health systems are now rapidly developing, the Fourth Industrial
Revolution in health care could take hold.

For all the resources and technological advantages of the rich
world, many health care systems in Europe and North Americaare
mired in old ways of thinking. They focus on costly secondary and
tertiary care and they emphasize treatment rather than preven-
tion. Their rules and processes make it di [culk to take full advan-
tage of new and ubiquitous technologies, like the smartphone in
all our pockets. All this is understandable. Highly industrialized
countries have longstanding ways of doing business in the health
sector. Legacy systems are hard to transform.

African countries have an opportunity to be the trailblazers of a
21st-century paradigm of care. Already, countries on the continent
are heavily focused on preventive care. Think mass drug adminis-
tration for parasitic diseases, malaria chemoprophylaxis, and
prophylactic antiretroviral medication to prevent HIV infection.

Africaalready uses technology to manage human resource con-
straints, such as text services that enable doctors to support Trained
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Birth Assistantsatadistance.
Across the continent, mobile
phone-based services like
SMS for Life have trans-
formed supply chains for ma-
lariadrugsand other medica-
tions, substantially reducing
treatment stock-outs.

These transformationsare
necessary. With rising econo-
mies and urbanization, non-

Patrice Matchaba

communicable diseases (NCDs) present new challenges to Africa’s
emerging health systems. For example, NCDs like diabetes and heart
disease are now responsible for at least 40% of deaths in South Africa.
Injustoveradecade, such diseasesare projected to be the leading cause
of mortality in Africa.

We believe that addressing Africa’s “dual-disease burden” of
both NCDs and infectious diseases will require developing and
adopting low-cost and high-quality medical systems that encour-
age people to manage their own health. Mobile technologies and
new breakthroughs in customized care will help us succeed.

Transformations are already happening in countries like
Ghana, where the ComHIP program aims to shift the point at
which patients with high blood pressure access health care to the
community, rather than the regional hospital, which is often
crowded and far away. Across Africa, mobile devices and telemed-
icine support community nurses in decision-making and ensure
seamless connection with community health care workers and
physicians, as needed. SMS and voice messaging are used for pa-
tient education, reducing risk factors for cardiovascular disease,
and supporting adherence to therapy. Rwanda recently became
the [rsk country in the world to incorporate drone technology into
its health care system, for delivering blood for transfusions. Tan-
zania now implements a similar model.

But not all smart solutions are high-tech. Rwanda’s capital Ki-
gali has a car-free day every month to promote prevention and



African countries have
an opportunity to be the
trailblazers of a 21st-century
paradigm of care

wellness throughwalkingand cycling. Few European or American
cities have been able to achieve this.

Of course, the dual burden goes beyond Africa. Asian and South
American countries are grappling with aging populations and the
lingering challenges of infectious disease. They are also pioneering
programs that can serve as models for Africa and the rest of the
world. Only a third of Indian citizens have access to modern health
care. Roughly two-thirds of the country live in rural areas. In this
context, Novartis created aprogram called ArogyaParivar (“healthy
family” in Hindi) to recruit and train locals in remote villages to be-
come “health educators.” These individuals help inform communi-
ties about good health, disease prevention and the importance of
seeking timely treatment. Local teams work with doctors to organ-
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ize health camps in remote villages. These are mobile clinics that
provide access to screening, diagnosis and therapies. The program
is also piloting an e-health-care project linking villagers to physi-
cians in primary health care facilities. This brings quality health
care services closer to remote communities.

Arogya Parivar was so successful that we have since replicated
the program in Kenya and Vietnam. Since 2010, outreach in rural
areas through these programs has brought health education to
more than 30 million people and direct health benefits to three
million patients through diagnosis and treatment. These systemic
innovations will be enhanced by the emergence of new cross-cut-
ting health technologies.

Many African governments are aiming for universal health
coverage based on an e [cieht, equitable, and innovative primary
care system. This is good news. As European and North American
health care systems face extraordinary demand from rapidly
aging populations, we may see them adopt lean innovations pio-
neered in Africa and other parts of the developing world. In the
emerging age of personalized “bottom-up” care, developing coun-
tries have a powerful opportunity to lead. (7

This article is part of the World Economic Forum Annual Meeting. Originally published 11
January 2018 by the World Economic Forum. Reprinted with permission.

Patrice Matchaba is Global Head of Corporate
Responsibility, Novartis
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ISPE SINGAPORE
CONFERENCE

Record-setting 1,000 participants
from 25 countries

Pierre Winnepenninckx and Shanshan Liu

he 2018 ISPE Singapore Conference

and Exhibition, 30-31 August,

drew over 1,000 participants, a re-

cord attendance for the 18 years of
the conference. Attendees included
Southeast Asian delegations from Indo-
nesia, Thailand, and Vietnam. Over 65
speakers shared thought leadership,
best practices, and real-life experiences.
The event also featured the region’s [rsk
Women in Pharma® panel session, held
in conjunction with the conference.

Shanshan Liu

OPENING PLENARY

Ferry Soetikno, Chief Executive O [cerd Dexa Group, Indonesia,
shared his insights on ensuring the supply of quality medications
beyond domestic markets. With its patient- and quality-centric
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ethos, Dexa’s vision and achievements have extended beyond In-
donesia. The company’s products include nonsterile oral dosage
forms, sterile injectables, topicals, OTC and herbal preparations,
and consumer products. The company’s products are marketed in
Asia, Africa, and the Pacific. It has two cGMP facilities, one of
which has been approved by the MHRA (UK), TGA (Australia), and
Darmstadt.

ISPE 2017-2018 Board Chair Tim Howard pointed toward stra-
tegic plans, which focus on globalization and regulatory harmoni-
zation. Drug shortages will require continuous vigilance, aided by
regulatory and industry efforts on quality metrics and quality
culture. He announced an upcoming APAC regional conference
for 2019.

The importance of quality and culture was underlined by the
plenary panel discussion: “Driving a Quality Culture through
Leadership,” moderated by Conference Chair Pierre Winnepen-
ninckx, CEO and Founder, No Deviation Pte, Ltd., and led by Chong
Meng Chai, Head of Mammalian Manufacturing, Lonza Biologics,
Singapore; Vincent Loret, Site Director, GlaxoSmithKline, Singa-
pore; and Dr. Jincai Li, Vice President, Drug Substance Manufac-
turing (MFGL), WuXi Biologics, China.

Chai cautioned the audience not to assume that established
systems and work [aws are always robust. He stressed the impor-
tance of leaders staying connected to the shop [adr to reduce the
gap between work as they imagine it and work as it actually hap-
pens. This was supported by Loret, who emphasized the need to
“walk the talk.” He said this drive should come from leadership
and not external facilitators.

The panel agreed that key performance indicators (KPIs) should
drive positive behaviors and solutions, but warned against using
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KPIs to reduce deviations, since that could lead to adverse behaviors
such as hiding deviations and cosmetic corrective and preventive
actions. Applied correctly, KPIs enable tracking and help transform
“non-right- [rsk-time” incidents into improvements.

While all the panelists said they do a Gemba walk once a week,
they wished to do so more often because of the energy it gives peo-
ple and the encouragement it provides to identify problems and
propose solutions. The session concluded with a discussion on the
critical importance of trust, openness, and transparency by
demonstrating the positive consequences and improvements they
produce.

STERILE AND ASEPTIC OPERATIONS

Maurice Parlane, ISPE Australasia Board Director, Centre for Biop-
harmaceutical Excellence Director, and Principal/Director of
NewWayz Consulting Ltd., New Zealand, spoke on risk assessment
(RA) in aseptic processing. The typical linear 1-5 scale used in the
failure modes and e [edts analysis may not be the best representa-
tion of risk ranking, he said. There are many factors to consider
and a reality check with the monitoring system should be done.
Since RA focuses on the probability of occurrence, does a ranking
of 4 (very probable) mean itis two times more likely to happen than
arisk ranking of 2? A logarithmic or weighted scale could be a bet-
ter approach.

PROCESS VALIDATION

Hazem Eleskandarani, Global Director, Commissioning & Quali [=_]
cation, Johnson & Johnson, USA, explained that process validation
(PV) is demonstrated through design. PV and commissioning and
qualification (C&Q) are not two separate steps but are integral
parts of a continuous process, known as commissioning quali [ca-
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tion validation (CQV). This aligns with the second edition of the
ISPE Baseline® Guide Volume 5: Commissioning and Qualification,
currently in development (publication expected in 2019). CQV
should not wholly be the quality team’s responsibility but should
also fall to subject matter experts.

Eleskandarani also discussed the critical design elements of
an integrated CQV process:
= Trained personnel working on the end-to-end process
= Execution plan or road map
= Follow regulatory guides
= Workwith the quality team throughout (not only at the end)
=  Know and adhere to policies and procedures
= Use the right materials and resources
= Follow proper C&Q of facility and equipment for a smooth PV
= Create accurate and timely documentation

Maurice Parlane also moderated the panel discussion “Transition-
ing from Project to Validation” with panelists Paul Si, Head Project
Management Asia, Novartis, Singapore; Melis Tay, Operations
Start Up Manager, AbbVie, Singapore; and Michael Lee, Senior
Vice President, Mab Venture Bio Company, China. All agreed on
the importance of the 3Ps: project, process, and product. Ele-
skandarani added that clearly defining the objectives from the
start and making sure the whole team is aware of the objectives
give a sense of ownership, helping both teams and individuals in-
tegrate them into their own objectives.

In the case of how involved the project management should be
in process validation, both Lee and Eleskandarani agreed that the
hando [Cfrdom project to operations varies with project and should
be a gradual process. Si said that a part of the operations team
could be integrated into the C&Q team at identi [ed points during
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Figure 2: Attendees by region

® Singapore
Other Asian countries*
® Europe/United States

* Bangladesh, China, India, Indonesia, Japan, Korea, Malaysia, Pakistan, Philippines,
Thailand, and Vietnam

the C&Q time frame for recipe testing done by the operations
team. Lee emphasized that the users (operations) are the clients
and the project management team should take their input into ac-
countand not shrug o [tHeir comments.

With deviations, Si noted that prede [ning the stage at which it
is a punch-list item and at which it is a deviation would save time
and allow the team to be more focused on solving the problem.
Eleskandarani said that knowing the objectives, using factory ac-
ceptance tests to draft SOPs, and doing test runs with the equip-
ment and automation systems, among other actions, would
smooth the process and increase people’s knowledge and exper-
tise. “Practice makes perfect,” he said.

LOGISTICS AND DISTRIBUTION

Participants in this track agreed that as more regions, including
Asia, adopt and require serialization, its key bene [fsland enor-
mous potential of end-to-end tracing—even to patient level—
with fully attributable information will become apparent. Serial-
ization will also expedite recalls, help prevent identify theft and
counterfeiting, improve complaint management, and aid devia-
tion investigation.

Main challenges include long timelines for successful imple-
mentation, varying standards and systems, and making regula-
tionsmandatory. Ininitial stages complaints may increase due to
the need for all parties, such as wholesalers and pharmacies, to
be ready.

Blockchain and integrating databases were also discussed.
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Women in Pharma@ panel

WOMEN IN PHARMA?

The [rsk WIP event organized by the Singapore a [Tiale was mod-
erated by Shanshan Liu, VP of ISPE Singapore. The panel of female
leaders and role models in the pharma industry were: Sook Peng
Chua, ASEAN Regulatory and Quality Compliance Director, John-
son & Johnson, Singapore; Christine Moore, Global Head and Exec-
utive Director, GRACS CMC-Policy, Merck Sharp & Dohme Corpo-
ration, USA,; Dr. Vasiliki (Vee) Revithi, former head of EOF/Greece,
GMDP Inspectorate, Greece; and Michelle Peake, Senior General
Manager, PT Kalbio Global Medika, Indonesia.

They shared their experiences, stories, and aspirations in both
careers and personal lives during the interactive session, includ-
ing insights on planning a successful career path, keys to opportu-
nity, career barriers, and work-life balance. Male audience mem-
bers also participated actively, gaining awareness of and
committing to making the industry more diverse and inclusive.

SINGLE-USE SYSTEMS

This track was well balanced between insights from suppliers,
manufacturers, and service providers. All emphasized the signi [_1
cance of close collaboration between supplier and end user to im-
plement single-use systems. Sessions presented pros and cons as-
sociated with single-use systems, as well as considerations in
choosing single-use over traditional stainless steel systems. Aside
from saving on capital costs and utility consumption, one bene [1]
of single-use systems is the possibility of “scaling out” to avoid the
risks associated with “scaling up.”

Participants also shared the latest technology in buffer sys-
tems. While this may sound simple, significant challenges and
planning are involved. To simplify the complex in-line-dilution
bu Cerlskid, the single-use version is in development.

Issues with leachables, extractables, and absorption are still ma-
jor concerns for single use. The selection of various materials, how
surface/volume ratio varies the impact of bag material, and even



quality variations in the same material from di Cerbnt suppliers or
even di Lerent batches from the same supplier, were addressed.

Dr. Jincai Li, Vice President, Drug Substance Manufacturing
(MFG1), WuXi Biologics, China, presented a case study of transfer-
ring a stainless steel production line to a single-use production
line. The company expectsto achieve a DS capacity of 220 kiloliters
globally by 2021, re [edting the growing roles of the Asia market
and Asian manufacturers in the pharma/bio world.

REGULATORY AFFAIRS

Regulatory updates were followed by a discussion moderated by

Bob Tribe, former Chairman, PIC/S, Australia, and Asia—Pacific

Regulatory A [aits Advisor, ISPE. Regulatory members were:

= Dr. Vasiliki Revithi, former Good Manufacturing and Distri-
bution Inspectorate Head, Ethnikos Organismos Farmakon
(Greek National Organization for Medicines)

=  Meow Hoe Boon, 2018-2019 PIC/S Chair who shared on “GMP
Harmonisation & GMP Inspection Reliance from a PIC/S
Perspective”

= Hock Sia Chong, Health Sciences Authority, Singapore who
presented on “ASEAN MRA on GMP Inspection: Bene [islto
ASEAN Economic Community”

= Vladimir Orlov, State Institute of Drugs & Good Practices,
Russia, who spoke on “Foreign Medicines Inspections in 2017:
Overview of Results”

= Dr. Achiraya Praisuwan, Thai FDA who gave “Regulatory
Updates: Thai FDA”

Some highlights of the panel discussion were:

= ChinaFDA showed considerableinterestin PIC/Sandisexpected
to apply for membership in the next year or so. CDSCO, India,
also showed interest in PIC/S, but it was not known whether
they would make an application.

= TheRussianregulatoryauthority recently made a pre-accession
application for PIC/S membership.

Regulatory a [aits discussion panel

= There was strong support for the PIC/S “Inspection Reliance”
initiative, as it will avoid unnecessary duplication of GMP
inspection work.

= Withtherecentpublication of version 14 of the PIC/S GMP Guide,
it is common practice for PIC/S member authorities to give
manufacturersal2-month transition period toadjust to the new
requirements. However, some PIC/S member authorities have
been very slow to adopt new versions, with several authorities
still using version 8 as their legal requirement.

= Although the ASEAN mutual recognition agreement (MRA)
on GMP inspection currently applies only to medicines, it will
soon be expanded to include APIs, biologicals, and herbals.

= Asof August 2018, the USFDA had to complete the assessments
of 14 EU member states by 15July 2019, per its MRA with the EU.
If those assessments are not completed by this date, the MRA
will not proceed. &
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Three New ISPE Guidance
Documents Debut

ISPE has released three new Guidance Documents:

Good Practice Guide: Single-Use Technology provides a road map for
e [ciehtimplementation of single-use technology (SUT) with min-
imum disruptions to existing operations. From this Guide, users
will learn how to select single-use components and design func-
tional systems, when and how to perform e [edtive extractables
and leachables studies, how to evaluate suppliers of SUT, and about
the interrelated tasks for implementing SUT. Available on the ISPE
website at https://ispe.org/publications/guidance-documents/
good-practice-guide-single-use-technology

GAMP® RDI Good Practice Guide: Data Integrity — Key Concepts pro-
vides detailed practical guidance to support data integrity within a
regulated organization. Positioned under the GAMP® Guide: Records
and Data Integrity and aligned with GAMP®5: A Risk-Based Approach to
Compliant GxP Computerized Systems, this guide provides detailed
guidance in four core areas: data governance, data life cycle, risk
management approaches, and critical thinking. Available on the
ISPE website at https://ispe.org/publications/guidance-docu-
ments/gamp-good-practice-guide-date-integrity-key-concepts

ISPE Japan A [liale Pest Control Manual (English translation, ver-
sion 4) expands on the Japan A [liale’s previous Pest Control Man-
ual, and o Lerk advice for both new and aging GMP facilities. It pro-
poses plans to incorporate pest control best practices into the
project schedule for new construction, and includes advice on
integrating pest control requirements during all phases of con-
struction, training construction sta [, ahd determining areas that
should be inspected, both during and at the end of construction.
Available on the ISPE website at https://ispe.org/publications/
guidance-documents/japan-a [liale-manual-pest-control

Purchase these and other Guidance Documents on the ISPE web-
site at https://ispe.org/publications/guidance-documents

SINGAPORE AFFILIATE GMP WORKSHOP HELD IN
COOPERATION WITH DRUG ADMINISTRATION OF VIETNAM
Just six months after meeting with the Drug Administration
of Vietham’s (DAV) Drug Quality Management Division, the
ISPE Singapore Affiliate held its first GMP Workshop from 18
to 20 October in Ho Chi Minh City. About 150 participants at-
tended from more than 65 companies and sites in Vietnam.
The event was jointly organized with the Ministry of Health'’s
Centre of Training and Supporting Pharmaceutical, Cosmetic
Enterprises.

The agenda covered pharmaceutical quality systems, data
integrity requirements and regulatory expectations, quality risk
management (QRM) principles and practice, managing GMP
deviations using QRM, quality improvement, CAPA, and product
quality reviews. Additional sessions included bioburden control,
cleaning and disinfection, HVAC, and water system treatment.

Based on positive feedback, future events and programs to de-
velop skillsand knowledge for both industry members and regula-
tors will follow. The a [Tiale also signed on 20 DAV regulators as
ISPE members.

NEW REGULATORY RESOURCE

ISPE members can now access a carefully curated collection of
regulatory updates. Each month, ISPE’s Regulatory Quality Har-
monization Committee’s Europe-Middle East-Africa Regional Fo-
cus Group publishes a list of select updates that includes regula-
tions, guidelines and other documents, and news about Brexit.
Available on the ISPE website at https://ispe.org/initiatives/regu-
latory/updates &

We'd like to feature your group in an upcoming ISPE Briefs!

Share the highlights of training programs, conferences, social events, or other activities with ISPE members.
Article length is 250—400 words; photos should be 300 dpi or > 1 MB. Send both to Susan Sandler, Editorial

Director, at ssandler@ispe.org.
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BLOCKCHAIN

for Pharmaceutical Engineers

James Canterbury, Steven Thompson, and Arthur D. Perez, PhD

This article discusses how blockchain
technology may disrupt the way we collect
and manage data within regulated processes.
The first section is a nontechnical summary of
blockchain’s features, including a description
of what it is (and what it is not). This sets the
context for the next section, in which we
discuss several blockchain use cases currently
being piloted by life sciences companies.

In the final section we explain how you and
your organization can leverage blockchain
technology.

fyou haven't heard of blockchain yet you probably will soon.

The technology behind the cryptocurrency craze has been

gaining momentum since early 2016 and shows no sign of slow-

ing down. Blockchain is now making its way into life sciences
companies across many different operational disciplines. PE
magazine published a feature article in the July-August 2018 edi-
tion titled “Blockchain: The Next Disruptor in Clinical Trials.” [1]
While thisiscertainly agreat use case, itis only one of many that
are being pursued within the industry. Before we look at block-
chain applications in life sciences, let’s begin with a primer on
what itis.

BLOCKCHAIN

What It Is

To many people, blockchain and cryptocurrency (bitcoin being the
[rskand best known) are synonymous. The former, however, is the
underlying technology and the latter is an application of that tech-
nology. While the two are related, it’s important to understand
that the volatility of the cryptocurrency market does not mean
that blockchain technology is volatile. It is still evolving, though,
and as with many new technologies there is currently much hype
and speculation about how it will change the world. This initial
excitement and speculation will fade as the technology matures.
But blockchain is a fundamentally new way of sharing and trust-
ing information, a new communication protocol for exchanging
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data between computer systems. If successful, it will become the
foundation for many technologies, in much the same way as TCP/
IP (Transmission Control Protocol and Internet Protocol) did when
itwas introduced in the 1980s, allowing for the development of the
now-ubiquitous Internet. [2]

What do pharmaceutical engineers need to know about block-
chain? That depends on a lot of factors, many of which are still be-
ing explored by the communities who are evolving blockchain
protocols. But there are afew fundamental concepts that are likely
here to stay, and they will shape the way we rede [né our processes
to capitalize on this technology. To put this in context of a pharma-
ceutical manufacturer let’s consider the simple distribution model
inFigure 1.

In this example we can think of each transfer of the [nished
good as a transaction on the blockchain. To manage and track
those movements we will use foundational blockchain elements:

Transactions: Blockchain networks are peer-to-peer transaction-
al systems. This means they track exchanges between parties that
use the network as a medium of exchange. Among other things,
this allows transactions to be time-stamped based on the network
protocol (i.e., outside the control of any one individual). While
blockchains are considered databases and some additional infor-
mation can be included in each transaction, they are not large data
stores, nor are they organized intypical relational tables with rows
and columns.

Distributed ledger technology: All blockchains are a form of

distributed ledger technology (DLT)—but not all DLTs are block-

chains.

= The“ledger” partof DLT issimply anordered listing of transac-
tions, notunlikeyour creditcard statement. Aswe’ll explainin
more detail later, these ledgers are “append only”; new records
can only be added to the end of the ledger, and once added
cannot be changed.

= “Distributed” meansthatinstead of having one source maintain
your listof transactions (e.g., your credit card company) many
sources maintain the list.

= “Technology” refers to the protocol that de [nés how the dis-
tributed ledgers will be kept in sync. It does this through a
mechanism called “consensus.” Di Lerent DLTs have di [Lerknt
ways of reaching consensus.



DLTs create a redundant and resilient network that no longer
needsacentral authority to maintain the integrity of a transaction
list. Of course, it also introduces concerns around how public this
information isand who can see what; people do not make it a habit
of publishing their credit card statements, for example. This is
where cryptography comesin.

Cryptography is at the core of blockchain functionality. It is
both how we secure transactions (using public and private keys)
and is a part of how we make sure that only authorized individuals
canview certain information about transactions.

One of the most utilized tools in cryptography is hashing, in
which an algorithm (a piece of computer code) generates a unique
identifier for just about anything digital. A hash of the letters
“ISPE” using an SHA256 algorithm looks like this:

E7AEOO03CF0974DEC21E4BB10COEB3ECD1B-
C389471C8CDA83798AA825C51C04B9

Hashing is one-way encryption; if you have only this hash there is
no way to [guire out what it means. If you were given “ISPE” and
knew the algorithm that was used, however, you could reproduce
the same hash. Most hashes are very sensitive. Even a minor
change in the original input produces an entirely di Lerknt hash ;
for example, the hash of “ISPe” using the same SHA256 algorithm:

481A9F91046AEF67E2D2407CO5C3EGEE-
C52894108794324A2B2A1DBFOCBBB880

There is currently a lot of development around privacy within
blockchains, and thisisan areathat is expected to generate signif-
icantadvances in the near future.

Hashing of hashes: One thing that sets blockchain apart from
traditional distributed computing systems is the concept of “hash-
ing of hashes” to make an immutable chain. Blockchains group
transactions into “data blocks” based on when the transaction was
posted. Once veri [ed, a hash of each transaction is generated to
prove that the data was not altered. The blockchain protocol then
combines each transaction hash into a tree structure (allowing us
to search the blockchain faster) and creates a hash of all the trans-
action hashes it contains. When the next block of transactions is
created, the hash of the previous block is included in the overall
block hash, e [edtively “chaining” the blocks together. Because a
change in the source data would result in an entirely new hash,
changing a past transaction would invalidate the hash of that
block and invalidate the hash of every block that occurred after it.
This is known as being “tamper evident” and it leads to the next
blockchain element.

Immutability: Once a transaction (and any data associated with
it) is stored in a blockchain, it cannot be altered without others
knowing about it (since the ledgers are distributed). Any change
will be evident, since records can only be appended to the end of

the blockchain. Rewriting his-
tory would require a massive
coordinated e Larit to change all
of the ledgers simultaneously.
This does not mean that trans-
actions posted in error cannot
be corrected; it just means they
must be reversed by a subse-
quent transaction, and there
will always be a record of that
reversal. It would be better to
prevent those mistakes by im-
plementing rules or controls on
your blockchain. This is where
smart contracts come into play.

Smart contracts are pieces of
logic—business rules—that can
be deployed on a blockchain.
They act as an “account” where
transactions can be sent when
certain conditions are met (de-
[ndd by the contract logic). They
can generate “events,” which are
typically another transaction.
Most blockchains that support
smartcontractsdeploythemina
way similar to posting a transac-
tion—thatisto say, once the con-
tract code is written and posted
to the blockchain it cannot be
changed. In life sciences compa-
nies, many controls that exist in
our systems could be pushed into smart contracts. Thiswould allow
rules to apply across disconnected systems. A smart contract might
preventinventory movementonce the expiry date hasbeen reached,
for example. The expiry date could be set by the manufacturer but
the inventory might be managed by a wholesaler or dispensary. Ac-
complishing thisintoday’sworld would require aset of interfaces or
electronic data exchanges.

Dr. Arthur D. Perez

Tokenization: Transactions within a blockchain are often an ex-
change of value between two accounts; to keep track of that value
blockchains use tokens. “Fungible” tokens, used in cryptocurren-
ciesand mobile pay phone apps, can represent a utility or can simply
be a store of value; they are non-unique and interchangeable. Of
particular interest to life sciences, however, companies are “non-
fungible” tokens (NFTs). These represent unique assets such as seri-
alized unit of a drug or a uniquely identi [ed medical device. NFTs
can be created, transferred, associated with other another, and con-
sumed (destroyed). Product provenance can be captured on a block-
chain by tracking the movements and changes to an NFT. The “to-
kenizing” process createsand maintainsthe tokensonablockchain;
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thisis likely where a lot of e Lark will be placed as companies begin
to use blockchain as an exchange medium for assets. You can see
how thisworks by tracking the asset on the blockchain in Figure 2.

What It Isn’t
Having noted some of what blockchain is, here are a few things
thatitis not.

Blockchain is not a silver bullet, nor is it a unique stand-alone
solution. Blockchain will most likely be a backbone that connects
systems or business partners, but existing systems will still play a
role and will need to be integrated into the blockchain to trigger
events or record important information. Leveraging blockchain
may introduce additional data-sharing requirements to store and
secure o [=Chain data.

Blockchain is not bitcoin. Bitcoin is the longest-running block-
chain experiment, a cryptocurrency that uses a blockchain net-
work to pass value between accounts. It is unlikely that the [rst
production use of blockchain in life sciences will be tied to bitcoin
or any other cryptocurrency.

Blockchain is not an application. While it is possible to build a
new breed of distributed applications on top of a blockchain, the
blockchain itself is not an application—it is a protocol-based net-
work. Many blockchain network protocols such as Ethereum (an
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open blockchain platform), allow smart contracts to be executed
within the network itself. Because the network can execute logic it
can be thought of as a virtual world computer, though this still
would not be an application.

Blockchain will not store all your data. This must be under-
scored when considering use cases for blockchain. Thoughitisa
distributed database, it is not a database in the traditional sense. It
is designed to store a ledger (or an ordering) of transactions, each
one being only a few bytes of information. Most blockchains in-
centivize users to keep transactions as small as possible. When
transactions become too large, or when there are many transac-
tions, latency is introduced into the blockchain (making it less
functional). As technology advances, current scalability issues
will be addressed, but the underlying principles of small data will
still be applied. This meansthatblockchain integration points will
notlook like the electronic datainterfaces currently utilized in life
sciences companies today.

POTENTIAL USES

While there are many fascinating predictions on how blockchain
can be applied within the life sciences (a quick Internet search of
“blockchain for pharma” will provide enough reading material for
several days), the following features will probably drive the [rsk
production uses of the technology.

Anti-censorship and data integrity: This is blockchain’s raison
d’étre—the purpose for which it was created: the need for records
that cannot be manipulated or repressed.

Chain-of-custody, asset tracking, and immutable audit trails:
This can be serialization, but that will likely just be a byproduct of
a network that can track the exchange of assets between parties.
The reliability and transparency of that tracking will change the
way we account for the value of our assets, determine legal owner-
ship/custody, and calculate tax due to movements between tax ju-
risdictions (just to name a few).

Proof of existence: Time stamps certify events on the blockchain
in the order in which they occurred—if an asset were posted 100
blocks back, you would know that the asset had to have been in
existence at that time.

Connecting the Internet of Things without integrating it all.
Blockchain is both a network and a database. This means that it
can be used to store and share data from many sources, including
10T sensors and existing systems, without needing to “connect”
those sources in a traditional sense. As pointed out above, block-
chain is not meant to store big data, so designs must specify what
is captured and posted.

Data privacy and authentication: Blockchain goes beyond two-fac-
tor (username/password) authentication, providing a good mecha-



Figure 1: Simple distribution of a finished good
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the finished good to
a patient
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life when it is consumed by
the patient

nism to store consent, or grant/revoke access. Interesting solutions
are being built on top of blockchains that will allow people to better
control their personal data. These solutions also o Lerk reliable way to
track how organizations manage personal data, something that will
be useful in supporting compliance with data privacy regulations.

USE CASES

Arecent article published by McKinsey & Company [3] identi [ed
the strategic importance of blockchain by industry. Several of the
health care use cases discussed have also been topics of discussion
inrecent GAMP® Community of Practice (CoP) forums.

Health care research: As medical information begins to be
stored on blockchains in the form of transactions associated with
individual patients and treatments, a rich and reliable data set
will emerge that may change the way new drugs or incentives for
preventive care are researched. This new way of recording histo-
ry may also challenge many of our existing policies for dataman-
agement.

Currently, blockchain is a double-edged sword. The features
itis known for are also problematic for trading partners. For
example, immutability is bene [cikl but can also go against a
company’s data retention policy where data owners have the
right to delete their records. Visibility is key and so is privacy.
Conversations between industry stakeholders and block-
chain platform developers will be pivotal to work out balance
between the need and the possible.”

—Bob Celeste, Founder, Center for Supply Chain Studies

Identity and data security: With the potential of managing med-
ical records on ablockchain come risks associated with data priva-
cy and security. Several initiatives currently underway are explor-
ing blockchain as a means to govern information exchange, verify
digital identity, and authorize (or revoke) access to use personal
data. This places the ownership (and control) of information back
in the hands of the individual and may play a key role in connect-
ing our ecosystem in asecure manner.

Blockchains will change the
way we trust and share data
between business partners
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Blockchain is both a network
and a database

Blockchain also holds great promise for the healthcare industry,
in addressing current challenges like interoperability of data
systems and data security. [4]

—Vas Narasimhan, CEO Novartis

Drug supply chain: With serialization and unique device identi [=_1
cation major factors in the pharmaceutical industry, certain dis-
tributed ledger solutions o Lerla tremendous bene [fih proving the
provenance of the drug supply chain. Many of these also incorpo-
rate loT devices to register environmental factors that might a [ecit
drug stability during transportation and storage.

We are looking to use the unique capabilities of blockchain tech-
nology to create a permissioned distributed network for the
Pharma industry that will deliver a step function improvement
in prescription medicine security. We believe the ability to cur-
tail diversion and counterfeit is possible by creating a con [dén-
tial chain of ownership as drugs change hands. It is exciting to
work with industry leaders who are actively experimenting to
see what this technology can do.

—Susanne Somerville,
Head of Pharma Solutions, Chronicled

Clinical trials: From managing patient registries to securing trial
protocols and results in an immutable manner, blockchain use
cases in the clinical trial space are plentiful. Blockchains can
bridge communication, trust, and privacy gaps between contract
research organizations, sponsoring organizations, and regulators.

Blockchain will do for a network of companies what the ERP did
for an individual organization. In life sciences this is about cre-
ating both [uidity and traceability within R&D and our drug
supply chain; this will help keep patients safe while making the
approval of new drugs more e Lcieht.

—~Paul Brody, EY Global Blockchain Leader

While there is much potential around the development of use
cases that capitalize on blockchain, solutions for some of the in-
dustry’s more intractable problems are still a few years away. As
the technology is still evolving, it is crucial to capture the use
cases now; this will help refine and incorporate requirements
into open-source standards that will shape future blockchain

64 Pharmaceutical Engineering

transactions. One such standard is Ethereum Request for Com-
ment (ERC)-721, [5] which defines a standard for transmitting
NFTs (e.g., serialized drugs and devices) on an Ethereum block-
chain. This touches on another interesting change that block-
chain is introducing to life sciences companies—the application
of open-source development to solve industry-wide problems.

There is a lot of power in open-source development, each
successive application is built using the lessons learned from
others within the community—this lets us avoid making the
same common mistakes and lets us move faster with better
quality. The trade-o Cidcompanies will need to be comfortable
sharing their code and be willing to incorporate designs from
the broader community.

—Will Entriken, Blockchain Developer

OPENING THE BLOCKCHAIN DOOR

So where will this lead the life sciences industry? Blockchains will
change the way we trust and share data between business partners.
Thisinturnwill change the way that we ensure the integrity of that
data when making decisions. From a regulatory perspective, com-
panies will have to understand what that means and be able to ex-
plain it to regulators. As more and more control points are pushed
into the blockchain via smart contracts there may be “business
rules” set by external upstream suppliers that are enforced by inter-
nal systems. (Consider, for example, the expiry date example from
the perspective of the wholesaler.) To understand and capitalize on
these changes it is important to experiment with blockchains and
“getyour hands dirty” in these early days. The community of devel-
opers is hungry for use cases and practical applications of block-
chain. The life sciences are rife with such use cases.

HOW TO GET STARTED

1. Learn the ropes. It’s likely that your organization, or one of
your business partners, is already running a blockchain pilot.
The protocols themselves are generally free to download and
many create easy-to-install test environments that come com-
plete with step-by-step tutorials. The blockchain community
tends to be acollaborative one; it may be as easy as reaching out.

2. Educate yourself. There are lots of great online do-it-yourself
tutorials out there, though many will quickly take you down a
technical track. Service organizations increasingly o Lerlblock-
chain education sessions or sponsor workshops to help identify
and design use cases.

3. Buildan application. This may not be everyone’s forte, but there
is no better way to learn about what the technology is capable of
than to try to make it do something. Whether you initiate a proof
of concept within your organization, join an existing one, or even
just experiment on your own, getting familiar with the nuts and
bolts of blockchain now will serve you well in the future.



Figure 2: Distribution of a finished good tracked by a tokenized asset
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4. Join the GAMP Blockchain SIG! Many of the authors of this
article meet monthly to discuss the latest trends and develop-
ments and hear from industry speakers about their exciting
projects. Through our CoP website we are also building an in-
ventory of great reference articles and case studies within the
life sciences. @
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CLINICAL TRIAL
MANAGEMENT

Adaptation to ICH E6 (R2):
Good Clinical Practice

Yumi Wakabayashi, Hitoshi Matsui, Masahiro Hayashi, Kohiji Ikai, and Keiichi Yamamoto, PhD

This article presents an adaptation of clinical
trial management to ICH E6 (R2). A case
study assesses quality risks in a clinical data
management system.

CH has issued many guidelines to standardize technical docu-

mentation for medicinal product registration and reporting. ICH

topics are categorized as quality (Q), safety (S), e [Lcady (E), and

multidisciplinary (M). ICH E6 is an e [cady guideline on good
clinical practice (GCP). It covers roles and expectations for all clin-
ical trial participants.

In the past, regulatory authorities and the pharmaceutical indus-
try monitored quality in clinical trials using GCP standards detailed in
ICH E6(R1), which was first published in 1996. [1] The ICH E6 Expert
Working Group E6(R1) began to revise E6(R1) in 2014, with a focus on
risk-based monitoring and quality risk management. The revised
guideline, ICH E6 (R2), published in November 2016, covers risk-based
monitoring based on quality risk assessment and quality risk manage-
ment (QRM). [2]

QRM IN CLINICAL TRIALS

Complex global-scale clinical trials must be managed by prioritiz-
ing crucial tasks, which can be determined by assessing quality
risks. Clinical research associates (CRAsS) monitor investigator
sites to ensure that management of a clinical trial by a site team is
in compliance with the trial protocol and documented procedures
such as patient site visit timeliness, drug accountabilities, compli-
ance with protocols and SOPs, adverse events handling, etc.

As regulation of global clinical trials has increased, so have their
development costs. They now include travel expenses, transportation
costs, computerized systems implementation and operation, training
and education, laboratory tests, and so on. Manpower costs include ex-
perts with therapeutic area knowledge, clinical trial design, medical
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writing, clinical data management, monitoring, statistical analysis,
project management, communication, and negotiation.

We, the five members of the Special Interest Group No. 3 of the
GAMP Community of Practice, ISPE Japan A Lliatk, have adapted clin-
ical trial management to ICH E6 (R2) by considering QRM in clinical
systems implementation and operation. We conducted a case study to
assess quality risks in clinical data management systems (Table A).

We assumed that clinical data management system operation has
high risks related to human error such as data checking mistakes and
wrong programming. Mitigation measures of these risks were mainly

Figure 1: General quality risk management process
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Adapted from ICH “Quality Risk Management: Q9.” 9 November 2005.
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to eliminate human error, e. g., training data managers, double pro-
gramming, and program validation. Our results indicate that this
could improve oversight and management of clinical trials, allocate
timeandresourcesmoree Lciehtly,improve patientsafety,and protect
subjectanonymity.

RISK-BASED APPROACH CASE STUDY: QRM

Introduced in ICH Q9 in 2005, [3] QRM is a framework to identify
quality risks and mitigate them by taking suitable risk reduction
measures. The QRM framework originated from good manufac-
turing practice (GMP) and [fsimanufacturing processes well, [3-4]
but it is also employed in nonclinical and clinical arenas. A Euro-
pean Medicines Agency re [edtion paper illustrated QRM process-
esinclinical trialsin 2013, [5] with a framework almost the same as
the Q9 approach: critical process and data identification, risk
identi [cation, risk evaluation, risk control, risk communication,
risk review, and risk reporting. Risk-based clinical operation has
also been discussed by the US Food and Drug Administration
(FDA). [6-7] The agency recommended monitoring plan factors
such as scope, frequency, method, target sites, etc.

In QRM, communication and acommon understanding are essen-
tial for all participants. In a clinical trial operation, for example, one
quality risk is that investigators and/or site members could fail to fol-
low the trial protocol because of misunderstanding. In such cases, one
risk reduction measure could be a site-initiation meeting prior to the
start of the trial. The CRA in charge should explain the trial protocol,
operating procedures, medicinal products handling, and adverse
events reporting to all team members. Training and review of proce-
dures for clinical team members are additional risk reduction meas-
ures. If sponsors delegate some of these tasks to a supplier, risks can be
mitigated by con [rmhing the supplier’s quality management system
(QMS) before the trial begins.

Risk mitigation programs must be monitored and reviewed toeval-
uate their e Lectiveness and appropriateness. They should be revised, if
necessary, to mitigate newly identi [ed risks.

Clinical Systems

In many clinical trials, data is collected and managed through
web-based clinical data management systems (CDMS) with elec-
tronic data capture (EDC). Clinical project management is con-
ducted with the assistance of clinical trial management systems
(CTMS). Both CDMS and CTMS are usually constructed using con-
[guirable software—category 4 software as de [néd in the GAMP®
5Guide. [8] Aclinical system user can perform asystem validation
asshown inthe GAMP 5 guide. [8-9] Risks related to data integrity
should also be considered. [10]

By leveraging information technologies such as EDC and cloud
computing services, CRAs and data managers may conduct central
monitoring and/or remote monitoring. CRAs should generate their
monitoring plan prior to their [rst site visit. If an investigator doesn’t
have enough experience in conducting a clinical trial, for example, the
CRA would need to visit the site frequently. Monitoring frequency
should be documented in the monitoring plan.

When a CRA goes through a
trial database on data manage-
ment system with EDC function,
they can determine whether sub-
jects are coming to the investiga-
tor sites on schedule or not. If no
protocol violation is observed
through the database checking,
the CRA doesn’t need to visit the
site as frequently. If some protocol
violations are observed, however,
the CRA should goto thessite, meet
the site team members, and pro-
videacomprehensive explanation

Yumi Wakabayashi

of the protocol again in person.

SOPs

According to ICHE6(R2), sponsor
standard operating procedures
(SOPs) should include system
setup, installation, use, valida-
tion, functionality testing, data
collection and handling, main-
tenance, security measures,
change control, data backup, re-
covery, contingency planning,
and decommissioning. [2] Nowa-
days itiscommon for sponsors to
delegate their clinical operation
tasks to clinical research organi-
zations, technical suppliers,
and/or other third parties. [11-12]
When a clinical system is set up
as a cloud computing service or
software as a service (Saas),
some technical activities can be
performed by the SaasS supplier.
We identified task allocation to
sponsors and Saas service sup-
pliers in Table B. In these cases,
some risks can be mitigated by
confirming the supplier’s QMS
beforehand.

Masahiro Hayashi

Keiichi Yamamoto, PhD

FUTURE CLINICAL TRIALS

To deal with the e [ecks of recent technology on clinical trial cate-
gorization, aJanuary 2017 ICH re [edtion paper proposed an even-
tual renovation of ICH E6 and modernization of ICH E8. E8 was [rsk
issued in 1997 to clarify general considerations for clinical trials,
focus on clinical trial categorization and timing, [13] and serve asa
guide to other ICH standards on clinical trials. [14] Citing the Dec-
laration of Helsinki, E8 also emphasizes protection of trial subjects
and scienti [cApproach in design and analysis. [15] One concern,
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Table A: Case study of risk assessment: possible errors, risks, and mitigation measures in clinical data management processes

. Possible error and risk Mitigation measure(s) Supplier*

Clinical datahase

Setup according to trial protocol; data

Training and skill improvement of data

11 setupand trial s Poor data definition
reparation definition manager
12 Setup according to trial protocol; interface Data entry is di [cult because of poorly Training and skill improvement of data
preparation and eCRF preparation organized eCRF manager
. . e « Training and skill improvement of clinical
1-3 Sﬁ;‘éﬁiﬁccmi?fﬁt;g)'al e EOl Mistake on edit checking program programmer
9 * Double programming
Setun according to trial protocol: edit « Training and skill improvement of clinical
14 checﬁin (multi%/ariate) p ' Mistake on edit checking program programmer
9 * Double programming
-5 General Bugs with the software Confirmation of supplier’s QMS** B
developer
* Meeting scheduling
1-6 Site-initiation meeting Team_members elEErD * Communication skill improvement of
meeting .
clinical leader
- * Annotated CRF
2-1 Uil Qata Investigator input data to eCRF Data entry error « Training for investigator
processing o
* Frequent monitoring
2-2 Investigator input data to eCRF Egng?:gy L e Training for investigator and co-worker(s)
. . . . R - Data center
2-3 Investigator input data to eCRF Data alteration by unauthorized access Confirmation of supplier’s QMS orovider
Automatic edit checking during data entry via " -
24 computer program Computer programming error Program validation
Data transfer from eCRF database serverto  Transfer failure because of computer -
e central server at Sponsor programming error BB
] Data checking by data manager with Checking mistake because of computer -
&9 computer program programming error AL IR
2-1 Data checking by data manager manually Checking mistake by data manager Skill improvement of data manager
: —_— Discrepancy unsolved because of wrong « Skill improvement of CRA
& S ST AT procedures  Manager to supervise CRA's operation
Data acquisition Lab test results report delivered to Test results with mistake because of central ~  * Reporting system maintenance
il o s - - Central lab
from central lab investigator |ab system error « Confirmation of supplier’s QMS
Investigator input comments of lab data * Annotated CRF
= to eCRF LIRS « Source document verification by CRA
33 Investigator input comments of lab data Data gntry by unauthorized access or identity Training for investgator and co-worker(s
to eCRF spoofing
34 Investigator input commens ofab data Data alteration by unauthorized access High security
to eCRF
Lab test results to be downloaded fromlab ~ Download failure because of computer -
35 . Program validation
server to sponsor server programming error
36 Lab test results to be downloaded from lab Operation mistake Training for operator
server to sponsor server
Pauent-re!a_tgd Patients input relevant data electronically N . :
41  dataacquisition . Operation mistake Training for patient
. to ePRO device
via ePRO
Date transfer from ePRO device to Transfer failure because of computer * Program validation €PRO device
4-2 ) ) S - )
third-party server programming error « Confirmation of supplier’s QMS provider
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(continued) Table A: Case study of risk assessment: possible errors, risks, and mitigation measures in clinical data management processes

. Possible error and risk Mitigation measure(s Supplier*

Date transfer from third-party server to Transfer failure because of computer * Program validation Data center
Sponsor server programming error « Confirmation of supplier’s QMS provider
Bl * Program validation
processed to Dataset for statistical analysis generated by ~  Dataset generation failure because of o .
5-1 o . . « Training and skill improvement of
clinical study report ~ data manager with computer program computer programming error -
- clinical programmer
and M5 dossier
Statistical analysis results, subjects list, - L * Program validation
) Statistical analysis failure because of he .
52 tables, and figures to be generated by . « Training and skill improvement of
Y computer programming error -
statistician with computer program clinical programmer
5-3 Clinical study report preparation Documentation error Double-checking
54 M5 dossier preparation based on clinical Publication error Double-<hecking
study report
6-1 Techmcal Data backup or server mirroring Backup failure because of technical error Confirmation of supplier’s QMS Data. center
maintenance provider

*Relevant supplier is indicated i applicable ** Supplier's QMS may be confirmed during supplier assessment
eCRF: electronic case report form QMS: quality management system CRA: clinical research associate PRO: patient reported outcome

forexample, isthatinthe future investigators could use a database
investigation to conduct a clinical “trial” and generate evidence
without patients’ consent or participation. [16-18]

Obviously itisimportant for researchersto utilize awell-organized
and reliable medical database. The National Cancer Institute’s SEER
(Surveillance, Epidemiology, and End Results) program, for example, is
a source for cancer statistics in the United States that has generated
many successful studies. Database study with real-world data is quite
new and likely to increase in the future.

The General Data Protection Regulation (GDPR) [19] focuses on pa-
tient information handling and anonymization in the EU. It became
e [ectivein May 2018, butanonymization ruleshave notyetbeenclearly
de [ndd nor agreed globally. Under GCP, subjectidenti [cation codesare
commonly used for anonymization in clinical trial operations, but it is
unknownwhether thisissu [ciett under the GDPR.

CONCLUSION

We discussed and investigated the adaptation of clinical trial
management and system to the ICH E6 (R2) guideline. The ICH E6
(R2) guideline affects both clinical operation and clinical sys-
tems validation activities. We conducted a case study to assess
quality risks of clinical data management system and its opera-
tion. Training for clinical team members and operation proce-
dures review are important risk-reduction measures. A sponsor
may delegate some tasks related to clinical system to a supplier,
relevant risks can be mitigated via ensuring the supplier’s QMS.
The supplier’s QMS should be con [rrhed through supplier assess-
ment beforehand. @

Acknowledgment
We appreciate the kind support of the ISPE Japan A Lliale o Lcets.

References

1. International Conference on Harmonisation of Technical Requirements for Registration of
Pharmaceuticals for Human Use. ICH Harmonized Tripartite Guideline. “Guideline for Good
Clinical Practice: E6(R1).” 10 July 1996. http://academy.gmp-compliance.org/guidemgr/files/
E6_R1_GUIDELINE.PDF

2. International Council for Harmonisation of Technical Requirements for Registration of
Pharmaceuticals for Human Use. ICH Harmonized Guideline. “Integrated Addendum to ICH
E6(R1): Guideline for Good Clinical Practice: E6(R2).” 9 November 2016. https://www.ich.org/
fileadmin/Public_Web_Site/ICH_Products/Guidelines/E Lcady/E6/E6_R2__Step_4 2016 _1109.
pdf

3. International Conference on Harmonisation of Technical Requirements for Registration
of Pharmaceuticals for Human Use. “Quality Risk Management: Q9.” 9 November 2005.
http:/lwww.ich.org/fileadmin/Public_Weh_Site/ICH_Products/Guidelines/Quality/Q9/Step4/
Q9_Guideline.pdf

4. Hatch, David. “Bowtie Analysis and Barrier-Based Risk Management.” Pharmaceutical
Engineering 38, no. 1 (January/February 2018): 53-58.

5. European Medicines Agency. “Reflection Paper onRisk Based Quality Management in Clinical
Trials.” EMA/269011/2013. 18 November 2013. http://www.ema.europa.eu/docs/en_GB/
document_library/Scientific_guideline/2013/11/WC500155491.pdf

6. USFoodand Drug Administration. Guidance for Industry. “Oversight of Clinical Investigations—A
Risk-Based Approach to Monitoring.” August 2013. https://www.fda.gov/downloads/Drugs/.../
Guidances/UCM269919.pdf

7. US Food and Drug Administration. “Use of Electronic Records and Electronic Signatures in
Clinical Investigations under 21 CFR Part 11— Questions and Answers.” Guidance for Industry.
Draft Guidance. June 2017. https://www.fda.gov/downloads/Drugs/GuidanceComplianceReg-
ulatoryInformation/Guidances/UCM563785.pdf

8. International Society for Pharmaceutical Engineering. GAMP 5: A Risk-Based Approach to
Compliant GxP Computerized Systems. February 2008.

9. Wakabayashi, Y., T. Sugimoto, K. Ikai, et al., “Computerized System Validation on Clinical
Systems.” In Japanese. Pharm Tech Japan 28 (2012): 49-55.

10. International Society for Pharmaceutical Engineering. GAMP Good Practice Guide: Validation
and Compliance of Computerized GCP Systems and Data. December 2017.

11. Wakabayashi, Y., H. Matsui, K. Ikai, et al., “Developing a Practical Method for Validation of
Computerized Systems Integrated with Smart and/or Wearahle Devices for Regulatory Compliance
of Clinical Trials.” Therapeutic Innovation and Regulatory Science 51 (2017): 118-124. http://
journals.sagepub.com/doi/abs/10.1177/2168479016666585

January/February 2019 69



=0 \IWYB REGULATORY COMPLIANCE

Table B: Electronic data processing system and task allocation items to be included in sponsor SOPs

Task allocation

Item*
_ Cloud computing (SaaS) System on the premises

System setup

Service supplier
System installation Service supplier
System use Sponsor
System validation Sponsor

Functionality testing SEMIEET B

Data collection and handling Sponsor

System maintenance Service supplier
System security measures Sponsor

Change control Service supplier mainly
Data backup Service supplier mainly
Recovery Service supplier mainly
Contingency planning Sponsor
Decommissioning Service supplier mainly

* ltems are cited from ICH E6(R2) [2]

12. Longden, Heather. “Prepare for Regulatory Audits with Your Supplier.” Pharmaceutical
Engineering (November/December 2017), 46-49.

13. International Council on Harmonisation of Technical Requirements for Pharmaceuticals for
Human Use. ICHHarmonized Tripartite Guideline. “General Considerations for Clinical Trials:
E8.” 17 July 1997. http://www.ich.org/fileadmin/Public_Web_Site/ICH_Products/Guidelines/
E [cady/E8/Step4/E8 _Guideline.pdf

14. International Council for Harmonisation of Technical Requirements for Registration of Phar-
maceuticals for Human Use. “ICH Reflection on ‘GCP Renovation’: Modernization of ICHE8 and
Subsequent Renovation of ICHEG.” January 2017. http:/fwww.ich.org/fileadmin/Public_Web_Site/
ICH_Products/GCP_Renovation/ICH_Reflection_paper GCP_Renovation_Jan_2017 Final.pdf

15. World Medical Association. “WMA Declaration of Helsinki — Ethical Principles for Medical
Research Involving Human Subjects.” 2013 revision. https://www.wma.net/policies-post/
wma-declaration-of-helsinki-ethical-principles-for-medical-research-involving-human-subjects/

16. BerryD. A., M. Elasho LS. Blotner, etal. “Creating a Synthetic Control Arm from Previous Clinical
Trials: Application to Establishing Early End Points as Indicators of Overall Survival in Acute Myeloid
Leukemia (AML).” Journal of Clinical Oncology 35, no. 15 suppl (20 May 2017): 7021-7021.

17. Cowey C. L., L. Mahnke, J. Espirito, et al. “Real-World Treatment Outcomes in Patients with
Metastatic Merkel Cell Carcinoma Treated with Chemotherapy in the USA.” Future Oncology
13, no. 19 (August 2017): 1699-1710.

18. Becker, J. C., E. Lorenz, S. Ugurel, et al. “Evaluation of Real-World Treatment Outcomes in
Patients with Distant Metastatic Merkel Cell Carcinoma Following Second-Line Chemotherapy
in Europe.” Oncotarget 8, no. 45 (July 2017): 79731-79741.

19. European Union. Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing of personal
dataand on the free movement of such data, and repealing Directive 95/46/EC (General Data
Protection Regulation). O [cial Journal of the European Union, 4 May 2016. https://eur-lex.
europa.eu/legal-content/EN/TXT/PDF/2uri=CELEX:32016R0679¢&from=EN

70 Pharmaceutical Engineering

Sponsor partially (only functions to be used in their business processes)

Sponsor
Sponsor
Sponsor

Sponsor

Sponsor

Sponsor
Sponsor
Sponsor
Sponsor
Sponsor
Sponsor
Sponsor

Sponsor

About the authors

Yumi Wakabayashi, MBA, is a lecturer at the Integrated Center for Advanced Medical Technol-
ogies, Kochi Medical School, Kochi University, Japan, where she researches clinical systems,
especially clinical data management systems. Ms. Wakabayashi investigates computerized
system validation by focusing on IT project management as well. She also provides regulatory
consultation for clinical trial management and system validation. Ms. Wakabayashi’s experience
spans more than 20 years in the life sciences industry, including clinical operation experience as
clinical development team leader, data manager, and business process analyst. She has beenan
ISPE member since 2002 and may be contacted at wakabayashiym@kochi-u.ac.jp.

Hitoshi Matsui, BS, is a Commissioner for CAC Croit, Tokyo, to support finding new business
opportunities, following a series of executive positions with the organization. Prior to joining
CAC Croit, Hitoshi has over 20 years’ experience in the pharmaceutical industry, with roles in
R&D information management and computerized system validation. Other experience includes
project steering/core team member, service manager for a center of excellence, and developing
atraining program. Hitoshi was a member of the ICH M8 Implementation/Expert Working Group
that developed eCTD. He has been an ISPE member since 2010.

Masahiro Hayashi, BS, isanindependent IT consultant, focusing on pharmaceutical R&D globally.
He holds a degree in chemistry from Kyushu University, and has over 35 years’ experience across
abroad set of life sciences and chemical consulting engagements as well as external consulting
and advisory services. He is a member of the CDISC Japan SDTM and CDASH user groups and the
GAMP CoP. He has been an ISPE member since 2009.

Kohiji Ikai, BS, a senior consultant for Azbil Corporation, has more than 25 years’ consultation
experience in the life sciences industry. He provides regulatory consultation for the pharmaceutical
and medical device industries. He has been an ISPE member since 2003.

Dr. Keiichi Yamamoto earned his PhD degree in clinical trial design and management from Kyoto
University. Currently associate professor and director of department of medical informatics at
Wakayama Medical University Hospital, Dr. Yamamoto conducts research on clinical research
methodology using electronic medical records. He has been an ISPE member since 2006.



INDEX

BWT Pharma & Biotech GmbH
CAl

COPA-DATA

CRB

Elettracqua Stl

Fluor Corporation

Greene Tweed & Company
Intelligen Inc.

Kneat Solutions

Sartorius

SPIRAX SARCO

Stilmas SpA

UBM Sinoexpo

UltraClean Electropolish

1BC

13

IFC

37

21

BC

29

CLASSIFIEDS

Architects, Engineers,
Constructors

CRB

7410 NW Tilany Springs
Pkwy. Suite 100

Kansas City, MO 64153 US
+1 816-880-9800

Business Services

UBM Sinoexpo

7/F, Cheng Kai International
Mansion

No. 335 Hong Qiao Road
Shanghai 200030 China
+86-21-33392533

Construction

Fluor Corporation

100 Fluor Daniel Drive
Greenville, SC 29607 US
+1 864-281-4400

Contract Services
Ultraclean Electropolish Inc.
1814 Sunny Dr.

Houston, TX 77093 US

+1 281-442-2208

Information Technology
COPA-DATA
Karolingerstrasse 7b
Salzburg, Austria 5020
+43 662 43 10 02-0

Kneat Solutions

Unit 7, Castletroy

Business Park

Plassey Park Rd., Newcastle
Limerick V94 KW28

Ireland

+353-61-203826

Process Machinery
and Equipment

Greene, Tweed & Company
2075 Detwiler Road
Kulpsville, PA 19443-0305
us

+1 215-256-9521

Processing and
Manufacturing

Sartorius Stedim Biotech
GmbH
August-Spindler-StraRe 11
37079 Gottingen
+0049-551-3080

Software Simulation and
Processing Systems
Intelligen, Inc.

2326 Morse Avenue
Scotch Plains, NJ 07076 US
+1 908-654-0088

Validation Services

CAl

652 N. Girls School Road
Indianapolis, IN 46214 US
+1 317-271-6082

Water/Steam Systems

BWT Pharma & Biotech Inc.
417-5 South Street
Marlborough, MA 01752 US
+1 508-485-4291

SPIRAX SARCO

Charlton House,
Cheltenham
Gloucestershire GL53 8ER
United Kingdom

+44 (0)1242 521361
Stilmas SpA

Viale delle Industrie, 14
20090 Settala Ml, Italy
+39 02 9508061

Water Treatment
and Purification
Elettracqua Srl
Via Adamoli 513
16165 Genoa, Italy
+39 010 8300014

Please see the ads for each of
our advertisers in this issue

JANUARY/FEBRUARY 2019 71



infographic

JSYK: JUST SO YOU KNOW

Info from this issue

0 entage fFDAW ning Letters that cite
0 dt integrity issues, 2017—Q1 2018

DATA 0 0 0h—27K0
NTEGRITY oS00, DIEaoh,

laboratory records cost a company, on average?

PROJECTED ISPE
208-2020CAGR

Sub-Saharan pharmaceutical market

Revenue growth since 2009

Global pharmaceutical market 2018 ISPE Foundation donations

2018 ISPE ANNUAL PATIENTS
MEETING &EXPO

i €& ao@
2,458 31

me yfthwld425m|l dbts
red treatment outcomes

Attendees @ Countries



ZEeNolr

Get rid of paper, move to secure electronic
records — Data Integrity made easy

zenon is your software for automated audit-trails,

reporting and more.

» FDA Part 11 compliance and Data Integrity out-of-the-box
» Complete, consistent and accurate data acquisition

» Easy connection to running systems

www.copadata.com/pharmaceutical ‘

Gold
Microsoft Partner ﬂ Zenon

by COPA-DATA



OUR NEW MS 10 SERIES
IS WELCOME

The treating machine with high flow rate of 20 tons and over, less than 15 minutes to be operational,
supplying water of the highest quality standards and the lowest consumption.
Stilmas has top innovation secrets to disclose. www.stilmas.com

STILMAS

MASCO GROUP

(\ multi-consult.it



