PHARMACEUTICAL . .
N ENGINEERING -

" IT Services: Applying Good -
IT Practice and Automation <

Bést Practices for Deploying
Real-World Evidence Solutions
: . & |sPE.

Happy 30th Anniversary to the
GAMP® Community of Practice! ISPE.org/pharmaceu tical-en gineering



Introducing Cellana

Solutions for Cell and Gene Processes
Advanced Therapy Medicinal Products (ATMPs)

Rapid Modularity with Cellana-M
Configure your isolator to your process...

—> Customizable chamber sizes

— Centrifuge and Incubator Integration

—> Rapid transfer technologies ——

Ultimate Flexibility with Cellana-L
More advanced features and performance...
All capabilities of Cellana-M and more!
Plug and Play Modular Chambers
Re-configure process with easy swap-out
of exchangeable L-flange
Upstream, Downstream and Aseptic Filling
in single, dual or multi-chambers

SKAN US is based in Raleigh, NC
We offer exceptional local customer
service and support.

SKAN Academy: seminars and training For more information call
US-based service organization

24/7 : SKAN US today at:
emergency service support .
US-based automation support +1 919 354 6380 or email:

Spare parts inventory in Raleigh, NC sales@us.skan.ch
SKAN Bls and micro lab

SKAN US, Inc.

7409 ACC Blvd., Suite 200
Raleigh, NC 27617

USA

Obeq0)
=

SKAN AG
Binningerstrasse 116
4123 Allschwil
Switzerland




Delivering Solutions to Better Serve Your Patients
Engineering, Procurement, Construction and CQV Services
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For decades, Fluor has designed and built X . "
various types of bulk pharmaceutical ’
facilities, employing batch, semi-continuous -

and continuous operations. We offer the 1 ' N
pharmaceutical industry agility and robustness J |
through expertise in process design and '

providing innovative solutions.

www.fluor.com e

© 2021 Fluor Corporation. All rights reserved.
Fluor is a registered service mark of Fluor Corporation.
® ADGV205921



Slatexpace A CRB solution

Actively adapt
your modalities

A solution for a flexible future, from the CRB team
with an extraordinary history.
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14 IT SERVICES: APPLYING GOOD . __4
IT PRACTICE AND AUTOMATION

This article focuses on pragmatic quality- and risk-based approaches to IT infrastructure. It
covers recommendations made by a US FDA /industry team linked to the US FDA Center for
Devices and Radiological Health (CDRH) Case for Quality initiative—which is promoting a risk-
based, product quality, and patient-centric approach to computerized systems assurance—as
well as the GAMP® reexamination of approaches to IT infrastructure control and compliance.

18 BEST PRACTICES FOR DEPLOYING
REAL-WORLD EVIDENCE SOLUTIONS

Real-world evidence (RWE) is clinical evidence regarding the usage and potential benefits or
risks of a medical product derived from analysis of real-world data (RWD) relating to patient
health status and the healthcare delivery. RWE helps healthcare companies better understand
and establish stronger evidence of products’ performance, clinical value, and cost-effectiveness
outside the controlled environment of clinical trials. Outcome-based studies are increasingly
depending on RWD and RWE to speed up drug development and approvals, and ultimately
reduce development costs.

25 HAPPY 30TH ANNIVERSARY TO
THE GAMP® COMMUNITY OF PRACTICE!

In 2021, the ISPE GAMP® Community of Practice (CoP) is celebrating 30 years of promoting
industry good practice for computerized systems and encouraging technical innovation and
progress, while protecting patient safety, product quality, and data integrity.

ON THE COVER Abstract art depicts the intricate array of systems that compose the GAMP® Community of Practice.
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Collaborate with us;
we’ll do the rest.

Simplify your project delivery with one point-of-contact managing
a diverse supply chain and providing technical expertise for your
collaborative, single-source solution.

IPS provides Engineering, Procurement, Construction Management,

and Validation (EPCMYV) services with one team. We have the expertise,
community of partners, and transparency you need for the rapid delivery of
complex projects with tight deadlines and costs from start to finish on your
life sciences capital projects.

@
Knowledge, Skill & Passion www.ipsdb.com _'p_s
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Execution Systems

Cloud computing can be described as networked access and utilization of configurable computing resources such

as data and information storage, processing capabilities, applications, and other services on computerized systems
provided and/or maintained by a remote organization. As life sciences companies consider the advantages and costs
of utilizing cloud services, they first need to invest resources to understand the cloud-based model and implications for
applying it in design or migration of the manufacturing execution systems (MES) domain.

A Beginner's Guide to IT System Inspection Readiness

This article provides a beginner’s overview of how organizations can achieve a state of preparedness (readiness) for

inspections, with a specific focus on IT systems.

Data Science for Pharma 4.0™, Drug Development,

and Production—Part 2

This second of a two-part series explores digital transformation and digitalization in the biopharmaceutical industry
with information about how data science enables digitalization along the product life cycle. (Part 1 was published in the

March-April 2021issue of Pharmaceutical Engineering.)
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55 ANALYZING SYSTEM PERFORMANCE THROUGH
PROCESS INSTRUMENTATION DATA

What i the reliability of a system could be improved by
accessing the standard data provided with modern process
instrumentation? These data, accessed from existing
instrumentation, can be used to analyze the fitness of processes,
equipment, and instruments; better understand processes;
support discrepancy investigations; and provide a data-driven
basis for the timing of maintenance and calibration. This article
covers a few particularly illustrative examples in detail.

60 MASTER SOIL SELECTION FOR CLEANING
VALIDATION OF PARTS WASHERS

One of the goals of the cleaning validation design phase is to
define critical process parameters (inputs) and acceptance
criteria (outputs) of the cleaning process. This article explores
the selection of a master soil as part of the cleaning validation
design phase for automated parts washers. The selection and
qualification of a master soil through laboratory testing and
during factory acceptance testing (FAT) can be leveraged during
onsite qualification to reduce the time and cost of cleaning
validation processes.
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Pharmaceutical steam trap
from Spirax Sarco
FDA compliant, fully certified

The Spirax Sarco BT6-B is a high specification sanitary balanced pressure thermostatic steam trap that
minimises contamination when steam is in direct contact with pharmaceutical product. Its unique design
with certifications and approvals, ensures the BT6-B is economical and exceeds the capabilities of
other models currently available on the market.

The only one in the market fully certified

* ‘Gold Standard’ EN10204 3.1 Certification, across all wetted parts.
* FDA and USP compliant.

» Full material traceability 3.1, including all wetted parts.
+ Surface finish certificate available.

* Assembled and packed in ISO Class 7 clean room.

Contact your local Spirax Sarco representative to learn more about the BT6-B.
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Signs of the
Times

Joanne R. Barrick, RPh

| used to think “home detention” was no punishment at all,
but this last year has dramatically changed my thinking.
Despite working from home for over a year, my house is a
wreck! Like many of you, | feel busier than ever, despite not
traveling and not driving to and from work. Disruption used to
be rare and now it is common: having to adapt to new ways
of doing most everything, like buying groceries, seeing a
doctor, collaborating on work projects, teaching classes, and
socializing.

ata accuracy and security are two areas impacted by the disruptions we are

experiencing. Recently, Ireceived three personal databreach securityalertsin

oneday. Ireceive numerous phone calls telling meIowe money to the IRS, that

myloan hasbeenapproved, thereis suspicious activity on my credit cards, and
even an email telling me $5,000 gaming systems have been purchased through my
Amazon account. These events reinforce the importance of two of the many facets of
our ISPE GAMP® initiatives.

CELEBRATING GAMP

We are proud that the ISPE GAMP Community of Practice (CoP) celebrates its
3o0th anniversary this year. The CoP now has 4,626 members, making it the third
largest ISPE CoP. Throughout its 30 years, GAMP has strived to disseminate knowl-
edge and guidance that supports a pragmatic, patient-centric approach to computer-
ized system quality. GAMP has significantly benefited industry by driving a risk-
based response to quality and regulatory requirements. The GAMP CoP has global
representation from all corners of Europe to North America, Brazil, Japan, India,
AsiaPacific, and most recently, Turkey.

GAMP has a philosophy of enabling innovation by adopting modern practices
and advanced automation and applying critical thinking thatin turn enhances oper-
ational performance and quality throughout the product life cycle. Through an ex-
tensive range of Special Interest Groups (SIGs), GAMP s currently addressing the use
of Agile development frameworks, artificial intelligence, alignment with the USFDA
CDRH Case for Quality, blockchain use cases, data integrity, and many other exciting
avenues that will benefit the global life sciences sector.

We make decisions impacting patients every day based on data, and if the data
isn't accurate, neither are our decisions. GAMP publishes invaluable guidances, and
GAMP-based training classes continue to be some of ISPE’'s most popular offerings.
My sincere appreciation and congratulations go to Heather Watson, GSK, Global
Chair of the CoP, and the entire GAMP Steering Committee and organization for
continually outstanding work over 30 years.
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Need Smart Solutions

We're helping our clients unlock new
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Combining our teams' expertise and
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technology and operational efficiency,
we're providing bold solutions to their
biggest challenges.

Contact us to build a better tomorrow.
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inoO ¥ f O vacobs

Challenging today.
Reinventing tomorrow.



MESSAGE FROM THE CHAIR

COLLABORATION CONTINUES

Another sign of the times is that we continue to see unprecedented
collaboration in the pharma industry between companies, regula-
tors, academics, and supply chain. I recently saw an announce-
ment from two companies that are combining their independently
developed monoclonal antibodies (mAbs) into one product in an
effort to provide a more effective treatment for COVID-19 and com-
batvirusvariants.Iam soinspired and proud of the way our indus-
try has quickly worked together toward ending the threat posed by
this terrible disease.

Effective collaboration is also exhibited by our ISPE Chapters
and Affiliates. In recent Regional Council meetings, I was amazed
at the level of openness in sharing lessons learned, topics of inter-
est, and invitations to attend each other’s events. Here are justa
few notable achievements/activities:
= Offerings for students and Emerging Leaders, such as hacka-

thons, are expanding at several Chapters and Affiliates. This

is a great step toward attracting young and diverse talent to
our industry at a time when public awareness of the value of
our industry may be at an all-time high.

= Qur France Affiliate has held an event focused on distance
assessment and several GAMP workshops.

= QOur new Eurasia Affiliate recently held an event with over
1,000 participants.

= The Asia-Pacific Region (APAC) has established an Action
Trackerand collaboration website, demonstrating impressive
flexibility and adaptability.

= Many Chaptersand Affiliates have their own CoPs and Women
in Pharma® (WIP) activities.

= TheJapan Affiliate hasinvited those in APAC to attend the first
day of their annual meeting in May, which will be presented
in English.

= The Boston Chapter has started a diversity and inclusion
initiative.

I'd alsolike to highlight one of our newest opportunities for collab-
oration: the Virology SIG. Ianticipate there will be very significant
interest, and I am looking forward to learning more.

It won't be much longer until we are all out of “home deten-
tion,” and I look forward to collaborating and celebrating face to
face with many of you at future ISPE events. In the meantime, stay
safel @

Joanne R. Barrick, RPh, is Advisor, Global Validation, Technical Services/Manufacturing Science,
at Eli Lilly and Company, and the 20202021 Chair of the ISPE International Board of Directors.
She has been an ISPE member since 1998.

Discounted Combination Package Available! Register at: ISPE.org/APAC21

2021 ISPE

& ISPE.

Asia Pacific Pharmaceutical
Manufacturing Conference

Sustainable Implementation of Quality Risk Management

Virtual Conference 17-18 June | Regulatory Summit 16 June 2021

The global pharmaceutical industry continues to face unexpected challenges
resulting from the world’s pandemic, no more intensely than in the Asia Pacific
region. Interactive case studies and expert presentations will focus on practical
application of quality risk management in manufacturing operations.

Topic Areas
* Changing Regulatory Processes
» Full Transparency with Regulatory Agencies
» Comprehensive Responses to Regulatory Actions
« CMO/CDMO Relationships, Management, and Quality
» Out-of-Specification Investigations/Assessments
* Quality and Manufacturing Data
* Cross Contamination Controls
* Aseptic Processing Controls
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Intelligen Suite®

The Market-Leading Engineering Suite for Modeling, Evaluation,
Scheduling, and Debottlenecking of Multi-Product Facilities
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Easy production tracking, conflict Tracking demand for resources Managing inventories for input,
resolution and rescheduling (e.g., labor, materials, utilities, etc.) intermediate, and output materials

SuperPro Designer is a comprehensive process simulator that facilitates modeling, cost analysis, debottlenecking, cycle
time reduction, and environmental impact assessment of integrated biochemical, bio-fuel, fine chemical, pharmaceutical
(bulk & fine), food, consumer product, mineral processing, water purification, wastewater treatment, and related processes.
Its development was initiated at the Massachusetts Institute of Technology (MIT). SuperPro is already in use at more than
500 companies and 900 universities around the globe (including 18 of the top 20 pharmaceutical companies and 9 of the top
10 biopharmaceutical companies).

SchedulePro is a versatile production planning, scheduling, and resource management tool. It generates feasible
production schedules for multi-product facilities that do not violate constraints related to the limited availability of equipment,
labor, utilities, and inventories of materials. It can be used in conjunction with SuperPro (by importing its recipes) or
independently (by creating recipes directly in SchedulePro). Any industry that manufactures multiple products by sharing
production lines and resources can benefit from the use of SchedulePro. Engineering companies use it as a modeling tool to
size shared utilities, determine equipment requirements, reduce cycle times, and debottleneck facilities.

Visit our website to download detailed product literature and
functional evaluation versions of our tools

INTELLIGEN, INC. ¢ 2326 Morse Avenue e Scotch Plains, NJ 07076 ¢ USA
Tel: (908) 654-0088 o Fax: (908) 654-3866

Email: info@intelligen.com e Website: www.intelligen.com
Intelligen also has offices in Europe and representatives in countries around the world



WOMEN IN PHARMA® EDITORIAL SRR

Vivianne Arencibia

This year’s Women in Pharma® (WIP) theme
of “Fueling the Fire” harnesses the energy
and passion that drive women to achieve
career advancement, personal growth, and
satisfaction. The 3 March webinar focused

on the Diversity & Inclusion theme, where we
discussed what we as leaders can do to drive
greater diversity of thought and minimize the
unconscious biases that limit organizations,
teams, and individual growth.

eflecting on my own career, the question was not how one
can call out “group think,” but rather how to be credibly
perceived as providing a viable alternative approach and
when/how to speak up when feeling “shut down.”

SPEAKING UP

Ilearnedthat “just speaking up” effectively required a great deal of
preparation and active listening to focus the argument and bring
the audience along. As a young leader, I knew I had good points,
creative ideas, and a lot of energy to bring forward a different per-
spective. However, to be able to influence and bring about change,
Ineeded to understand the organizational culture, the history, the
interests of my peers, and the drivers that prevented change. I
needed to become part of the team and learn to ask questions that
would prompt further dialogue. It is a life lesson, which I continue
to practice with clients, peers, associates, and mentees.

Webinar participants wanted to know how to let leaders know
that they do not allow diverse contributions; how and when it is
appropriate to speak up; and how to be viewed as a valued contrib-
utor. I offer the following lessons learned.

Understand the perspectives of others, even if you don’t
agree. Prepare, listen, and don't make assumptions about why
something will or will not work. The best solutions usually encom-
pass multiple perspectives and contributions.

10 PHARMACEUTICAL ENGINEERING

FUELING THE FIRE:

Learning to “Just Speak Up”

Assume good will. Don't assume that you are being blocked
because you offer a different perspective. Many biases are uninten-
tional, so simply state that you would like the team to consider
another perspective that will build on the discussion or the
solution.

Don’t give up. You won't always be successful. Your ideas may
be further developed to a different outcome. You will be assessed
by your ability to contribute collaboratively and respond profes-
sionally, even when you disagree. Ask yourselfif you can supporta
decision and not fixate on whether or not the decision or approach
isviable because it is different than what you wanted to propose or
did propose.

Don't be afraid to ask for feedback or an additional opportu-
nity to be heard. If you feel you were not given an opportunity to
contribute, speak to the team leader or manager after the meeting
and let them know that you have researched a different perspec-
tive and would have liked an opportunity to contribute. This
serves to help you understand how you can approach a future
engagement, and allows the leader to recognize that he or she
playsarolein ensuring that all team contributions are valued and
diversity of thought is leveraged for the best outcome.

Treat others as you would like to be treated. As a team
member, when you see someone being excluded, speak up and say,
that “X has not had a chance to provide input,” or “I was speaking
to X,andIthink she hasaninteresting perspective.” Open the door
for others to speak, and support and validate everyone's
contribution.

WIP wants to continue to bring these and other discussions
forward to help women in our industry work through workplace
and personal challenges, whether real or self-imposed, to become
our most effective, healthy, and satisfied selves. I invite you to join
our community if you have not done so, get involved, and add your
“fuel to the fire.” Together we can bring change! &

Vivianne Arencibia is President and Owner of Arencibia Quality and Compliance Associates, LLC,
and Cochair of the ISPE Women in Pharma® Steering Committee. She has been an ISPE member
since 1991 and is a member of the ISPE International Board of Directors.
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GING LEADERS EDITORIAL ESHESEEE

John Clarke

2020 was a year for finding new ways of
working for the entire ISPE Emerging Leaders
(EL) community. In February, ELs stepped up
the challenge by holding the first fully virtual
International Hackathon. With over 22 countries
represented, the Hackathon required the
participants to consider real-life challenges
with working remotely and across time zones.
Innovation was key to generate solutions to the
problem statement provided by Bayer.

he event was planned by a task team of EL members from

European Union and North American Affiliates and

Chapters, along with colleagues from Bayer. At times, the

organization of the event wasaHackathoninitself, requiring
weekly calls and brainstorming sessions.

REAL-WORLD CHALLENGES

The Hackathon problem required the participants to work to
deliver a solution for a fictional company, Pharmaceutical
Universal Exports, a contract manufacturing organization for
several pharmaceutical and consumer care companies. The teams
were requested to expand their sites to find lean solutions without
overengineering their digital journey.

The solution required transforming paper-based documenta-
tioninto a digital and readable format. The solution had to innovate
to avoid the retrospective digitalization of paper-based documenta-
tion and ensure (a) real-time availability of data; (b) manual pro-
cesses were avoided; and (c) the solution allowed for simultaneous
recording in paper and digital formats.

Each team was assigned two coaches to support and mentor them
through the workshop. The coaches are industry leaders who volun-
teered to check in with the teams at each milestone and used their
expertise to promote innovative and creative approaches to the prob-
lem. The event would not have been possible had it not been for the
support and engagement provided by the coaches throughout.

VIRTUAL HACKATHON

The Hackathon ran four weeks. The first week allowed the newly
formed teams a chance to establish a schedule for the workshop,

12 PHARMACGEUTICAL ENGINEERING

A Winning

VIRTUAL HACKATHON

assign roles, and do some preliminary research on the problem
statement. Week 2 was for incubation and development of the
solutions, and week 3 was devoted to maturation of the proposal
and generation of a video presentation for judging. Each team
submitted a15-minute video presentation, and it was apparent that
the format supported the teams in pushing the boundaries of their
creativity to present an optimal solution to the problem.

The virtual format of the Hackathon allowed a different
approach from past ISPE EL Hackathons, especially when it came to
the judging. A panel of eight judges with representatives from the
ISPE International Board of Directors and Bayer assessed and scored
submissions from each team in a preliminaryjudging round.

The fourth week culminated in a Grand Finale, where the two
finalist teams presented their solutions live to the panel of judges.
The Digi-Engineers and Optimus Prime teams were the finalists,
and these teams blew everyone away with the quality and creativ-
ity of their solutions. The Digi-Engineers were ultimately named
the winners.

THE WINNING SOLUTION

The Digi-Engineers successfully identified a system innovation
solution, Digitalization, a single-user interface that provides
automation, advanced analytics, and continuous process verifica-
tion (CPV). Real-time collaboration, interactive dashboards and
reports, automation, advanced analytics, and CPV equal increased
productivity and profitability in the solution.

The Digi-Engineers team was Prudence Edwards, Pablo
Benitez, Giuseppina Elena Dragonetti, Stephan Huelber,
Domiziana Piili, Nadin Osman, Andrew Svetozarov, and Andrea
Tanzini. The coaches were Stuart Hall and Jean-Francois Duliere.

Team Lemniscate was recognized for the Best Video
Presentation. Team members were Moneem Ahmed, Veneshia
Alison, Teri Del Rosario, G. P. Wahyunanda, Joanne Patricia, Firena
Setyanti, Charlotte Gallardo, Tania Hamdhani, and Fenny Mulyo.
The coaches were Jesus del Valle Rosales and Cy Rodriguez.

Congratulations to the Digi-Engineers and all the teams who
took part in this year’s Hackathon. Their engagement and effort
really showed in the solutions presented! &

John Clarke is a Process Lead with Pfizer in Dublin, Ireland, and the 2020-2021ISPE
International Emerging Leaders Chair. He has been an ISPE member since 2014.
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T SERVIGES:

Applying Good IT Practice

and Automation

By Christopher John Reid and Sién Wyn

This article focuses on pragmatic quality- and
risk-based approaches to IT infrastructure. It
covers recommendations made by a US FDA/
industry team linked to the US FDA Center for
Devices and Radiological Health (CDRH) Case
for Quality initiative [1]—which is promoting

a risk-based, product quality, and patient-
centric approach to computerized systems
assurance—as well as the GAMP® reexamination
of approaches to IT infrastructure control and
compliance.

he ISPE GAMP® Good Practice Guide: IT Infrastructure Control
and Compliance [2] defines typical IT infrastructure compo-
nents and processes that form the IT quality management
system (Figure 1).

Traditionally, IT infrastructure qualification practices have
been employed to ensure that IT infrastructure is appropriately
specified, designed, configured, and deployed. Now, advancesinIT
practices, service models, service management tools, and automa-
tion provide an opportunity to establish and maintain the quali-
fied state of IT infrastructure in a robust and efficient manner that
minimizes the risk of IT infrastructure failure affecting regulated
business applications and data.

EMBRACING INFRASTRUCTURE AUTOMATION

Asreportedinapaneldiscussion, “FDA and Industry Collaboration
on Computer Software Assurance (CSA)” [3], at the Institute of
Validation Technology’s 20th annual Computer and IT Systems
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Validation conference, 23 April 2019, the FDA and industry team's

recommendations are to:

= Embrace automation in the management of IT infrastructure

= Useelectronic means rather than paper documentation

= Leverage continuous data and information for monitoring
and assurance

This approach improves quality and process control while lower-
ing quality, security, and integrity risks.

The team reported case studies on replacing manual, paper-
based, and error-prone test evidence and specification mainte-
nance with an automated, error-free approach based on standard
tools. In these case studies, the time savings were ten-fold (i.e., the
automated approach takes only a tenth of the time of the manual
method).

RISK PROFILE OF IT INFRASTRUCTURE

The primary risks resulting from a failure of an IT infrastructure
environment relate to:

= Data protection and data integrity

= Business application availability and performance

IT infrastructure architectures incorporate widely used industry
standard components (GAMP® Category 1 hardware and software)
that typically include error detection and self-correction features,
leading to a low failure rate and a high probability of threat and
error detection.

Threats to the IT Infrastructure environment largely come
from cyberattacks, unauthorized access, system and component
failure, or inadequate resource provisioning (storage capacity,
processing capacity). Theserisks are continuous, and itis therefore
imperative that the currency of IT infrastructure controls is



Figure 1: The IT infrastructure provides a controlled environment within which business applications operate in support of regulated

business processes. (DBMS = database management system.)

+ Entenprise Resource Planming|
= Laheratory bnformation
+ Training Trackes

maintained (e.g., through security patching) and monitoring is in
place to provide early detection of any threat. IT infrastructure
designincorporates a high degree of resilience that mitigates both
single-point and complete failure.

Further, IT infrastructure supports business applications that
hold, process, and transmit regulated records. The completeness
and accuracy of these regulated records are largely governed by the
business processes supported by these business applications. IT
infrastructureisasecure platform that hosts these applications and
data and does not directly impact regulated records. This ensures
that the risk to patient safety, product quality, and regulated data
integrity resulting from an IT Infrastructure failure is low.

IT infrastructure also supports nonregulated business appli-
cations and data. Therefore, the IT infrastructure cannot effec-
tively be partitioned into GxP and non-GxP. As such, common IT
practices and controls are used to manage IT infrastructure sup-
porting both GxP and non-GxP operations.

Industry-standard IT management practices, electronic service
management tools, modern IT service models, automation, and
continuous monitoring are essential for ensuring the performance,
security, and integrity of the IT infrastructure environment.

IT QUALITY MANAGEMENT SYSTEM

An IT quality management system based on well-established,
cross-industry IT governance standards such as IT Infrastructure
Library (ITIL) [4] is essential to the effective management of the IT
infrastructure environment. The IT quality management system

Infrastructure Systems

establishes robust processes, technologies, and subject matter
expertise to effectively manage the IT infrastructure environment
in accordance with risk. Further, such IT quality management
systems use metric-driven continuous improvements to enhance
IT controls maturity. Examples of IT practices include the
following.
=  General management practices:

= Strategy management

= Portfolio management

= Architecture management

=  Workforce and talent management

=  Continual improvement

= Measurement and reporting

= Riskmanagement

= Information security management

=  Knowledge management

=  Organizational change management

= Project management

= Relationship management

= Supplier management

= Service management practices:
= Business analysis
= Service catalog management
= Service design
= Service level management
= Availability management
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Figure 2: Relationship between product life-cycle quality system and IT quality system.

GxP process layer
Supported by GxP systems — CAPA, GxP deviation management, GxP
change management

Detailed technical
changes spawned by
higher-level changes
or CAPAs

Escalated problems,
trends, systemic errors

IT process layer
Following ITIL. Supported by GAMP Category 1 IT Infrastructure tools —
IT incident management, IT change management, CMDB

= Capacity and performance management
= Service continuity management

= Monitoring and event management
= Service desk

= Incident management

= Service request management

= Problem management

= Release management

= Change management

= Servicevalidation and testing

= Service configuration management
= JT asset management

= Technical management practices:
= Deployment management
= Infrastructure and platform management
= Software development and management

These IT practices are consistent with the expectations of the ISPE
GAMP® Good Practice Guide: IT Infrastructure Control and Compliance [2].

Service Management Tools

Electronic service management tools that incorporate configura-
tion management databases (CMDBs) and electronic workflows
supporting change management, configuration management,
and incident and problem management are integral to the IT
quality management system.

The CMDB supports effective management of the configuration
status of IT infrastructure components and business applications.
Electronic workflows ensure adherence to processes and collabora-
tion of IT subject matter experts across global organizations.

IT Qualification vs. IT Quality Management

Traditional qualification activities can be integrated into the IT
quality management system and service management tools,
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avoiding the need for one-off protocols and paper records manage-
ment. For example, if we consider a backup service, work instruc-
tions can be created within the service management tool to define
how a new server or storage device is added to the backup solution.
Backup scheduling is configured within the backup tool to ensure
backups are scheduled at the right frequency. Alerts are config-
ured to automatically notify of failures. Evidence of backup logs
andbackuprestoration testscanbe capturedinasecurerepository.
This can all be achieved without the need to create and execute
standalone protocols. In essence, the backup deployment, configu-
ration, and monitoring become part of the operational processes of
the IT quality management system.

Product Quality Management vs. IT Quality
Management

There are fundamental differences between the quality manage-
ment system directly supporting the regulated product life cycle,
and the IT quality management system supporting information
technology and infrastructure.

Quality management systems supporting the product life
cycle include risk management processes such as deviation man-
agement, corrective and preventive action (CAPA), and change
management. The processes engage business and quality assur-
ance subject matter experts to effectively evaluate and manage
risks impacting patient safety and product quality.

Similar processes are included in the IT quality management
system, but they are focused on IT risks relating to availability,
performance, and information security. These processes include
incident and problem management and change management that
engage IT subject matter experts in the evaluation and manage-
ment of IT risks.

Interfaces may be established between the IT quality manage-
ment system and the product life-cycle quality management sys-
tem (Figure 2) to hand off potential risks relating to patient safety
and product quality. For example, an IT incident may potentially



impact GxP data (e.g., data loss or corruption). Such incidents
should be communicated to business and quality assurance func-
tions so that the business and regulatory impacts can be assessed
and mitigated. The CMDB will support IT in identifying IT inci-
dents that could potentially impact GxP.

ITINFRASTRUCTURE LIFE CYGLE AND AUTOMATION

The IT infrastructure life cycle comprises:
= Resource provisioning

= Configuration management

=  Monitoring

= Compliance

= Optimization

Resource provisioning utilizes Infrastructure as Code (IaC)
and virtual machine templates to provision new servers and ser-
vices that are configured in accordance with IT standards.
Infrastructure code and templates are subject to version control
using code management tools. Changes to code and templates
are fully auditable in the event of an inadvertent or unauthorized
change.

Configuration management ensures that infrastructure code
and templates automatically provision a standard configuration.
Thus, code and templates can be verified once and used many
times when provisioning like resources.

Monitoring uses tools that monitor IT availability, performance,
incidents, and security vulnerabilities. Automated alerts are
directly sent to support teams to enable a timely response. Self-
correcting technologies allow for adjustments in configuration to
address performance and other issues. Security log monitoring
identifies and reports potential unauthorized access attempts.

Compliance is monitored to minimize the risk of deviation
from standard configurations. Environments are automatically
audited against configuration standards configurations, and
deviations are self-corrected following inadvertent or unauthor-
ized change.

Optimizationis enabled through metrics provided by monitor-
ing tools. IT infrastructure resources such as processing capacity,
storage capacity, database capacity, network routing, and load
balancing can be adjusted based on feedback to maintain system
availability and performance.

ITINFRASTRUCTURE MONITORING

Monitoring technologies provide real-time feedback on the status
of the IT infrastructure environment. Such monitoring includes,
butis notlimited to:

= Information security vulnerabilities

= IT environment availability

= Database performance

= Infrastructure component failure

= Network connectivity issues

= Application and platform errors

= Virtual environment performance

Machine learning is now being deployed to evaluate data sets
(events and logs) generated by monitoring tools. Data trends are
analyzed to predict potential IT infrastructure incidents and pro-
actively act to minimize the risk of IT infrastructure failures.

CONCLUSION

Historical IT infrastructure qualification processes based on
paper records can be inefficient. Such approaches often only
confirm the correct operation of the IT infrastructure at a point
in time and seldom provide assurance that IT controls continue
to operate effectively.

Advances in IT infrastructure service models, virtual technolo-
gies, automation, monitoring, and self-correction technologies have
led to significantimprovements in IT governance. Implementation of
anIT quality management system based on industry standards, elec-
tronic service management tools, and automation is fundamental to
managingIT risks.

GAMP Global Leadership strongly supports and endorses the
application of these approaches as an effective way of achieving
the controls principles defied in the ISPE GAMP® Good Practice
Guide: Infrastructure Control and Compliance [2]. (7
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BEST PRAGTICES

for Deploying Real-World

Evidence Solutions

By Frank Henrichmann and Oliver Herrmann

Real-world evidence (RWE) is clinical evidence
regarding the usage and potential benefits or
risks of a medical product derived from analysis

of real-world data (RWD) relating to patient

health status and the healthcare delivery [1].

RWE helps healthcare companies better
understand and establish stronger evidence of
products’ performance, clinical value, and cost-
effectiveness outside the controlled environment
of clinical trials. Outcome-based studies are
increasingly depending on RWD and RWE to
speed up drug development and approvals, and
ultimately reduce development costs.

urthermore, when derived from RWD such as medical data
generated in hospitals, RWE can provide additional insights
into epidemiology, compliance, and costs, and therefore can
help to satisfy therising demand for information from payers,
regulatorybodies, and healthcare providersregarding drug safety.
In September 2020, former US FDA Commissioner Scott Gottlieb,
MD, outlined RWE’s impact on the clinical development, regula-
tory decision-making, and postmarket data collection of COVID-19
vaccinesand treatments [2]. He noted that RWE provides flexibility
for postmarket safety and effectiveness data collection, supports
decision-making about patient care, is used to augment data sets
already being accrued, and enables substantial improvements in
the clinical care of COVID-19 patients in a relatively short period of
time.
The RWE market is expected to be worth $1.6 billion by 2024 [3],
and its value may possibly be greater than that due to effects from
the COVID-19 pandemic. RWE solutions are available for drug
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development and approvals, market access and reimbursement/
coverage decisions, clinical decision-making, medical device
development and approvals, and other applications of relevance in
thelife sciences industry.

But how exactly is RWE generated from RWD? Are there spe-
cific quality aspects to be considered in the validation of RWD and
the tools utilized to generate RWE used for regulated purposes?
And how can GAMP® principles be used to validate the compo-
nents and deliverables?

FROM RWD TO RWE

RWD are routinely collected from a variety of sources [4-6],

including:

= Electronic health records (EHRs) and electronic medical
records

= (Claimsandbilling data

=  Productand disease registries

= Patient-generated data, including in home-use settings

= Health-related apps and mobile devices

=  Health surveys

= Observational studies

= Social media

Studies/analyses conducted on RWD lead to RWE. Such studies
may complement the information collected and analyzed through
a traditional clinical trial [7]. For example, in 2018, blinatumomab
was approved for the indication minimal residual disease (MRD)-
positive acute lymphoblastic leukemia using data from a
single-arm clinical trial that included a historical comparison group
of retrospective data on patients collected from clinical sites [8].

CURRENT CHALLENGES

If RWEis used in aregulated context, the processes and tools used
to generate the RWE should be validated.



Operational challenges in RWE generation include feasibility,
governance, and sustainability issues. Among the key issues are
the complexities of accessing and using multiple data sources that
have different legal requirements for sharing data. Data anonymi-
zation is required to meet data privacy regulations, and efficient
and timely delivery of data must be ensured [9].

Technological challengesinclude differencesinterminologies,
data formats, quality, and content that exist across multiple data-
bases, leading to heterogeneous data. Heterogeneity may cause
significant problems when pooling multiple data sets from various
populations to explore diseases, events, or outcomes [9].

PROCESS OVERVIEW

Because RWE might be generated to answer a variety of questions,
ranging from non-GxP-relevant market research to GxP-relevant
clinical trial or pharmacovigilance support, the associated pro-
cesses must have adequate controls in place for GxP-relevant RWE
generation while at the same time enabling flexible and efficient
processing of all analysis requests. Examples of adequate control
may include validation/qualification of platforms and computer-
ized systems and independent double programming (multiple
programmers using the same specifications and raw data to assess
whether they achieve the same results) [10].

As the general process of generating RWE cannot be exclu-
sively associated with a single business process, it is essential to
establish a robust product and process understanding for each
project that generates RWE. The risks associated with the usage of
RWE within the GxP-regulated busines process are key to scaling
life-cycle activities as part of the life-cycle approach and defining
the required controls during the analysis. The general process of
generating RWE typically provides a framework and workflow to
ensure only qualified/validated tools are used and project-specific
risk assessments are performed.

The process to generate GxP-relevant RWE from RWD can
generallybe described in the following phases: analysis, build, and
execution and reporting.

Analysis Phase

During the analysis phase, the following aspects must be docu-

mented and approved in, for example, a RWE study/analysis

protocol:

= Definition of the business question to be answered for
intended use of the RWE (e.g., for clinical trials, reimburse-
ment, drug safety)

= Selection of the research approach (e.g., noninterventional
study, analysis of social media), data source (e.g., EHR sys-
tems, product and disease registries) and methodology (e.g.,
population, exposure, and outcomes of interest)

= Approachtoidentify and minimize bias

During this phase, the required technology and the development
and execution activities as well as potential challenges should be
assessed at a high level. For example, a long-term study involving

continuous monitoring of social media using artificial intelli-
gence (Al) requires radically different approaches and controls
than a one-time analysis of product registry data using tradi-
tional statistics. As stated previously, a risk assessment consider-
ing the supported business process should be performed and
documented at this phase. Aspects such as audit trails of data
changes or change control for continuously trained Al to ensure
the results can be reproduced in cases of need should be consid-
eredin this phase.

Build Phase

Duringthebuild phase, the following aspects mustbe documented

and approved in, for example, an RWE study/analysis plan:

= Description of the sample size considerations for the study
data source

=  Formaldefinitions of exposure, outcomes, and other variables
included in the analysis, including any manipulations/trans-
formations that will be conducted

= Methods for dealing with bias, missing data, and other data
issues

= Methods for analyzing and documenting the study outcomes

RWD analysis usually involves development of statistical pro-
grams and algorithms; therefore, all statistical programming
deliverables should be developed according to processes estab-
lished for statistical analysis in other GxP-regulated areas, such as
clinical trial data analysis. Depending on the associated risks,
practices such as peer reviews of code/algorithms and independ-
ent double programming may need to be developed and tested in
the build phase.

Execution and Reporting Phase

After the successful build and testing of the RWD analysis, the
RWE is generated. Depending on the intended use of the RWE, the
RWE might be produced only once or repeatedly. The outcome and
a summary of the build phase should be documented in an RWE-
study/analysis report. If the RWD analysis is executed repeatedly,
amaintenance plan might be required.

Responsibilities

The generation of RWE requires a cross-functional team capable of
critical thinking to identify and adequately address all risks to
patient safety, product quality and data integrity. Table 1identifies
roles and responsibilities for members of this team.

DATA SOURCES

Just like in a traditional clinical trial, data quality in an RWE
analysis is of critical importance. A risk-based approach consider-
ing the specific regulatory use of the evidence, the overall data
integrity of the entireregulatory-relevant data set,and, ultimately,
the safety of the patient should be used to determine the necessary
level of RWD quality. The FDA has provided the following example
in their guidance to illustrate this point [1]:
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A specific registry might be leveraged for post market
surveillance, but not be adequate to support a premar-
ket determination of reasonable assurance of safety
and effectiveness or substantial equivalence.

RWD are typically collected and aggregated for specific, nonregu-
lated purposes, so an understanding of the strengths and limita-
tions of the RWD, and how these qualities potentially impact the
relevance and reliability of the data in the context of the intended
use, is critical. It should be noted that RWD could be biased—for
example, data from premium healthcare providers may not be
representative of the entire population. Additionally, the qualifi-
cation and the intentions of the people recording the data (patient,
physician, clinical investigator, etc.) may introduce bias and/or
affect the overall quality of the data. Recently, a COVID-19 hydroxy-
chloroquine study published in Lancet had to be retracted because
the findings were based on EHR data from inconsistent sources,
compromising the overall quality of the combined data set [11, 12].
If RWD are used to generate RWE intended to support regula-
tory decision-making, the following aspects might be considered
in the selection of RWD sources:
= Appropriate scope for the intended use
= Dataintegrity (primarily accuracy and completeness)
= Ability to verify data against source documentation
= Definitional framework (i.e., data dictionary)
= Whether the data are representative and generalizable to the
relevant population

RWD may be provided directly by organizations that collect and

process them, or they may be obtained from specialized RWD pro-

vidersthat curate, aggregate, and clean or transform data received

from healthcare providers or other sources. The following areas

should be covered when auditing RWD providers.

= Coverage/quantity: For example, patient coverage, sample
size, representativeness, completeness

Table 1: The RWE-generation team.
Roe —————esponsiiives |
Business representative « Definition of requirements and risk assessment
« Review of the RWE deliverable

« Usage and further processing of the RWE within the
business process, including archiving

Data science representative « Controlled data transformation and storage

« Adherence to the RWE-generation process

« Development and testing of algorithms

« Documentation of the development process

IT « Provisioning of qualified computing environment

Quality assurance « Auditing of data providers, storage providers, and

tool suppliers
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= Granularity/depth: For example, types of patient-level data,
such as diagnoses, procedures, laboratory tests, quality oflife,
observations, and outcomes

= Accessibility: Data access and usage limitations, raw data
sharing, data privacy

= Quality: Richness of the data, origins of the data, data-entry
quality standards

= Legal issues: For example, permission to use data for second-
ary purposes

= Timeliness: Data-refresh frequency, historical coverage

= Technical quality: For example, system validation/qualifica-
tion, IT processes, data cleaning and transformation
processes

It should be noted that it may not be possible to verify all data
integrity aspects for RWD sources because these sources are often
anonymized. For example, it may not be possible to identify the
patient or the reporter of the data, or data may not be “original”
anymore because data are copied and transformed to be suitable
for RWD analysis. All data transformations should be clearly doc-
umented, and adequate controls should be in place to ensure the
ALCOA+ (attributable, legible, contemporaneous, original, accu-
rate, complete, consistent, enduring, and available) [13, 14] aspects
of data integrity are not violated in the process.

As data sources can only be assessed against known intended
data usages, documentation of the RWD and RWD vendor evalua-
tionisimportant to enable further future usage of the data for new
purposes. This documentation must be controlled by robust data
governance processes that assess and document the appropriate-
ness of the RWD for each intended use, and control the access to
the data.

DATA PROCESSING PLATFORMS

Organizations often establish complex IT platforms to store and
analyze RWD. These platforms must establish data availability,
provide tools for the development of analysis algorithms, and have
adequate processing power that can be flexibly allocated to an
individual analysis.

Data governance processes should be in place to define data
availability aspects and requirements for each source of RWD,
suchas:
= Need for data transfers, including requirements for transfer

frequency and mode (incremental or full)
= Need for audit-trail data changes
= Type of database model (relational, object, graph, flat files,

etc.)
= Typeof data (structured, unstructured, semistructured, etc.)
= Licenseand access model

Furthermore, the analysis of RWD often requires alarge amount of
processing power; therefore, the RWD/RWE platform must
provide functionality to flexibly assign processing power (e.g., as
provided by graphics processing units [GPUs]). The processing
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Figure 1: RWE platform layer model.
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power must be usable for a potentially large set of development
tools ranging from statistics software such as R and SAS to pro-
graming environments used in Al development such as Python, to
“self-service” analysis tools intended for nontechnical end users.
Often, specific additional libraries must be acquired and inte-
grated in the analysis. In addition, visualization tools may be
required to provide the RWE in a format that facilitates
decision-making or further processing.

The underlying infrastructure and supporting vendors for
these platforms must be qualified following the principles as laid
outinthe ISPE GAMP® Good Practice Guide: IT Infrastructure Control
and Compliance [15].

QUALITY OVERSIGHT

From a computerized system validation perspective, RWE plat-
forms are similar to platforms used in clinical trials, where a set of
tools and systems supports an individual clinical trial. Therefore,
a similar approach could be used as described in the GAMP® Good
Practice Guide: Validation and Compliance of Computerized GCP
Systems and Data (Good eClinical Practice) [16]. Figure 1 presents a
four-layer model for the RWE platform.

Layer I provides qualified infrastructure with a special focus
on supplying the required processing power for individual RWE
activities as well as adequate data storage for RWD and RWE.
Processing power might be provided by central processing units
(CPUs) or GPUs. The qualification and process for provisioning
GPUs are especially important, as they are often the only areas
where GPUs might be used for GxP-relevant data processing.

Layer Il establishes a tool set for the development of analysis
algorithms using reliable data sources. The tool set also
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Layer | - Infrastructure

Processing Power & Balancing

encompasses all tools required for data ingestion, as well as
reporting and visualization tools required to provide the RWE in
the required format. This tool set should be validated /qualified to
ensure these tools are fit for the development of the algorithms to
analyze RWD. The aspect of change control is of critical impor-
tance because most of these development tools are improved con-
stantly or could be modified with additional functionality or
libraries. As noted previously, reliable data sources are needed;
furthermore, all performed qualification and evaluation activities
should be recorded as part of the platform qualification/valida-
tion. Risk assessment of the data sources, the tool set, and the
development process should always consider that RWD analyses
with direct and significant impact on patient safety and/or prod-
uct quality could be developed and implemented.

Layer III uses the underlying layers to develop and deploy the
algorithms, including all necessary data transformations for an
individual analysis, following defined processes for software
development and project management as applicable. The algo-
rithms may be interfaced with other systems. Algorithms or solu-
tions should be validated following the principles outlined in the
GAMP® 5 Guide [17] but also build upon the validation activities
performed in Layer II. The primary focus of algorithm validation
should be the correctness and reliability of the developed algo-
rithm and the associated risks derived from the supported busi-
ness process. The GxP risk of the business process should drive the
extent of the controls that are required. For example, while an
algorithm for a GxP critical area might require double program-
ming and additional independent review, an algorithm foran area
with low GxP risks might just be independently reviewed. Similar
controls that have been implemented in other areas, such as



statistical analysis of clinical trial data, can be adapted to RWD
analysis. The risk and the complexity of the analysis are also the
key drivers for determining the required evidence and documen-
tation that need to be established.

Layer VIincludes RWE use by business function, including
adequate storage. For algorithms that are executed continuously
or frequently, adequate operational controls must be established
as for other computerized systems. These controls may address
topics such as backup and restore, business continuity, training,
and so on.

Throughout all layers, adequate control of data and tools (e.g.,
user access and user rights) must be established and maintained to
ensure data integrity is maintained throughout the entire
process.

RISK ASSESSMENT

Organizations often establish a central data science department
that provides RWD/RWE services for the entire organization,
including GxP- and non-GxP-relevant requests for RWD analysis.
As with any other software or computerized system, algorithm-
and code-based RWE systems require risk assessments to appro-
priately identify and design the required controls, and to scaleand
justify the validation efforts. Because RWD analysis canbe done in
various ways using statistics and/or Al, and because the resulting
RWE can support all business processes regardless of their regula-
tory relevance or relation to product quality or patient safety,
every RDE analysis project must receive a careful risk assessment.
The vast majority of these projects should be classified as bespoke
software (GMPS Cat. 5) because they include the development of
custom code. A clear definition of the intended use of the RWE and
sufficient, documented user requirements, including the required
data sources, form the basis for the risk assessment.
Risk assessments need to be performed for:
= Allplatforms and tools
= All data sources and providers
= All analysis projects and their support of business processes
(intended use)
= Datatransfers and data flows (including interfaces)

The risk assessment for platforms and tools should be performed
aspartof computerized system validation processes and activities.
It should be noted that a significant number of tools are open
source or are provided by vendors that are not familiar with GxP
requirements. The tools used in RWE generation are alsousedina
number of other industries that are not as regulated as our indus-
try. GAMP 5 provides robust guidance for such risk assessments
and can also be applied to open source software (see “Guide for
Using Open Source Software [OSS] in Regulated Industries Based
on GAMP” in Pharmaceutical Engineering, May/June 2010 [18]).

As outlined earlier, the quality of the RWD is of key impor-
tance. Risk assessments must determine the level of qualification
required for the data providers and determine the reliability of the
data itself. These risk assessments should be based on data

integrity aspects, such as ALCOA+, and data privacy aspects; and
issues with biased data must be included. Further guidance on
data life cycles and data governance can be found in the GAMP®
Guide: Records and Data Integrity [14].

Often, extraordinary large amounts of data must be collected,
transferred, and stored for the generation of RWE. The security
and integrity of the data during these activities must be ensured.
Access control and possibly encryption in transit, as well as
encryption at rest, may be required. A robust data governance
framework is therefore advisable.

Obviously, not all RWD analysis projects have that same risks,
and each should be evaluated individually. In particular, analyses
resulting in data for regulatory submissions and analyses related
to patient safety or product quality must be reliable and trustwor-
thy, and the generation of the RWE should be traceable and/or
repeatable.

CONCLUSION

As the use of RWE for regulated purposes grows, the need to vali-
date the tools and processes used to generate RWE also increases.
The validation approach outlined in this article, which adopts
concepts from the validation of statistical analysis, AI, and clinical
trials, and is based on GAMP guidance in combination with a
robust data governance framework, will facilitate regulatory
compliance and, even more important, reliable and trustworthy
RWE. &
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HAPPY 30TH

ANNIVERGARY

to the GAMP® Community

of Practice!

By Sién Wyn

In 2021, the ISPE GAMP® Community of Practice
(CoP) is celebrating 30 years of promoting
industry good practice for computerized
systems and encouraging technical innovation
and progress, while protecting patient safety,
product quality, and data integrity.

he ISPE GAMP CoP promotes the understanding of the regu-

lation and use of computerized systems within the pharma-

ceutical, biopharmaceutical, and medical device industries,

as well as other regulated organizations, and works with
other ISPE CoPs to ensure a consistent ISPE message.

The GAMP CoP forms relationships, coordinated through
ISPE, with like-minded industry associations and competent regu-
latory authorities aimed at creating globally harmonized quality
approaches to implementation and operation of computerized
systems. The GAMP CoP also involves many suppliers and service
providers, aiming to identify and share best practices, with the
goal of having a positive influence on the quality of computerized
systems used in the industry.

OBJECTIVES

GAMP's objectives have progressed from a focus on compliance to
include encouragement and support for innovation and technical
progress that benefits both the patient and the public.

The scope of GAMP has also moved from a primary emphasis
on pharmaceutical manufacturing to embrace the whole life cycle
for various GxP-regulated areas, including medical devices and
blood products.

The integrity and accuracy of records and data are essential
throughout the product life cycle, from research and development
to preclinical studies, clinical trials, production, and quality
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CELEBRATING

YEARS

GAMP founders (from left): Tony Margetts, Guy Wingate, and David Selby.

control to marketing. This is also reflected in the objectives and
activities of GAMP: support for the achievement of data integrity is
now a central objective for GAMP, and significant GAMP guidance
on the topic has been published.

Publishing reliable and useful guidance on all aspects of
GAMP is a major objective for the CoP. By building upon existing
industry good practice in an efficient and effective manner, GAMP
guidance aims to achieve computerized systems that are fit for
intended use and meet current regulatory requirements. GAMP
guidance also aims to apply the latest quality risk management
approaches to promote innovative and technical advancement,
while safeguarding patient safety and product quality.
Furthermore, GAMP guidance provides principles and practices to
ensure regulated records and data are complete, consistent, and
accurate throughout the data life cycle [1].

HISTORY

The organization that we know as GAMP was initiated in 1991 by
David Selby (Glaxo), the founding chair; Clive Tayler (Wellcome);
Tony Margetts (ICI Pharmaceuticals); and a small team of other
expertsinthe United Kingdom who realized that the pharmaceuti-
cal industry needed to consider and meet evolving regulatory
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agency expectations for computerized system compliance and
validation. This realization was primarily prompted by a number
of pivotal US FDA inspections in the late 1980s and early 1990s.

During this period, the FDA and other regulators were taking
anincreasing interest in the role of computerized systems in regu-
lated processes and had concluded that the reliability and integrity
of these systems played an important role in product quality and
patient safety. In response to this increased scrutiny, it became
clear that an industry reaction was required, including guidance
on expectations and good practice.

Tony Trill, Principal Inspector for the Medicines Control
Agency (now MHRA) on Computerised Systems, was a strong
advocate for GAMP during the 1990s, helping to establishitasa
point of reference for suppliers, pharmaceutical companies, and
regulators alike. It was Trill who first suggested the GAMP acro-
nym (as shorthand for Good Automated Manufacturing Practice)
atthe launch event.

The first document, the GAMP Supplier Guide, produced by a
subteam led by Tony Margetts, was released to the GAMP member-
ship on 1 March 1994 and officially published a year later. As
expectations and industry good practices continued to evolve, so
did the guide, with the launch of GAMP 2 in Amsterdam in late
1996 and a two-volume GAMP 3 in 1998. By this time, GAMP was a
truly international effort with increasing involvement from con-
tributors from around the world.

GAMP became part of ISPE in 2000, supporting the wider
global reach that the guidance generated and the opportunities
such a collaboration offered.

As GAMP evolved, more and more pharmaceutical companies
began to join to share experiences and develop materials that
could be shared with other companies and with suppliers. In those
early days, suppliers could attend GAMP conferences and com-
ment on GAMP materials but they could not participate in the
meetings held for the pharmaceutical companies. This prompted
the MHRA to support the creation in 1995 of the “Supplier Forum,”
where suppliers could discuss emerging expectations for com-
puter validation and coordinate a voice into the work of the GAMP
Forum. Under the chairmanship of Guy Wingate (ICI Eutech), the
Supplier Forum quickly grew, and in 1998 it merged into the GAMP
organization, allowing both pharmaceutical companies and sup-
pliers to work together in a more integrated manner on the devel-
opment of GAMP guidance. Wingate later joined GlaxoWellcome,
served as Chair of the GAMP Industry Board for 10 years, and led
the development of GAMP®4 and GAMP®5.

The initial GAMP guides were focused primarily on GMP sys-
tems. In late 2001, the scope was broadened to all GxP systems
with therelease of GAMP®4. Thisversion quickly established itself
as the definitive source of industry good practice for computerized
system compliance and validation. Between 2001 and 2008, a
number of ISPE GAMP® Good Practice Guides (GPGs) applied,
expanded, and clarified the principles of GAMP good practice to a
wide variety of computerized systems and regulatory areas. The
topics covered by these GPGs include calibration, process control
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systems, laboratory systems, infrastructure, global information
systems, and manufacturing execution systems (MES).

Two of the most noteworthy GAMP guides are GAMP®5: A
Risk-Based Approach to Compliant GxP Computerized Systems [2] and
the ISPE GAMP® Guide: Records and Data Integrity [3] (see sidebar).
Both of these guides are supported by GPGs exploring selected
topics in greater depth.

CURRENT ACTIVITIES

As technology constantly and rapidly changes and advances,
GAMP evolvestoexplore howsuchnewtechnologyandapproaches
canbe used in an effective, efficient, and compliant manner for the
benefit of the patient. Some—but certainly not all—of the key
areas of GAMP activity are described in the following sections.

Agile Approaches

GAMP supports the use of incremental, iterative, and evolutionary
approaches, including Agile, for product development and develop-
ment of custom applications. Success factors in this area include a
robust quality management system within an appropriate organi-
zational culture, well-trained and highly disciplined teams follow-
ing a well-defined process supported by effective tools and automa-
tion, and appropriate customer or product owner involvement.

As part of its efforts in this area, GAMP has advocated for pro-
grams such as the FDA Center for Devices and Radiological Health
Case for Quality initiative, which supports the adoption of appro-
priate Agile approaches to encourage innovation, eliminate
unnecessary costs, and help focus on real quality and fitness for
intended use [4, 5].

The GAMP Agile Special Interest Group (SIG) is working in the
following areas:
= Certainty mindset versus a discovery mindset
= Userrequirements
=  Continuous testing instead of testing at the end
= Validation and compliance in an Agile world
= The benefits of tools instead of documents
= Bringingtogether system development and operations

For further information on the output from the Agile SIG, and
other GAMP SIGs, visit ISPE.org/GAMP-resources

Cloud Computing
Cloud computing is a significant area with great opportunities for
innovation and business benefit. There is a substantial move
toward using some elements of cloud computing for some GxP
applications, and it seems inevitable that cloud-based applications
will increase in importance for the pharma industry. The GAMP
Cloud SIG has published valuable guidance [6-8], and is developing
more. The life sciences quality assurance and compliance commu-
nity must define and advocate realistic approaches that encourage
innovation as well as safeguard quality and compliance.

Flexible, practical, and pragmatic approaches to assessment
and management of technology service providers are further



Spotlight: Two Essential GAMP*® Guides

In 30 years, the GAMP® Community of Practice has published many outstanding guides,
including GAMP® 5: A Risk-Based Approach to Compliant GxP Computerized Systems and

the ISPE GAMP® Guide: Records and Data Integrity.

GAMP' 5

GAMP® 5 is the current iteration
of the GAMP guidance and

was published in 2008. It was
created in response to the
changing regulatory and industry
environment, which placed
greater emphasis on science-
and risk-based management
approaches, product and process
understanding, and the application
of quality by design concepts.
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GAMP® 5 provides a cost-effective framework of good
practice to ensure that GxP-regulated computerized
systems are fit for intended use and compliant with
applicable regulations. The framework aims to safeguard
patient safety, product quality, and data integrity, while
also delivering business benefit.

The guide also provides guidance for suppliers to the life
sciences industry, including supplier good practice and how
to meet the requirements and expectations of regulated
customers. Key GAMP® 5 concepts are illustrated in Figure 1.

ISPE GAMP"® Guide: Records and Data Integrity

Published in 2017, the ISPE GAMP®
Guide: Records and Data Integrity
is a complete and comprehensive
reference to records and data
integrity (RDI), providing principles
and practical guidance on

meeting current expectations and
requirements for the management
of GxP-regulated records and data,
ensuring that they are complete,
consistent, secure, accurate, and available throughout
their life cycle.

This RDI guide is intended as a stand-alone ISPE GAMP®
guide, is aligned with GAMP® 5, and has been designed
to be used in parallel with GAMP® 5. Topics covered in
the RDI guide include regulatory focus areas, the data
governance framework, the data life cycle (Figure 2),
culture and human factors, and the application of quality
risk management to data integrity.
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The following Good Practice Guides support the
GAMP® Guide: Records and Data Integrity:
= GAMP® RDI Good Practice Guide:

Data Integrity—Key Concepts (2018)
= GAMP® RDI Good Practice Guide:

Data Integrity—Manufacturing Records (2019)
= GAMP® RDI Good Practice Guide:

Data Integrity by Design (2020)

Figure 2: Records and data life-cycle model from the ISPE
GAMP® Guide: Records and Data Integrity.

b/

Data
. Life
f Cycle y |

=es

MAY/JUNE 2021 27



FEATURE |V

discussed in an iSpeak Blog post [9]. The Manufacturing Execution
Systems SIG is also working to increase understanding of the impli-
cations of implementing systems within the MES domain using
applications hosted in the cloud.

Blockchain

Distributed ledger technologies, such as blockchain, are gaining
momentum within the life sciences industries, with several use
cases being taken into production.

The Blockchain SIG was initiated in 2018 to explore the role of
decentralized and distributed networks within pharmaceutical
manufacturing, with the primary objectives of learning about the
technology by understanding use cases and specific technologies
being used and educating stakeholders about these matters.

Periodically, the SIG publishesarticlesin this magazine. One of
these articles, “Blockchain for Pharmaceutical Engineers”
(January/February 2019), won an APEX award for technical writ-
ing. The article discusses how blockchain technology may disrupt
the way data are collected and managed within regulated pro-
cesses, includes a nontechnical summary of blockchain’s features,
and discusses blockchain use cases currently being piloted by life
sciences companies [10].

The Blockchain SIG is also working in the area of open source
software (OSS) in regulated environments. OSS is in mainstream
use by life sciences companies and IT service providers because
such components can lead to faster systems development, profita-
ble service models, increased use of distributed and decentralized
systems (blockchains), and improved social collaboration tools.
The work in this area focuses on network protocols and govern-
ance models based on user communities.

Software Automation and Al

The pharma industry is increasingly relying on software to auto-
mate many functions previously performed by humans. As our
computer systems become more integrated and data sets become
more robust, computer science is advancing our ability to learn
from those data and draw conclusions about what might or should
happen next. We are now reaching a point where algorithms are
sophisticated enough to begin making decisions for us in the form
of artificial intelligence (AI).

The Software Automation and Artificial Intelligence SIG
explores the impact of Al on regulated processes, broadly covering
the topics of robotic process automation, machine learning, and Al
in general. The SIG aims develop a point of view on how to validate
and rely upon these technologies in a compliant manner, while
managing potential risks to patient safety and product quality.
The SIG differentiates between deterministic and nondeterminis-
tic systems and focuses on the evolution of self-governing
software.

Infrastructure

IT infrastructure management is increasingly achieved using auto-
mated deployment, monitoring, and configuration management
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controls. Traditional approaches to IT infrastructure qualification
with manually documented specifications and qualification pro-
tocols do not effectively address the need for ongoing operational
management of IT infrastructure and continuous verification
that controls are operating effectively. The use of traditional
documentation-based qualification activities does not ensure the
effective operation, security, and performance of IT infrastructure,
and does not adequately protect against cybersecurity threats.

CONCLUSION

The GAMP CoPis proud of its many accomplishments over the past
three decades and looks forward to contributing to industry
growthandinnovation for decades to come. For more information,
keep checking the ISPE website! &
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GLOUD COMPUTING
IMPLICATIONS

for Manufacturing Execution Systems

By Paul Irving, Gregory M. Ruklic, and Jonathan Hurle

Cloud computing can be described as
networked access and utilization of
configurable computing resources such as
data and information storage, processing
capabilities, applications, and other services
on computerized systems provided and/or
maintained by a remote organization. As life
sciences companies consider the advantages
and costs of utilizing cloud services, they first
need to invest resources to understand the
cloud-based model and implications for applying
it in design or migration of the manufacturing
execution systems (MES) domain.

he MES domain is defined as all systems with some function-

ality related to, or otherwise supporting, manufacturing

operations [1]. This includes systems such as, but not limited

to, enterprise resource planning (ERP), automation, docu-
ment control (standard operating procedures management), MES
software (e.g., recipe and batch management), and laboratory
information systems (LIMS).

The impetus for moving to a cloud-based model is to keep vari-
ous life sciences manufacturing organizations focused on their
core businesses while outsourcing computer resources and related
activities as necessary to expert providers. For further informa-
tion on cloud computing standards, refer to the National Institute
of Standards Technology‘s “The NIST Definition of Cloud
Computing” [2], and “NIST Cloud Computing Standards Roadmap”
[3], which are recommended resources for definitions and other
information about cloud computing. For a visual representation of

characteristics, service models, and deployment models of cloud
computing identified by NIST [2], see Figure 1.

INTRODUCTION TO TECHNOLOGY TYPES

Cloud-based services are typically provided to the end user (your
organization) by an external cloud service provider (CSP). Cloud
architectures provide a virtualization methodology whereby end
users experience computer system-related actions and interfaces
running normally in their view regardless of the global CSP loca-
tion. Dedicated groups within the end user organization may also
provide cloud-based services to regional or global facilities with-
out being physically located in those facilities.

This article focuses on three cloud computing service delivery
models as defined by NIST [2], each with various advantages and
risks for life sciences companies.
= Software as a service (SaaS). The end user accesses applica-

tions hosted and managed by the CSP. Data created or utilized

by the application reside on the infrastructure belonging to
the CSP. Applications are often provided by a CSP; however,
applications may be developed by the end user and subse-
quently hosted and managed by the CSP. The end user does
not manage the underlying cloud infrastructure. The end
user may define specific configuration parameters of remote
applications.

= Platform as a service (PaaS). A CSP hosts a computing platform

(hardware, operating system, etc.) accessible to the end user,

and the end user installs and manages either their own pur-

chased applications or apps created using tools provided by the

CSP. The platform may include network and other connectivity

as well as servers and storage devices/systems. The end user

does not manage the underlying cloud infrastructure.
= Infrastructure as a service (IaaS). The end user organization
typically provides and controls the applications and operating
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Figure 1: Visual model of cloud computing.

system environments. The CSP is responsible for all underly-
ing computer system architecture, such as networks, servers,
processors, and utility or system support software. Depending
on company requirements, the end user may control security
software such as firewalls, or they may cede control of that
software to the CSP.

The three cloud models can be referenced collectively as XaaS.
Figure 2 illustrates how Xaa$ service delivery types can operate in
the production environment.

BUSINESS DRIVERS

Aspartofthe ISPE Pharma 4.0™ initiative, companies have oppor-
tunities for an increasingly globalized supply chain, improved
compatibility of systems and data, and cost optimization. The use
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End User

of XaaS$ technologies helps businesses cost effectively and effi-

ciently provide products and services of the highest quality. XaaS

can offer the following benefits:

= Reduced internal departmental requirements for designing,
installing, and maintaining sophisticated technologies allow
internal personnel to be more focused on the actual output of
products and services.

= Global deployments can be managed from a single source or a
reduced number of sources.

= Instead of managing internal technical environments daily,
quality departments can use audits and other periodic over-
sight to monitor the CSP’s quality management system.

To achieve the desired return on investment, companies with
diverse suites of products may utilize multiple Xaa$ delivery



Figure 3: ANSI/ISA-95 functional hierarchy. (Reprinted from GAMP®
Good Practice Guide: Manufacturing Execution Systems [1].)
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models to minimize costs and maximize benefits for each location
or process.

The choice of whether to implement [aaS, Paa$, or SaaS should
bebased onastrategic assessment—a documented examination of
the existing company technology processes and performance, as
well as the desired future state. This process will be described later
inthis article.

MES AND THE CLOUD

As noted previously, the overall production environment, or MES
domain, is composed of multiple functions provided by various
technologies; examples of MES technologies are material manage-
ment for materials master and inventory data, automation/equip-
ment for processes, recipe management and production records,
and quality material testing and status control. From the end
user's perspective, a properly vetted single-source XaaS integra-
tion of MES functionality may be more cost effective to implement
and maintain over time than traditional onsite client-managed
systems and infrastructure. The business would typically perform
a cost/benefit analysis as part of the strategic assessment to deter-
mine the value of using external sources for software and hard-
ware provision or management.

In the design of the MES domain, as noted in GAMP® Good
Practice Guide: Manufacturing Execution Systems [1], the layers defined
by the Purdue Enterprise Reference Architecture incorporated in
the ANSI/ISA-95 [4] (IEC 62264 [5]) Enterprise-Control System
Integration Standard (see Figure 3) are not tied to any specific hard-
ware or system. Instead, the architecture describes the functional-
ity to be provided by any appropriate computerized system.

In the ISA-95 model, levels 0, 1, and 2 control the execution of
defined operations for manufacturing. Level 3 system functions
execute the production plan determined at level 4 by the business.

The life sciences industry has, for better or worse, assigned whole
systems such as ERP or LIMS to only one of the model layers, which
has led some professionals within the industry to conclude that the
ISA-95 model is not applicable to cloud computing or Pharma 4.0™.
However, given the complexity and broad range of functionality in
some computerized systems, the ISA-95 model describes an
approach whereby functionality residing within any given system
is assigned to the appropriate ISA-95 model layer.

For example, some ERP systems contain weigh/dispense func-
tions tied to hardware scales or other automation devices. The
business functions of the ERP system reside at the top layer of the
ISA model, whereas recipe and dispensing operations are found in
lower layers of the model. When considering cloud paradigms, the
thought process in modeling and designing the manufacturing
environment still basically fits the ISA-95 hierarchical approach.

The life sciences industry is discussing how to apply big data
and analytics tolevel 4 planning systems as well as interactively at
level 3, where MES functionssuchasrecipe/batch control, resource
management, and production results receive planning informa-
tion from level 4. These concepts are related to Pharma 4.0™,
whereby future big data and analytics will interact with systems at
several levels. The details of this industry discussion are beyond
the scope of this article; readers are encouraged to use expert
resources in planning migrations for MES functionality to the
cloud as the evolution of Pharma 4.0™ takes place. One recom-
mended resource with advanced information is “Formalizing ISA-
95 Level 3 Control with Smart Manufacturing System Models”
published by NIST [6].

Inthisarticle, we focus on migrating typical systems function-
ality and technology in the MES domain to the cloud, although the
methods of analysis and planning apply to future paradigms as
well. The strategic assessment discussed in this article includes
consideration of smart manufacturing, the Internet of Things
(IoT), and Pharma 4.0™ to help the end user organization deter-
mine the need and methodology to move to those paradigms.

The MES domain of functions can be more complex to analyze
for cloud implementations than for business functions alone. GxP
production in continuous and live processes often requires data,
recipes, quality unit disposition status, and other timely informa-
tion from electronic production records at any hour from any-
where in global operations. To determine which cloud services
models could be best applied to specific facilities and manufactur-
ing processes, the business analyzes production requirements
from all manufacturing operations, assessing both current and
planned future methodologies. The organization conducts a simi-
lar assessment when migrating the existing MES domain to a
cloud-based model, with the added constraints that the end user
must maintain existing functionality and execute validation
activities to demonstrate equivalency of functionality between
the existing MES domain and the proposed cloud-based version. A
critical decision for the end users is whether to move functionality
related to real-time automation and sensor monitoring (including
the IoT) to the cloud.
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INITIAL STRATEGIC CHALLENGES

Typically, an organization embarking on use of cloud computing

methodologies faces the following challenges:

= The organization may lack sufficient cloud experience to
develop a cohesive strategy; thus, the goals to be achieved by
means of cloud computing are neither clear nor verifiable.

= (Critical elements in the introduction process are overlooked
due to poor planning or lack of resources. For example, an
organization may not fully understand that CSPs themselves
often obtain services (e.g., administration or backup of data)
from subcontractors; therefore, the organization does not
consider how cloud service subcontracting may affect its
operations. Subcontractors could increase the risk that per-
sonal or proprietary data are leaked in an unauthorized or
unintended manner (with possible legal consequences), or a
security certificate might be jeopardized because an auditor
cannot audit CSP subcontractors. Additionally, business con-
tinuity planning and contingencies from the CSP, as well as
overall planned integration of cloud services with the client'’s
subcontractors might be inappropriate for the criticality of
certain manufacturing operations.

ACCESS CONSIDERATIONS

Systems in the MES domain often require uninterrupted 24/7

operations. Local business operations, especially globally spaced

operations, need to access services continuously for time zones

different from CSP locations. Access considerations become more

complex when CSP applications and local site systems require

strict coordination to achieve production with real-time automa-

tion systems. Some major considerations are:

= Time stamps for production records, activity logs, and audit
trails must be presentable in human-readable format in the
context of the local site time of creation/execution for busi-
ness operations, internal investigations, and regulatory
audits.

=  Remote data download/upload requirements must be clearly
defined and implemented.

= Application interfaces must operate smoothly and efficiently
and provide immediate access to production systems, includ-
ing timely presentation of operator instructions and record-
ing of operator responses.

=  Timely coordination of quality unit assessments of activities
across systems must be achieved.

=  Gatingoperations mustbe well defined for activities related to
electromechanical systems sequencing and recipe execution,
with timely approval steps for production and quality unit
personnel.

= Master data for continuous processes must always be availa-
ble by verified means for reference by real-time downstream
systems.

= Updatestomasterdatamustbe carefully coordinated between
end users and CSPs to prevent disruption of operations or
unintentional changes to recipes or other processes.
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= Inventory usage, creation, and disposition updates across
facilities, production lines, and processes must be
coordinated.

= Alert/alarm management for production records with timely
access to manufacturing and quality unit review/approval
must be achievable.

= Timely access must be provided to historical data in formats
conforming to regulatory requirements and business analysis.

IT risks related to access of cloud-based systems include:

= Internet/international network disruptions

= Local network disruptions (for the CSP or the end user)

= Inadequate pause and resynchronization methods and
algorithms

= Poor data transmission verification

= Datacomingling among clients on common servers/systems

= Inadequate disasterrecovery elementsorlack of coordination
between business and provider network facilities and human
communications

=  Unacceptable provider response times for errors and outages
during real-time operations

= Lackofproceduresand methods for remote (provider) data correc-
tion due to process control upsets coordinated with the business

XAAS MODEL-SPECIFIC CONSIDERATIONS

Each of the XaaS service delivery models may provide a range of

risks and benefits for end users [3, 7].

= SaaS. The end user is highly reliant on hosted operational
functionality because master, production master, and origi-
nal data are typically stored in the cloud. SaaS can provide
substantial cost savings to end users, but it may require con-
siderable effort to interface with local automation systems.

= PaaS. Standardized applications may not fit end user needs
and desires across global sites, languages, and cultures.
However, PaaS can reduce verification efforts and software
maintenance costs.

= TJaaS. Because infrastructure setup/maintenance by end user
subcontractor(s) is already a common practice, [aa$ is typi-
cally the least risky type of XaaS, with relatively modest sav-
ings of internal business resources. Thus, it is closer to stand-
ard practice and a smaller evolution for many organizations
preparing for a cloud model.

CYBERSECURITY AND VULNERABILITIES

Global organizations typically have cybersecurity measures in
place, but occasional large data breaches still take place. While
moving operations to the cloud has the potential to increase secu-
rity risks, standard network security systems will mitigate most of
them. To provide additional protection either procedurally or
technically, consideration should be given to the following:
= Because the IoT seeks to interconnect all digitally connected
devices, itimproves efficiency but may introduce new security
risks.



Figure 4: Strategic assessment for organizations considering
CSP services.
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= Mobile devices such as smartphones and tablets used on or off
site to perform operations must be secured.

= Dataencryptionis highly effective in preventing data corrup-
tion, but it increases network and data demands on systems.

= Employee errorornegligence in the end user organization can
heighteninherentrisks from CSPsand their subcontractors; it
isimportant for organizations to mitigate such risks by vetted
hiring, oversight, and training standards and methods.

For further current guidance in this area, the authors recommend
guidance from the Cloud Security Alliance, a not-for-profit organi-
zation dedicated to defining and raising awareness of best prac-
tices to help ensure a secure cloud computing environment [7].

REGULATORY CONSIDERATIONS

The end user is required to validate the MES implementation,
including all cloud-based elements (see reference 1 for further

information on regulatory requirements). The use of recognized
and standardized components as part of the cloud element may
reduce the end user’s validation burden as the CSP takes on some
aspects of validation; however, it does not remove the end user’s
burden completely, as decided in compliance determination.

The life sciences organization must ensure guidance address-
ing cloud-based data encryption/decryption, secure data entry
and storage, and related issues is appropriate. Data entry will ulti-
mately involve externally supported tools, products, and infra-
structure outside of the end user’s direct control, and the process
must be appropriately recorded, verified, and validated.

It remains the responsibility of the end user organization,
based on the target environment, target market, and proposed
solution, to identify relevant regulations. Then, the end user must
determine how well the proposed XaaS application complies with
those regulations, and where deviations exist.

STRATEGIC ASSESSMENT SUMMARY

As mentioned previously, a strategic assessment is essential to
efficiently plan and design a cloud-based model implementation or
migration. Strategic assessments are defined in detail in the
GAMP® Good Practice Guide: Manufacturing Execution Systems [1].
Figure 4 outlines the process, and key considerations are outlined
in this section.
A project management office with high-level management
support is highly recommended to lead the strategic assessment
because the MES domain includes cross-departmental function-
ality. The strategic assessment establishes the current state of
the end user organization; target sites and production activities
for cloud-based services, with attendant resources, require-
ments, and constraints; specific goals, benefits, and risks of cloud
migration; barriers to implementation; and the basis for a project
plan that meets the needs of the company. Such an evaluation
should:
= Separate business- and manufacturing-related processes/
functions to clearly define requirements.
= Provide information about the overall design. This design
should be defined by functions and how they interact, inde-
pendent of the potential applications; the business should be
able to present this type of design to CSPs as high-level
requirements.

= Ensure process understanding is accomplished in a docu-
mented fashion by the end user for accurate and appropriate
systems design and configuration.

The importance of understanding the current and desired states of
the end user organization cannot be overstated. There are many
CSPs to choose from, and execution of a strategic assessment puts
the organization in a position to intelligently evaluate each one and
choose the most appropriate vendor. Established CSPs typically are
highly skilled at their core services, including global security poli-
cies, and they often can provide controls that are more powerful
than end user organizations can implement on their own.
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A properly vetted cloud service
provider provides technical
expertise, systems reliability,
and business support at high
levels on a consistent basis.

The strategic assessment defines the initial and long-term
goals by documenting a broad discussion and decisions about the
following questions:
= Does the organization need to implement XaaS at one site,

regionally, or globally?
= Will implementation be vertical (covering the entire MES

domain for the complete site) or partial (addressing certain
MES functionalities, processes, or products at one or more
sites)?
=  Whatare the organization’s timelines and resource constraints?
= How will XaaS impact production schedules?
= What are the costs and benefits of adopting or altering Xaa$S
for MES?

= What are the requirements and scope to implement smart
manufacturing (Pharma 4.0™, IoT, etc.)?

=  What upgrades or replacements of existing systems would be
required if XaaS were adopted?

The strategic assessment answers these questions, and more, to
prepare the organization to develop the project plan (or plans) for
successful cloud implementations.

Implementation of Pharma 4.0™ models and technologies
adds complexity to the strategic assessment. For example, the IoT
can involve a vast network of devices feeding information into
integrated monitoring and control systems, as well as future
decision-making applications based in artificial intelligence. The
design of such paradigms and technology must ensure continuing
operations and fail-safe conditions because, despite the stellar
record of CSPs, no technology can guarantee 100% operational
uptime in all circumstances.

Service Provider Selection

A properly vetted CSP provides technical expertise, systems relia-

bility, and business support at high levels on a consistent basis.

The following CSP attributes and conditions should be considered

and documented in the strategic assessment:

= The vendor’s relevant history. CSPs with MES experience or
existing clients in the pharma industry are preferable.
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= Regulatory expertise. Does the CSP have knowledge and
experience in areas relevant to the end user?
Staffing levels, expertise, and training.

= Evidence of the CSP’s financial stability.

= Physical and digital security of the CSP’s operations, net-
works, and data.

= Locations of CSP facilities. Consider factors such as local,
national, and regional stability; the locality’s network infra-
structure; and whether the locality has a qualified workforce.

= Equipment/software to be supplied to the end user.

Adherence to applicable software and hardware development,
implementation, maintenance, and verification best prac-
tices, such as those found in GAMP® 5 guidance,, ASTM
International standards, the Information Technology
Infrastructure Library, and ISA standards.

= Proofthat the CSP’s internal auditing capabilities are estab-
lished and verified.

End User Responsibilities and Capabilities

During the strategic assessment and CSP selection process, it is

important to understand that the end user remains ultimately

responsible for the following:

= Service level agreements, support models, quality agree-
ments, and escrow concerns

=  Performingsoftware and hardware developmentand verifica-
tion audits

= Performingregularinfrastructure and audit reviews

= Determining the extent and rigor of customer versus service
provider maintenance (requirements will vary depending on
service type)

= (lear policies and procedures for requirements gathering and
communication

= Testing to ensure rigorous data integrity controls

Though the use of CSPs may lessen the end user’s risks for IT

implementations and maintenance, there are many CSP- and

XaaS-related risks to be evaluated. For example, the end user

needs to assess the likelihood of widespread area or regional

internet/network disruptions beyond its control, and evaluate

contingency plans for scenarios such as denial of service attacks

with the potential to take a global system offline.
During the strategic assessment, the end user should review

and document:

= Pause and resynchronization algorithms for with real-time
control systems that must be coordinated between the CSP
vendor and the end user organization, and possibly across
time zones

= Policies and procedures for external data updates and trans-
mission verification, both from the end user organization to
the CSP and from the CSP to the organization

= Typical disaster recovery elements to be applied to the loop
between the end user organization’s networks and the CSP’s
networks, and to human communications



= The CSP's response times for errors and outages during real-
time operations

= Policies and procedures for remote (CSP) data correction due
to process control upsets, including how data correction will
be coordinated between the CSP and the end user
organization

The end user organization must put in place procedural and,
whenever possible, electronic controls to ensure that its cloud-
based systems are reliable, with minimal risk for the MES. To
maintain the validated state of its MES, the end user’s transfer and
updates of information to XaaS must be accurate and thoroughly
documented. Validation concerns include, but are not limited to
the following types of data:

= (Critical quality attributes

= (Critical process parameters

= (Critical aspectinformation

= Work instructions/recipes

= Metadata

= Audit trails

A CSP is not responsible for misconfigured systems caused by
inadequate controls at the end user organization. End user and
CSP personnel must be clearly identified and dedicated to the vali-
dation process, which must be coordinated within the end user’s
oversight structure.

CONCLUSION

This introductory article introduces the concepts and considera-
tions of applying cloud-based models to the strategic and imple-
mentation phases of an MES for a life sciences organization. The
authors encourage readers to learn more by exploring the publica-
tions cited in the references. &
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A BEGINNER'S GUIDE

to IT System Inspection Readiness

By Anders Vidstrup

This article provides a beginner’s overview

of how organizations can achieve a state of
preparedness (readiness) for inspections, with a
specific focus on IT systems.

omputerized systems are increasingly integrated into the

pharmaceutical business, including within regulated Good

Laboratory Practice (GLP), Good Clinical Practice (GCP), Good

PharmacovigilancePractice (GPvP),and Good Manufacturing
Practice (GMP) domains and supporting activities. In turn, regula-
tory authorities conduct inspections to ensure that life sciences
companies, clinical research teams, and other related organizations
understand and comply with the regulations established to protect
patient safety, product quality, and data integrity. As a result, com-
puterized systems are a key focus area during audits and
inspections.

“Computerized systems” is a broad term. In this article, it will
be a synonym for process control systems, laboratory equipment
with embedded computerized systems, and applications used for
GxP purposes in general that are made up of infrastructure, soft-
ware, supported processes, and “people aspects” such as training
and qualification. This definition can relate to solutions from
cloud-based services such as infrastructure, platform, and soft-
ware as a service (IaaS, Paa$, and SaaS) or on-premises solutions.

RESOURCES

Simple questions often have extremely complex answers. It may
take time to find the right individuals to provide the appropriate
information.

Information on general approaches to inspections of comput-
erized systemsand the documentation to supportsuchinspections
canbe foundin:
= ISPE GAMP®5 Guide: Compliant GxP Computerized Systems [1]
= Appendix M6: Inspection Readiness in ISPE GAMP® Guide:

Records and Data Integrity [2]
= US FDA's “Inspections of Computerized Systems in Drug

Processing” [3]
= Section 24 (checklists and memory aids) in the Pharmaceutical
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Inspection Convention/Pharmaceutical Inspection
Co-Operation Scheme’s “PIC/S Good Practices for Computerised
Systems in Regulated ‘GxP’ Environments” [4]

General requirements to support inspections of computerized

systems can be found in:

= Chapter 7: Outsourced Activities in “EudraLex, Volume 4: EU
Guidelines for GMPs for Medicinal Products for Human and
Veterinary Use” [5]

= Annex11: Computerised Systems in “EudraLex, Volume 4" [6]

= US FDA Compliance Policy Guide, Section 425.200,
Computerized Drug Processing; Vendor Responsibility (CPG
7132a.12) [7]

= EMA's “Q&A: Good Clinical Practice (GCP)"[8]

PREPARING FOR INSPECTION

Regulators usually announce inspections ahead of time.
Depending on the type of inspection, they may commonly provide
between two and six weeks' notice.
Once notice is given, the initial activities are to identify and
confirm the scope of the inspection, its location, and the type of
inspection (e.g., new drug application [NDA], routine, or a combi-
nation thereof). This information will help to identify which IT
systems will potentially be covered within the scope and remit of
the inspection.
An organization should plan to be inspection-ready at all
times, and to support this, it is necessary to have a governance
structure led by an inspection steering committee that can coordi-
nate several key activities, including the following:
=  Providing an overview of IT systems in scope and the related
business processes
= Managing communication setup, planning, and availability
of persons to be involved (e.g., system owners, system manag-
ers, specialists, and suppliers)

= Handling any necessary gap analysis activities, including
corrective actions (refer to the checklist mentioned later in
this article)

= Preparing technical setup for inspections (e.g., demonstra-
tion of the IT system, tours of facilities including data centers)



Figure 1: Example of a spreadsheet to handle all documentation requests during an inspection.

Inspection/audit: XX Unit: XXXX Date: XXXX
[Track |Priori- |Status [Provided ID  [Requested Responsible|QA [Init][Provided in Provided (shown) Supporting Copied
tization date nr. [documentation [Init] inspection room documentation [documentation [documentation for the
(time) auditor

= Ensuring it will be possible to respond to technical questions
and provide evidence at shortnotice (e.g., test evidence related
to backup and restore processes)

= Planning mock inspections if the organization is not accus-
tomed to receiving regulatory inspections

= Planning the process for provision of electronic records in a
secure format to the regulator if required during, or after, the
inspection

It is the steering committee’s responsibility to ensure the organi-
zation is well prepared for upcoming inspections. A good way to
substantiate this preparedness is to hold mock inspections so that
everyone involved becomes familiar with inspection procedures
and expectations of the process.

ORGANIZING DURING INSPECTION

Duringthe conductof the inspection, several activitieswill require

attention. They can be briefly summarized as:

= Collecting, interpreting, distributing, and controlling ques-
tions raised by the inspector

= Locating the appropriate documentation and delivering this
to the inspector upon request in a timely manner

= Coordinating answers and documentation to the inspector

= Communicating daily with relevant parties to share informa-
tion on questions raised, answers, and the plan for the next
day of the inspection

Inspection and Preparation Rooms

For practical purposes, it is valuable to have at least two dedicated
meeting rooms established for the inspection process: one room
designated the “inspection room,” where the inspector conducts
requests plus a room (or two) where the organization’s employees
may prepare.

The inspection room is where the inspection is hosted and the
dialogue between the inspector and relevant employees is con-
ducted. It is recommended to assign an employee to the role of
secretarytorecord requests. For the secretary, the use ofan online/
real-time tool is useful so individuals supporting the inspection
within or outside the inspection room can see the requests. It is
vitalthatthose in the preparation room(s) have the ability to follow

the progress of the inspection in the inspection room without
interrupting the inspector.

During the inspection, one or more support staff members
should be assigned to serve as runners. Their responsibilities are
to move between the inspection and preparation rooms, coordi-
nating the requests and provision of responses, while also escort-
ing additional people, as required, into the inspection room to
respond.

All coordination for the inspection takes place in the prepara-
tion room(s). In this space, employees manage all requests for
materials and plan and prepare those materials for presentation to
the inspector. Runners communicate timelines and status from
the preparation room(s) to the host (typically an accountable per-
son from the business and quality management team) in the
inspection room. Figure 1 demonstrates how documentation
requested for the inspection can be tracked.

Members from the steering committee or management team
related to IT systems are represented in the preparation room(s),
where they continuously follow the trend of questions and identify
potential IT areas/systems within the inspection scope. Based on
this surveillance, the prioritization of activities at the system
owner/manager level can be determined and communicated.
Particular lines of questioning associated with an IT system (for
example, access control, backup testing, or data integrity) can also
be communicated to those responsible for other in-scope systems
during the inspection to allow them to prepare for similar ques-
tions and provide responses in a timely manner.

The use of preparation rooms also allows coordination of the
flow of people into the inspection room to present materials and
respond to questions. Depending on the size of the team and the
office setup, a separate room could be used for this purpose. The
goalistolimit the number of people within the inspection room at
any one time, and to ensure that the movement of peopleinand out
of the room does not disturb the flow of questioning/topics from
the inspector’s perspective.

It is important that a person experienced with inspections
oversees the person answering the inspector’s questions and pro-
viding supporting documentation. To further support the inspec-
tioninthebestway, the personansweringtheinspector’s questions
is typically expected to:
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= Provide a brief description of the working procedures and
documents

= Answer questions from the inspector

= Seekclarification forany questions thatare not clearly defined
or understood

During preparation, it is recommended that attention is focused

on the following areas to prevent misunderstandings or errors:

= Ensuring that the documentation presented answers the
questions asked

= Ensuring that the result/conclusion is clear from the docu-
mentation presented

= Reviewing the documentation to make sure that it can be
used: for example, no notes pinpointing faults are attached,
all applicable signatures are applied, and the correct docu-
ment version is presented

= Applying tags (#1, #2, etc.) to longer documents, as appropri-
ate, so the relevant information can be easily located

= Presenting only the information necessary to support the
answers to questions raised, while excluding too much or
irrelevant documentation

= Ensuring that all documentation is copied, registered, and
stamped in line with the organization’s documentation policies

When these tasks are satisfactorily completed, the person is
“released” as ready to enter the inspection room. Staff in the
preparation room(s) will manage this entrance; it is recom-
mended that the person attends the session before their allocated
time slot to help them become comfortable with the style of the
inspection and the atmosphere in the room.

Case Example
The followingis an example of IT systems-related questions provided
by an EMA inspector on a GxP application about the organization’s
handling adverse events, and the related preparation activities.

The inspector’s questions are:

1. How do you manage backup?

2. Is the backup qualified?

3.Iwould like to see the disaster and recovery plans.

Preparation Room Discussion

To address question 1 (How do you manage backup?), staffin the

preparation room cover the following issues:

= Areprocedures in place internally and at the service provider
aswell?

= Areallserversincludedinthe backup according to the config-
uration item list for the application?

= Ifthe backup has failed, do we follow the procedure? How is
information provided between the service provider and us?

= What backup method is used?

= What is stated in the agreements (service level agreement/
statement of work) between our company and the service
provider handling backups?
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For the inspector’s second question (Is the backup qualified?), key

areas for preparation are:

= What version of <product name on backup system> is used?

= Arealltherequired documents in place (qualification)?

= Whathasbeenincludedinthe challenge test supported by the
conducted risk assessment?

=  What is the split of responsibilities between the backup ser-
vice provider and the system/application owner?

= Arethereanyissues with the backup system which we need to
be aware of?

For the inspector’s third request, about the disaster and recovery

plans, the staffin the preparation room review:

= Areprocedures in place specifically for the applications?

= Whatisthe splitbetween our procedures and service provider
procedures?

=  When was disaster and recovery planning last tested?

=  Whatisthe process for data recovery?

Inspection Room Strategies

The employees meeting with the inspector provide a high-level

explanation that <Name of Service Provider> hosts the backup on

serversrelated to the specific application. Their strategies include:

= Having documentation about daily backup operation proce-
dures ready to show to the inspector

=  Providing the name of the backup system

= Explaining that the servers are backed up daily following the
standard operating procedure (SOP), which also describes the
retention period, and being prepared to present the SOP
documents

= Confirming that the backup system is qualified according to
the quality management system (QMS) process, and having
any relevant reports available to present

= Confirming that backup and restore functionality is a part of
qualification

Regardingtheinspector'srequestto see the organization's disaster
andrecovery plans, the employees explain that the overall disaster
and recovery plans for the service provider and central backup
system are confidential and may not be disclosed to third parties (a
reference to the specific company policy is provided). The employees
further explain that the overall planis implemented by an instruc-
tion in both the service provider’s QMS and the company’s own
QMS, and they have the instruction available to show to the
inspector.

Finally, to demonstrate that the organization properly con-
ducts backups, the employees are prepared to provide evidence for
the previous week'’s completed backup.

THE CHECKLIST

Based on this author’s experience, the regulated company should
always be able to answer five basic questions about computerized
systems:



Figure 2: Example of a spreadsheet to handle the inventory of computerized systems.
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[System Owner |Administrator [System used [Type: GxP,
Initials Initials by Dep. No(s). [SOX, Critical,
[Other

\Vendor/Supplier name [System
Owner

Dep. No.

1. What does the system do?

2. What are the potential product quality, patient safety, and data
integrity aspects of the system?

3. Who has access to the system?

4. What does the system consist of?

5. How do you know the system works as it should/is it fit for
intended use?

The checklist in the Appendix (available at ISPE.org/it-
systems-checklist) can be used to prepare to answer these ques-
tions. It is built upon good practice gained from knowledge of
auditing, previous inspections, and guidelines from the authori-
ties. It does not cover all situations. However, if the company can
respond “yes” to all questions and individuals are able to practice
answers and responses, significant problems are unlikely to occur
during the inspection. The checklist is generic and therefore does
not take into consideration any local requirements.

SPECIFIC SCENARIOS

The following sections review some scenarios that can be espe-
cially challenging during inspection of computerized systems.

Providing an Up-to-Date Inventory
Larger companies should have a dependable enterprise architec-
ture in place to provide an up-to-date inventory of computerized
systems when inspected. Some companies have a holistic IT solu-
tion that covers all information; other companies have a local
inventory list in each department and then consolidate those lists
as a part of the inspection-readiness process. Figure 2 illustrates a
spreadsheet tool for inventorying computerized systems.

The following data could be stored in a central repository, or
system inventory, to support inspections:
= Software/service name and possible vendor(s)
= Software category
= Currentversion
= Original go-live year
= (Criticality
= Life-cycle status
= Level of user access
= Security measures

= Linktouser guides

= Agreements/operational level agreements
= Systemaccess

= Dependencies’ business processes

= Responsibilities

= Interfaces

The process of maintaining the system inventory should be
described in an SOP. If those data are not held in a central reposi-
tory such as a system inventory, a job aid specifying the location
and points of contact could be useful.

Inspector Access to Computerized Systems

In the past, it would have been very unusual for an inspector to
request direct access to systems. When such requests are made,
the host will usually have an experienced system user log on to the
system and then the inspector indicates which transactions or
datatheywish to see. Demonstration of systems should be planned
in advance to make sure relevant functionality and related data
are shown appropriately.

Assignificantbarrier toinspector accessis the need to create an
approved user ID and provide the appropriate system training to
the inspector. Typically, inspectors should only be granted access
to a guest network for administrative purposes. During an inspec-
tion, segregation between the internal network and guest network
must be possible.

Requests for Electronic Computer Records
Duringinspections, it is not unusual for an inspector to request an
electronic copy of records from the computerized system.
Inspectors may also request access to audit trail data, which they
then analyze using tools that search for unusual patterns in the
audit trail that could hint toward data integrity issues.

When considering such requests, the company should clearly
understand what data are requested, in which format records
should be provided, and on what media. When providing an elec-
tronic copy of a record, it is preferable to use a validated export
function in the computerized system. If data are to be extracted
from a database or similar system, it might be necessary to make a
script to transfer the data. This script must be specified, reviewed,
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and tested to make sure it works properly. In all cases, the method
for copying electronic data should be documented.

To verify what data are delivered to the inspector, a digital fin-
gerprint on the files should be made. This could be done via an
MDs (message digest algorithm 5) hash code. This is documented
together with an electronic copy of the record. In addition, com-
pany security protocols (e.g., regarding the use of removable
media, virus checking, and data encryption) must also be
followed.

Global Multisite System Inspection

Some systems (e.g., enterprise resource planning) might be main-
tained at the corporate level. If the inspection is at a site level, it is
important that the system owner can provide the necessary sup-
port to the local site. In general, validation of generic features is
done centrally, and specific flows and functions are validated
locally. This split should be clearly identified in the validation
documentation and associated SOPs. As a part of the planning for
inspection, planning participants should determine who will pro-
vide what kind of evidence to inspectors. Special attention should
be given to SOPs covering how change control for the IT system,
risk management, and incidents are managed between the corpo-
rate level and site level.

Supplier Involvement

In today’s world of cloud-based systems (IaaS, PaaS, and Saa$),
much of the essential documentation discussed in this article may
only be available from the cloud computing service provider
(supplier).

The QMS at the regulated company should include the man-
agement of outsourced activities because the regulated company
retains ultimate responsibility for the system validation and
therefore must ensure processes are in place to ensure the control
and review of outsourced activities. The regulated company is
responsible for the suitability of computer systems (hardware and
software) used in the manufacture, processing, or holding of a
drug product.

Basic Recommendations
As aminimum, it is recommended that organizations ensure the
following:
= Quality system and audit information relating to suppliers or
developers of software and implemented systems/services is
made available to inspectors on request.
= The organization has formal quality agreements with all sup-
pliers, and these agreements include clear statements to:
= Define the system owner’s and suppliers’ roles in making
and maintaining original documents or true copies in
accordance with cGMP or other GxP regulations
= Explain how those records will be made readily available
for inspection
= Indicatethatelectronicrecordswill be stored inaccordance
with cGMP or other GxP regulations and will be immedi-
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ately retrievable during the required record-
keeping time frames established in applicable regulations

= Indicate how suppliers will support inspections both
through specialists and documentation

= Theorganization documents its monitoring and review of the
supplier’s performance, including the identification and
implementation of any required corrective and preventive

actions or improvement(s).

Requirements for Clinical Trial Sponsors

Regarding the level of qualification/validation required of a clini-
cal trial sponsor when using an electronic system previously
qualified by a supplier, the EMA Q&A for GCP states [8]:

The system in question may be a system validated by the
supplier, but installed at the sponsor, or a system provided
as software-as-a-service (SaaS or cloud solution)....

According to ICH E6(R2), sections 5.2.1 and 5.5.3.a,
respectively, “the ultimate responsibility for the quality
and integrity of the trial data always resides with the
sponsor” and “the sponsor should ensure and document
that the electronic data processing system(s) conforms to
the sponsors established requirements for completeness,
accuracy, reliability, and consistent intended performance
(i.e., validation).”

According to ICH E6(R2), section 1.65., validation of com-
puterized systems is “a process of establishing and docu-
menting that the specified requirements of a computerized
system can be consistently fulfilled from design until
decommissioning of the system or transition to a new
system.”

The sponsor may rely on qualification documentation provided by

the supplier if the qualification activities performed by the sup-

plier have been assessed as adequate. However, the sponsor may

also have to perform additional qualification/validation activities

based on a documented risk assessment.
The conditions for a sponsor to use the supplier's qualification

documentation include, but are not limited to, the following [8]:

= The sponsor has thorough knowledge of the vendor’s quality
system and qualification activities, which will usually be
obtained through an in-depth assessment/audit.

= An assessment/audit has been performed by qualified staff,
with sufficient time spent on the activities and with coopera-
tion from the vendor.

= Anassessment/audit has gone sufficiently deep into the activ-
ities, and a suitable number of examples for relevant activities
hasbeenreviewed (and documented).

= The assessment/audit report determined that the vendor’s
qualification documentation is satisfactory, or that



shortcomings can be mitigated by the sponsor (e.g., the spon-
sor is performing part of the qualification).

= When required during a GCP inspection, the qualification
documentation is made available to the inspectorsin a timely
manner, irrespective of whether it is provided by the sponsor,
the contract research organization, or the vendor.

= Both the sponsor and the vendor establish full configuration
management for qualification and production environments,
and establish that the sponsor can fully account for any differ-
ences between the vendor’s validation environment and the
sponsor’s production environment; subsequently, the sponsor
should justify any differences that are considered insignifi-
cant. If this is not done, the qualification effort potentially
does not justify the use of the system.

= The sponsor performed an installation qualification/perfor-
mance qualification if the system depends on trained users.

The EMA Q&A for GCP notes the following about potential pitfalls
in contractual relationships with electronic systems vendors in
relation to clinical trials [8]:

Special consideration should be given on relevant training
and quality systems. Experience suggests that vendors
accepting tasks regarding electronic systems are fre-
quently knowledgeable about IT systems and sometimes
data protection legislation, but not necessarily on ICH
E6(R2) requirements, quality systems, etc.

Vendors must be able to document knowledge on, for example,
GCP and compliance. Agreements should state that the clinical
trial sponsor can access conduct audits at the vendor site, and
that the vendor site agrees to allow inspections by national and
international authorities. In addition, agreements need to spec-
ify that vendors shall provide the necessary documentation (e.g.,
qualification documentation prepared by the vendor concerning
the system) when requested during a GCP audit/inspection
process.

Vendors should have appropriate documentation in place. Any
qualification documentation prepared by the vendor concerning
the system should be available for inspection.

Furthermore, agreements should stipulate that the vendor will
escalate any potential serious breaches to the sponsor in a timely
manner. Serious breaches should be defined to include security
breaches which the supplier becomes aware of (e.g., by notification
from other sponsors using the same system), if the breaches could
have any impact on the data integrity, reliability, and robustness,
or the safety and rights of the trial subjects.

DATA INTEGRITY

Data integrity is a topic that spans processes and products in the
regulated company. Some of the recommendations already men-
tioned in this article refer to data integrity. In addition, special
attention should be given to the following areas.

General Procedures
General procedures focused on data integrity must be in place.
Regulated companies should:
= Consider record and data integrity within the context of
broader inspection-readiness programs
= Establish and maintain policies and procedures that ensure a
constant state of inspection readiness
= Have robust established procedures for all aspects of the sys-
tem life cycle
= Beprepared for regulatory inspections:
= Focusing on the management of record and data integrity
to verify the adequacy of controls
= Using a forensic approach that challenges the data integ-
rity of specific records

Accountability

The process owner and system owner are normally accountable for

responding to system-specific questions during regulatory

inspections. Process owners and system owners should be:

=  Knowledgeable about the documentation supporting the imple-
mentation, control, maintenance, use, and history of the system

= Able to discuss any technical and procedural controls imple-
mented to support the integrity of the creation, processing,
and reporting of records and data

= Able to share information about the requirements and testing of
the dataintegrity relating to technical and procedural controls

= Able to discuss the key computer system documents includ-
ing requirements for data integrity controls and system secu-
rity controls

Procedure Monitoring
From an operational point of view, there should be robust monitor-
ing of the system, business, and IT support procedures to ensure
that the processes are adequate and are being followed. Areas that
should be routinely reviewed as part of monitoring to ensure
inspection-readinessinclude:
= Access control:
= Access SOPs are in place and being followed.
= Available user roles are documented and managed by
change control.
= Documentation shows that only authorized and trained
people have system access.
= Evidence shows that access is periodically reviewed (by
automated checks where available).
= Segregation of duties is enforced.
= Genericaccounts are not used for data modification.
= Backdoor changesrequiring IT tools and skills are author-
ized, verified, and documented.
= Historic accessrecords are properly retained.

= Backup and disaster recovery:

= Procedures for backup, restoration, disaster recovery, and
record retention are documented and verified.
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= Documented evidence shows that records and data are
periodically backed up.

= Records retention policies are clearly defined and
followed.

= Recordsanddatacanonlybe accessed by authorized users
(network and system).

= Archived records are secure and accessible for the reten-
tion period.

= Record and data maintenance is done correctly.

Audit trail:

= Use SOP governs the timely recording of data.

= Recordsare approved/signed only by authorized users.

= Approvals are enforced at specific points in the business
process.

= Audit trail review (in accordance with risk) is integrated into
the business process.

CONCLUSION

The purpose of inspections is to demonstrate to regulators that the
regulated company complies with requirements and implements
controls in their QMS with the goals of patient safety, product
quality, and data integrity. Inspections are more likely to have a
successful outcome when organizations follow recommendations
for validating and maintaining computerized systems. Further
recommendations and guidance to support planning and prepar-
ing for inspections are available from ISPE [1, 2].

Above all, remember the 5Ps: Proper planning prevents poor
performance. @

ONLINE APPENDIX

To access the inspection checklist mentioned in
this article, visit ISPE.org/it-systems-checklist

References

1. International Society for Pharmaceutical Engineering. GAMP® 5 Guide: Compliant GxP
Computerized Systems. North Bethesda, MD: International Society for Pharmaceutical
Engineering, 2008.

2. International Society for Pharmaceutical Engineering. “Appendix M6: Inspection Readiness”
inISPE GAMP® Guide: Records and Data Integrity. North Bethesda, MD: International Society
for Pharmaceutical Engineering, 2017.

3. USFoodand Drug Administration. “Inspections of Computerized Systemsin Drug Processing.”
Published February 1983. https://www.fda.gov/inspections-compliance-enforcement-and-
criminal-investigations/inspection-guides/computerized-systems-drug-establishments-283

4. Pharmaceutical Inspection Convention/Pharmaceutical Inspection Co-Operation Scheme.
“PIC/S Good Practices for Computerised Systems in Regulated ‘GxP’ Environments.” Published
September 2007. https://picscheme.org/docview/3444

42 PHARMACEUTICAL ENGINEERING

5. European Commission. “EudraLex, Volume 4: EU Guidelines for GMPs for Medicinal Products
for Human and Veterinary Use. Chapter 7: Outsourced Activities.” Published 2013. https:/
ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/vol4-chap7_2012-06_en.pdf

6. European Commission. “EudraLex, Volume 4: EU Guidelines for GMPs for Medicinal Products
for Human and Veterinary Use. Annex 11: Computerised Systems.” Published 2011. https:/
ec.europa.eu/health/sites/health/files/files/eudralex/vol-4/annex11.01-2011_en.pdf

7. US Food and Drug Administration. “Compliance Guide (CPG), Sec. 425.200: Computerized
Drug Processing; Vendor Responsibility (CPG 7132a.12).” Published September 1987. https://
www.fda.gov/requlatory-information/search-fda-guidance-documents/cpg-sec-425200-
computerized-drug-processing-vendor-responsibility

8. European Medicines Agency. “Q&A: Good Clinical Practice (GCP).” Accessed 29 January 2021.
https://www.ema.europa.eu/en/human-regulatory/research-development/compliance/
good-clinical-practice/qa-good-clinical-practice-gcp

About the author

Anders Vidstrup is a Senior IT Quality Subject Matter Expert at NNITA/S, where he develops the
quality management system for all employees. He is also quality responsible for deliverables
to NNIT’s pharmaceutical and financial customers. He frequently speaks at conferences about
his work, which includes contributions to the GAMP® Good Practice Guide: Testing of GxP Critical
Systems, the GAMP® Good Practice Guide: IT Infrastructure Control and Compliance, and the GAMP®
Guide: Records and Data Integrity. Anders has over 20 years of experience with the validation
and qualification of PCS systems and applications for large pharmaceutical productions. From
2004 to 2009, he had overall QA responsibility for the Novo Nordisk A/S infrastructure. Anders
is @ member of the GAMP Community of Practice Europe Steering Committee. He has been an
ISPE member since 2000.

| advanced
my career
with ISPE
Online Live
Courses.

Powerful,
Interactive,
Convenient.
Professional
development )
from the industry’s — S,

trusted source
of knowledge.

& ISPE.



FEATURE PHARMA 4.0™

JATA SCIENGE FOR
PHARMA 4.0

Drug Development, and
Production—Part 2
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This second of a two-part series explores
digital transformation and digitalization in the
biopharmaceutical industry with information
about how data science enables digitalization
along the product life cycle. (Part 1 was
published in the March-April 2021 issue of
Pharmaceutical Engineering [1].)

nthebiopharmaceutical industry, the entire productlife cycle—

from the fundamentals of medicine and biological science to

research and development, to manufacturing science and bio-

processing validation—isbeing transformed and even disrupted
through the capabilities of data science, digitalization, and the
industrial internet of things (IIoT), all of which fall under the
umbrella of Industry 4.0. Data-driven innovations can improve
the flexibility of production by enabling rapid adjustments of scale
and output to reflect sales forecasts, and they allow quick adapta-
tions of product ranges to new market demands based on a pro-
found knowledge of the manufacturing platform.

However, Industry 4.0 features can only succeed in the
biopharmaceutical industry if they build upon and improve estab-
lished concepts. For example, Industry 4.0 should advance defined
procedures (such as batch reviews) and corrective and preventive
actions (CAPA) management following ICH Q10 principles [2], and
it should support the introduction of novel life-cycle management
concepts, such as those exemplified in ICH Q12 [3].

In this article, we analyze how data science enables digitaliza-
tionalongthe productlife cycle. We start with technology transfer,

as Part1ofthis series already addressed the general tools relevant
to the process development stage. We discuss data science tools
relevant to manufacturing and its augmented periphery, such as
logistics and the supply chain, as well as new modalities such as
advanced therapy medicinal products (ATMPs). Finally, we discuss
what is needed to ensure the industry is ready to use these tools
effectively, provided they are available.

Figure 1illustrates how Industry 4.0 enablers, including digi-
talization, affect the product life cycle, starting with the establish-
ment of a quality target product profile (QTPP) in drug discovery
and development. Figure 2 highlights the uses of data science tools
throughout the life cycle.

TECHNOLOGY TRANSFER AND PROCESS VALIDATION

A shift of emphasis from flexibility to increased control is inevita-
ble as the development of biopharmaceutical products matures via
technology transfer from process development to process valida-
tion. Statistical software for design of experiments and multivari-
ateanalysisiswidely used in the transitions from process develop-
ment through process characterization to process validation.
However, software use is hindered by format incompatibility
issues, the complexity of the data sets, responsibility questions,
organizational boundaries, and other challenges. Consequently,
earlyresearch and development data and technology transfer data
may notbe captured, processed, and stored in a structured manner
that would allow them to be used to their full potential.

ICH Q12 outlines how product quality assurance is achieved
through established conditions (ECs) for manufacturing and con-
trol, which are legally binding information in regulatory applica-
tions [3]. Companies should provide supportive information for
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Figure 1: Effect of Industry 4.0 enablers on the product life cycle. Upper arrow: Conventional approach. Lower arrow: Extended
product life cycle using lloT enablers. The red elements operate as a feedback loop, with platform knowledge and sales data informing
subsequent market analysis and QTPP definition.
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Figure 2: Linkage of data science with activities and outputs of the product life cycle.
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ECs in regulatory documentation to justify their selection. In our
experience, the biopharmaceutical industry lacks the establish-
ment of an initial design space in practice and its maintenance
throughout the life cycle as part of continuous improvement.
Provided data integrity is in place, data science can create a holistic
production control strategy [2-7] for technology transfer and pro-
cess validation, and this strategy could be a key enabler for generat-
ing information to support selected ECs in regulatory submissions.
In the bioprocessing industry, the appropriate data science
methods to generate supportive information for ECs are highly
dependent onthe producttype. Although the bioprocessingindus-
try is generally considered a novel segment of the pharmaceutical
industry, there is considerable diversity in the degrees of maturity
and complexity among different bioprocesses. This diversity
strongly affects how one should implement data science.
Monoclonal antibody (mAb) manufacturing represents, by far,
the main bioprocessing class, and itis characterized by a sequence
of very similar and relatively well-known process steps. These
processes are usually placed into a platform process, which is
applicable for different mAb products. This enables manufactur-
ers of mAb products to apply the same knowledge to different
products, thus shortening development timelines by, for example:
= Prealigning the sending and receiving units for smooth tech-
nology transfers
= Using established equipment scalability
= Establishing platform knowledge to support the control
strategy
= Ensuring consistency in the starting materials used through-
out the product life cycle

A datascience implementation strategy to support these relatively

standardized bioprocesses may be empowered using generic tools

as the starting points. Those tools include:

= Automated data import via real-time interfaces, API configu-
rations, and file crawlers, as well as linking data lakes with
laboratory information management systems (LIMSs), histo-
rians, and electronic laboratory notebooks (ELNs)

= Data contextualization between the various data sources and
data types, such as aligning time-value pairs with discrete
product quality measurement and with features extracted
from morphological images

Using these types of data science tools for mAbs allows an immedi-
ate return on investment (ROI) in technology transfer and process
qualification tasks by supporting risk assessments and mitiga-
tions. Also, in the long term, such tools support biological license
application (BLA) submissions and continued process verification
(CPV) in commercial production. Note that any generic tool will
need some level of customization because process and analytical
data are currently automatically captured in a variety of formats
and often need to be cleaned from noise.

ATMPs represent another class of products within the biopro-
cessing industry. Recently, an increasing number of ATMPs have

received market approval; however, some have subsequently been

taken off the market [4]. Unlike mAbs, ATMPs are manufactured

by “nonstandard” processes with a high degree of complexity

characterized by the following:

= Varying equipment and procedures, even for the same prod-
uct category

= Limited prior knowledge to ensure smooth technology
transfer

= Unavailability of some raw materials and reagents in large-
scale amounts or at GMP grade

Data science implementation for ATMPs probably cannot leverage
prior knowledge to the extent achieved with mAbs. Customized
tools may therefore be required from the start. The short-term ROI
from data science implementation in ATMP development may be
more limited than in the more standardized mAb manufacturing
process. However, the mid- to long-term ROI of data science for
ATMPs may be considerable. By capturing all available process
and analytical data for ATMPs, data science tools may help investi-
gators detect critical correlations that would not become apparent
from conventional data analysis. Thus, data science is likely an
enabler for ATMP manufacturing, not despite the complexity of
these products, but because of it.

Technology transfers often involve multiple organizations or
companies (e.g., contract manufacturing organizations), a range of
operational procedures, and even multiple languages. Data science
integration may therefore be complex even for well-known, almost
commodity, bioprocessing products, such as mAbs. This complexity
may be one of the main obstacles in the implementation of a com-
prehensive data science strategy. Another implementation
challenge may be thelack of a dedicated data science representative
on the technology transfer team.

A quality agreement between the sending and receiving units
defining the responsibilities and operational modes of data shar-
ing is an important priority. Many important relationships
between processinputs and outputs have already been established
formAbs. Therefore, data science innovations may be less urgently
needed for successful technology transfer and process validation
in mAb manufacturing than in the ATMP sector.

LIFE-CYCLE CONSIDERATIONS

Following process validation, manufacturing operations must

demonstrate process compliance within established proven

acceptable ranges, following isolated process parameter control

strategies as well as holistic production control strategies [5].

Demonstrating compliance requires that the ECs be clearly identi-

fied as per ICH Q12. Companies therefore need to:

= Demonstrate that the product is continuously within its spec-
ifications through CPV;

= Predict that the product will meet specifications through
real-time release testing;

= Perform trend analysis and identify batch-to-batch variabil-
ity, which may occur due to variations in raw material, human
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interactions, or equipment aging, and set appropriate actions
for preventive maintenance and CAPA (data science is an
acknowledged tool for root-cause analysis);

= Manage postcommercialization data regarding sales, regula-
tory changes, published data, change management; and

= Provide the assembled process knowledge and wisdom
obtained for the product in a comprehensible format to the
company'’s product pipeline.

Production Control Strategies

Biopharmaceutical manufacturers need the data gained during
process development to be reduced and integrated into a manufac-
turing environment at production scale. Because this transforma-
tion processishighly demanding for biopharmaceutical drugs due
to the complexity of process parameters and product characteris-
tics, it should be anticipated from early development. The data
science concepts and tools described in Part 1 of this series and the
previous sections of this article not only help stakeholders charac-
terize the manufacturing process, specify the relevant critical
quality attributes and critical process parameters, and prepare an
application dossier and a master batchrecord, butalso arerequired
to design a verifiable, robust, reproducible, and highly intensified
manufacturing strategy that will pay off quickly. The current data
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reduction processes can miss some key informationin the technol-
ogy transfer to commercial production. A more holistic approach
to production control based on process and data maps from develop-
ment to production should help improve the reliability and robust-
ness of the production process greatly. The necessary tools are
available and need a regulatory framework for implementation [5].

Facility Design

When it comes to designing a production plant, the quality of pro-
cess simulation for concept validation requires special attention.
Results strongly depend on the quality of the underlying data and
the simulation model setup; experienced specialists are needed
for this work. Data quality must address errors, outlier detection,
and, above all, data integrity.

Currently available models depend on extensive data reduc-
tion and cannot completely mitigate scale-up risks. A recent and
increasingly popular alternative is the scale-out approach, which
avoids the scale-up and thereby provides data from late develop-
ment directly to the market production scale, and vice versa.
Starting from a concise process description, a suitable manufac-
turing environment needs to be designed, accessory processes and
systems identified, and the scope and interfaces defined. Plant
engineering, construction, and life-cycle management become
increasingly reinforced by integrative data platforms with the
ability to take in all necessary information from various sources
and provide a real-time overview of any aspect of the plant at the
push of a button. Highly desirable for engineering and life-cycle
plant management are standardized and interchangeable formats
being fostered in the Data Exchange in the Process Industry
(DEXPI) project. Currently, DEXPI mainly focuses on a common
format for the exchange of piping and instrumentation diagrams,
and, as mentioned in Part1 of this series, it is of increasing interest
to stakeholders in the process engineering industry.

A good facility design provides for optimal manufacturing
conditions based on the information gained in process develop-
ment. GxP compliance further needs to be ensured throughout the
main supply, support, manufacturing, release, and distribution
chain. The amount of data generated to guarantee reliability and
compliancein manufacturingishuge, and the datarequire contin-
uous reduction, evaluation, and correlation to maintain safe pro-
duction and support continuous improvement. Data from several
systems are considered to be highly critical [6], and in the United
States they require initial validation and compliance with Title 21
CFRPart11. Automation concepts currently rely on manual config-
uration of data transfer protocols and are static by design.
Therefore, they cannot meet the current needs for flexibility in
processflowand scale, supportaunified datastorageand exchange
method, or help with a swift integration of improved processing
methods into the manufacturing environment. Here, plug-and-
produce concepts are beneficial alternatives: They offer standard-
ized formats for data exchange between the lower and higher
functional levels, and they promise both the seamless integration
of equipment and systems and the integrity of data by design.



Figure 3: Success factors for the introduction of data science in the biopharmaceutical industry.
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However, some systems in the automation landscape (namely,
building management, enterprise resource planning, and docu-
ment management systems) are designed for general purposes,
and will continually need manual adaptation for use in a pharma-
ceutical production environment.

ATMP Manufacturing and Logistics

When a chimeric antigen receptor T cell (CAR-T) therapy needs
patient cells as a starting point for drug manufacturing, the pro-
cess of blood sampling and cell preparation at the hospital has to
be documented in a GxP-compliant manner, the integrity of both
the transport conditions and the patient’s information needs to be
ensured, and all those data finally have to be included in the prod-
uct’s batch record. This is a real paradigm shift: ATMP manufac-
turing must not only attend to product safety and quality aspects,
but also protect the integrity and confidentiality of patient infor-
mation. The procedures established for organ transplants across
extended distances and relying on a central database and assisted
transport may illustrate the complexity of such concepts, but
those procedures are far too expensive for application in ATMP
therapies. Given the pressures, ATMP production calls for holistic
data acquisition along the therapeutic and manufacturing chain;
this approach is already partially applied to the compounding of
cytostatic drugs.

Some gene therapeutic concepts have even deeper connections
to data science. The possibility of producing an RNA vaccine based
on the gene expression profile of a patient’s tumor directly links
patient information to drug manufacturing. In the manufacture
and distribution of this type of product, the patient’s identity and
clinical data that may be of interest to third parties must be pro-
tected. An integrated data safety model consisting of different
layers of protection for data safety and integrity for all aspects

should be implemented. Starting with a system that is validated
according to GAMP®5 [7] for all critical parts of the diagnostic and
manufacturing chain, data integrity must be ensured by the sys-
tem operations that control the validated state. A third layer of
data integrity should be set up for the complete IT management
systeminvolved, including, for example, hosted services. Finally, a
concept should be in place to ensure cybersecurity throughout the
data chain. For these reasons, digitalization and data integrity
shall be seen as requirements for data science.

Another consideration is that the drug manufacturer could
possibly use a scientific data model to intervene directly in the
therapeutic strategy chosen for a patient. Data science may thus
not only enable progress in drug manufacturing, but also enhance
therapeutic success. Detailed therapeutic data may further return
from the patient’s hospital to the drug license owner and improve
the datamodel, with implications for both the therapeutic strategy
and the manufacturing process.

HOLISTIC DATA SCIENCE CONCEPT

Industry 4.0 involves the integration of many individual tools.
Some data science tools already exist and are in use. However, the
individual data science tools have no Pharma 4.0™ relevance
unless they are integrated into a holistic data science concept.
Several levels of integration are needed to turnindividual data
sciencetoolsinto a powerful Pharma4.0™ environment (Figure 3).
Integration of such tools needs to be flexible by design because the
outcome should be a flexible manufacturing platform for multiple
products and include a product life-cycle approach. The following
are key priorities:
= Software agility: We propose DevOps techniques and a
DevOps mindset, as an agile approach, without gigantic
deployment, test, or validation overheads. Although DevOps
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applications are currently successful, especially for software-
as-a-service (SaaS) deployment, DevOps is not yet fully estab-
lished for IT/operational technology (OT) environments in
pharmaceutical companies (see Part 1 of this series).

= Data agility: SaaS cloud solutions will be the future basis for
data and knowledge exchange, although cybersecurity con-
cerns must firstbe solved technically and at the political level.
Moreover, we are convinced that SaaS tools will provide the
agility required for exchanging data as well as model and
digital twin life-cycle management.

= Holistic data management and data analysis: Plug-and-
produce solutions, as exemplified in the Pharma 4.0™ Special
Interest Group (SIG) initiatives, include standardized data
interfaces and consistent data models. Data availability,
however, is not sufficient. We also need the ability to holisti-
cally analyze different data sources and integrate time-value
data sets, spectra, images, ELNs, LIMSs, and manufacturing
execution system data—these are being targeted in the
Pharma 4.0™ SIG Process (Data) Maps, Critical Thinking work
group.

=  Modelanddigital twin agility: To ensure that datamodelsand
digital twins can be adapted along the life cycle and continu-
ously deployed in a GxP environment, the industry needs a
flexible, but still validatable, environment for capturing and
deploying knowledge. This environment may include artifi-
cial intelligence and machine learning, as well as hybrid
solutions developed for all kinds of scenarios. Therefore, we
need validated workflows for automated model development
and digital twin deployment, including integrated model
maintenance, model management, and fault detection algo-
rithms [8, 9]. This should be an extension of the GAMP® 5
guidance [7].

= Interdisciplinary teams: Numerous data scientists will be
required to run the facilities of the future. Standardization of
workforce development should help ensure that expectations
for training and proficiency are uniform across the industry.
Agreement on standard curricula and assessment measures
would facilitate this. Initiatives should be launched at univer-
sitiesand governmental organizations but should also involve
industry training centers.

CONCLUSION

Digitalizationin the bioprocessing industry isadvanced by focusing
on knowledge and integrating the complete spectrum of data sci-
ence applications into the product life cycle. The industry needs
life-cycle solutions, such as feedback loops in CPV, for knowledge
management. The data science framework for these solutions is
already set, but we need to set up business process workflows
according to ICH Q10 guidance, automate PCS workflows, and agree
on core plots for trending of regular manufacturing and CPV solu-
tions. We have to “live” ICH Q12, facilitated by data science tools.
The main obstacle to achieving this goal is convincing all
industry stakeholders—individuals, teams, groups, departments,
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business units, management, leadership, and C-level executives—
of the benefits of making value out of data. Google and Facebook
may serve here as well-known examples of companies that have
translated data into value.

The industry urgently needs to invest in interdisciplinary cur-
riculaasamidterm strategy. And those of us who are data science-
trained engineers are obligated to show the benefits of integrated
tools and workflows and explain what the industry essentially
needs throughout the product life cycle. &
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An Inside Look at ISPE’s First Virtual
International Hackathon

By John Clarke

ISPE Emerging Leaders (ELs) held the first fully
virtual International Hackathon in February.
Fifty-one participants from over 22 countries
encountered real-life challenges with working
remotely and across time zones. Innovation
was key to generating solutions to the problem
statement provided by Bayer. This article
shares insights from some of the “hackers” who
participated in the event about what it was like
to be part of the virtual Hackathon experience.

Input from four participants during the time they were at work on
the Hackathon is included.

Prudence Edwards is an engineering student at the University of
Queensland, Australia, majoring in chemical and biological engi-
neering. She is completing a dual degree program in Marseille,
France, at Ecole Centrale de Marseille and will graduate in 2022.

Noella Masengesho is in her senior year at lowa State University.
She is studying chemical sciences and intends to work in the
pharmaceutical industry.

Andrew Svetozarov is a student at the Peoples’ Friendship
University of Russia, studying pharmacy and pharmaceutical
technology.

Moneem Ahmed is in his last year of undergraduate studies in
chemical engineering at the National University of Singapore.
Moneem was the team leader for the 2020 ISPE Hackathon win-
ning team representing the ISPE Singapore Affiliate, tackling a
data acquisition and data integrity problem case.
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Prudence Edwards

Moneem Ahmed

Andrew Svetozarov

How are you involved with ISPE?

Prudence: I havebeenastudent member since 2018 and have been
increasingly involved with the organization since relocating to
Europe. I have particularly enjoyed taking advantage of the net-
working opportunities within the ISPE community, getting to



know people in diverse roles from a variety of backgrounds across
the world.

Noella: I am currently a member of ISPE and Women In Pharma®
(WIP). Ijoined during the summer of 2020. I do volunteer work
with the WIP forum.

Andrew: Irecently became an ISPE member to sign up for the
Hackathon. I'm already looking forward to other great events and
seminars.

Moneem: I joined last year as a student member of the Singapore
Affiliate. Initially, I was attending ISPE events such as Technical
Tuesdays, where industry professionals discuss pharma-related
topics. I hope to be more involved with activities in ISPE in the
future and am looking to being part of the task team for the next
ISPE Singapore Hackathon in 2021.

Why did you sign up for the Hackathon?

Prudence: I thought it would be an excellent opportunity to
familiarize myself with current issues and working practices in
the pharmaceutical industry. It was certainly daunting knowing
that I would be working with considerably more experienced pro-
fessionals, but I was keen to challenge myself to contribute to the
team as much as possible.

Noella: I got interested because I knew that it would be a great
opportunity for me to educate myself by working on this project I
had not worked on before. I love meeting new people, so I knew
that by participating in the Hackathon, I would meet other ELs
from all over the world to learn new skills from collaborating with
them and making new friends.

Andrew: I was introduced to the event by the director of my uni-
versity laboratory, who is involved with ISPE. He highly recom-
mended that I take part in the Hackathon and I'm very grateful to
him for this advice.

Moneem: I have participated in hackathons before, and with each
one, I learn something new. I love working with people to come up
with new ideas and trying to solve problems. It's really fascinating
to see the creativity and ingenuity of others. Being able to harness
these to come up with an innovative solution is a process I find
incredibly fulfilling.

What are you enjoying most about the Hackathon?
Prudence: Being the team leader has been an incredibly reward-
ing opportunity. It has been a test of my leadership skills: working
collaboratively with industry professionals throughout Europe,
overcoming language barriers, and juggling the Hackathon with
day-to-day commitments. Our team and coaches have been very
supportive, whichhasmade the whole experience really enjoyable.
I have most appreciated everyone's willingness to share their own

experiences, working together to refine our solution for the best
result possible.

Noella: The thingIenjoy mostisthe Friday social. I get to see other
ELs, our coaches, and mentorsin a relaxed, casual setting with our
preferred drink, depending on our time zone. I am always looking
forward to Friday socials.

Andrew: People, of course. It is a great pleasure to meet so many
skilled and vigorous people from different countries.

Moneem: My favorite part of this Hackathon is its international
nature. I really like that it provides a platform for us to work with
and learn from peers and professionals all around the world.
Hearing and seeing the different perspectives from each member's
and coach’s unique background was particularly interesting for
me! Iwas able to learn how to think differently in order to tackle a
challenge from multiple angles.

How does the topic relate to your coursework/job?
Prudence: It has been a long-term goal of mine to work in the
pharmaceutical industry. I chose the dual major in chemical and
biological engineering because the idea of working at the intersec-
tion of healthcare and engineering has always really appealed to
me. Since then, through opportunities both in Australia and in
France, I've discovered the field of biopharmaceutical production,
whichis whereIplantoworkafter graduation.IThope toundertake
a six-month internship in the industry later this year to gain fur-
ther experience as well.

Noella: When I saw the problem statement that we must solve in
this Hackathon, Igotalittle excited because it is similar to a xo-op/
internship I did with the Renewable Energy Group (REG) in Ames,
Iowa. As a student preparing myself to work in pharmaceutical
engineering, I believe that working on this project will give me an
idea of what to expect once I start working in the industry.

Andrew: I'm going to work in pharmaceutical manufacturing, so
itis an excellent occasion to enlarge my knowledge in this field.

Moneem: In my major, I have taken classes in pharmaceutical
manufacturing. In addition, I am also taking a management of
technology minor. This topic is essentially an intersection of both
since we look into technology innovations and disruptions in the
pharmaceutical industry and how companies can adapt to the
digital revolution we are seeing.

What are the challenges and benefits of
participating in the event virtually?

Prudence: After the experience of the last 12 months, we were
certainly well prepared for a virtual competition! In my opinion,
the benefits of the virtual format have significantly outweighed
the challenges. Slack was a highly effective tool for coordination,
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and it was very straightforward to hold team meetings over Zoom.
The three-week timeline did present its challenges in keeping
everyone motivated and involved throughout, but with the com-
plex problem statement, there was plenty of work to be done! Most
important, the key benefit of a virtual competition was making
this event accessible for participants all over the world, particu-
larly those who would not otherwise have had the chance to be
involved.

Noella: Working from home is challenging. Sometimes the moti-
vationis completely lacking, but keepingin mind that the end goal
will be rewarding helps me stay focused. Virtual meetings with
people from different corners of the world can also be challenging
because we have different time zones and it is hard to have every-
one meet at once. But virtual events have made networking very

easy.

Andrew: Virtual events offer an opportunity to involve a larger
number of people. It is a huge benefit also to work from home. But
it’s difficult sometimes to deal with time zones. This “time shift”
canbe a cause of misunderstanding in a team.

Moneem: The benefits of having this event virtually is that we can
fit working on the problem into our schedules much more easily
and it allows people who otherwise would not have time to physi-
cally travel to the host city to participate. On the other hand, I do
miss the face-to-face interaction, which I feel makes discussion
andideation easier, and it's nice to have that human connection, as

opposed to seeing a face on a screen.

John Clarke is a Process Lead with Pfizer in Dublin, Ireland, and the 2020-2021ISPE
International Emerging Leaders Chair. He has been an ISPE member since 2014.

All team videos and judging for the
2021 ISPE International Hackathon are

available on the ISPE website:

ISPE.org/membership/emerging-leader
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New Edition of Good Practice Guide
on Maintenance Is Available

Maintenance can impact both the quality of products and the compliance of
pharmaceutical processes, and maintenance programs have long been recognized as

critical to the success of the operations they support.

he ISPE Good Practice Guide: Maintenance, Second Edition,

can be used as a tool for the development, implementation,

and execution of maintenance programs. It focuses on

achieving cost-effective compliance while describing cur-
rent established practices. This edition reflects alignment with the
ICH Qg risk-based approach with respect to maintenance and the
industry as a whole.

“Since the first edition of the Guide was published, new and
more efficient maintenance practices, trends, and technologies
have been developed, while at the same time, the ICH Q9 risk-
based approach has been adopted worldwide,” said Guide Co-lead
Constantino Rodriguez, Director of Engineering, Catalent Cell &
Gene Therapy.

Guide Co-lead Peniel Ortega, Managing Director, Pharm Allies,
added, “In the second edition, we seek to provide guidance on the

latest trends in maintenance programs, recommend flexible
standard practices that can be applied globally, and offer sugges-
tions to control the escalation of non-value-generating require-
ments and costs.”

The Guide is focused on maintenance in GMP areas and pro-
vides a practical and consistent interpretation of the necessary
elements of a pharmaceutical maintenance program. Other
updates to this edition include consolidating basic and good prac-
tice categories, adding clarification on terminology for users, and
updating examples.

To order your copy of the ISPE Good Practice Guide:
Maintenance, Second Edition, visit ISPE.org/publications/
guidance-documents &

—Marcy Sanford, ISPE Editorial Assistant

MEET THE
ISPE STAFF

KIRSTEN MILLER

In each issue of Pharmaceutical Engineering®, we
introduce a member of the ISPE staff who pro-
vides ISPE members with key information and
services. Meet Kirsten Miller, Continuing
Education Program Manager, Program
Development, in the Continuing Education
department.

Tell us about your role at ISPE: what do you
do each day?

My primary responsibility is managing pro-
gram design, development, and delivery
within an established business plan and time-
lines. It is crucial to engage, collaborate, and
cooperate with industry professionals, regula-
tors, colleagues, vendors, and other partners
daily to successfully execute these programs
eachyear.

Communication is key—hundreds of
emails, conference calls, calendar appoint-
ments, and task reminders to planning commit-
tee members, speakers, and session leaders, all

of whom have volunteered their time and
expertise to ISPE.

What do you love about your job?

My colleagues and I have such great respect for
each other, and the volunteers are wonderful,
smart, interesting people. Iam passionate about
professional education and lifelong learning,
and it is very satisfying to provide educational
opportunities to the industry with valuable,
relevant material, developed by extraordinary
professionals.

What do you like to do when you are not at
work?

I like spending time with family. I have two
teenage sons and a 1-year-old golden retriever,
Hemingway. I enjoy paddleboarding with my
son, “taste-testing” some local brews, attending
a concert-in-the-park event, or practicing yoga.
I have family in Sarasota, and we visit as much
as possible.

MAY/JUNE 202!



Text* GivelSPE to 44-321

Learn more and donate online at
I s P E ISPEFoundation.org
FOUNDATION
*US only

\nvestmg

N People.
Sullding
the Future.

Make an immediate
impact on the future of
our industry with your

donation today.



AN PROCESS DEVELOPMENT

ANALYZING SYSTEM
PERFORMANGE

Through Process Instrumentation Data

By Albert Dyrness, PE, Andrew Lamore, and Ravi Shankar

What if the reliability of a system could be
improved by accessing the standard data
provided with modern process instrumentation?
These data, accessed from existing
instrumentation, can be used to analyze

the fitness of processes, equipment, and
instruments; better understand processes;
support discrepancy investigations; and provide
a data-driven basis for the timing of maintenance
and calibration. Most instruments in a modern
biopharmaceutical manufacturing facility can
provide this type of information; this article
covers a few particularly illustrative examples

in detail.

iopharmaceutical manufacturers rely on process instru-
mentation to measure and record key and critical process
parameters, which are often the basis for regulatory licen-
sure. Risk control strategies include the use and interpreta-
tion of these instrumentation data to ensure compliance. For GMP
systems, any data management and usage must comply with
GAMP®5 guidelines [1], ensuring data reliability and integrity.

Process failure detection in system design is critical to reduc-
ingtheoverallrisktothe patientand toimprove processreliability.
The design of process failure detection can be fortified through
redundancy, whichis typically accomplished through the addition
of redundant instrumentation [2]. However, it is also possible to
create redundancy by correlating existing data from process
instruments that are already part of a unit operation.

Most unit operations include multiple instruments to monitor
and control critical process parameters. Many individual meas-
urements within a unit operation can be correlated to provide
redundancy without additional instrumentation. The rapid devel-
opment of instrumentation in recent years has resulted in stand-
ard instrumentation that has the inherent capability to not only
measure the primary process parameter but also produce

additional process parameters and other valuable information
available to the user.

CORRELATING PROCESS VARIABLES IN UNIT OPERATIONS

The idea of correlating two or more independent process variables
to establish the process conditions is not new. Dalton’s law states
that the sum of the partial pressures is equal to the total pressure.
In other words, when noncondensable gases are present in satu-
rated steam, the total pressure indicated will be higher than the
corresponding saturated steam pressure.

This is the basis for a typical “air-in-chamber” alarm on stand-
ard automated steam sterilizers; the alarm signals when a pressure
measurement does not equal the saturated steam pressure at the
corresponding temperature. Thisalarmis critical in a sterilization
unit operation, as the presence of noncondensable gases can sig-
nificantly reduce the efficacy of moist heat sterilization. The fol-
lowing are examples of unit operations used in bioprocessing
where correlations among independent process parameters can be
used to better understand the state of the process.

CLEAN-IN-PLACE UNIT OPERATION

One critical parameter during a clean-in-place (CIP) process is flow
rate. In addition to a flow meter, most CIP systems include a pump
discharge pressure transmitter, as shown in Figure 1.

For a centrifugal pump with a known pump speed, the pump
curve and affinity laws can be used to draw a direct correlation
among flow rate, pressure, and pump speed (the latter is often
inferred from the output of a frequency-controlled variable speed
drive). Trending and interpreting all three parameters can provide
valuable information regarding any changes to the system due to
wear, damage, or instrument degradation.

Another critical parameter for a CIP unit operation is chemical
concentration. The concentration of common cleaning chemicals,
such as sodium hydroxide and phosphoric acid, can be determined
by their conductivity at a given temperature, which is often inferred
viaareading from atemperature-compensated conductivity instru-
ment. A modern conductivity sensor can accurately measure both
the chemical wash and water for injection (WFI) rinse process
steps—even though they are orders of magnitude apart—by usinga
single probe 4-pole conductivity sensor.
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The actual chemical concentration is deter-
mined by the combination of circuit volume, CIP
tank level, and actual volume of chemical quantity
dosed. Chemical dosing control systems inde-
pendently deliver a specific quantity of concen-
trated cleaning chemicals to the CIP system in one
of two ways: by calculating the “pump-on” time or
by calculating the number of pulses given to the
pump.

Both the steady-state conductivity and the
dosing quantity can be correlated. The variance
between these established correlations is an
indication of a change to the system performance,
or achange in the repeatability or accuracy of the
associated instrumentation.

CHROMATOGRAPHIC UNIT OPERATION

Creating redundancy by developing correlations
between independent parameters is also applica-
ble to chromatographic unit operations.
Precolumn conductivity is used in chromatogra-
phy to monitor chemical concentration during
inline dilution. An inline flow cell assembly that
integrates pH, conductivity, and ultraviolet meas-
urements with a single transmitter can be used to
reduce holdup volume. In addition to the conduc-
tivity meter, chromatography systems are gener-
ally equipped with flow meters (one for WFI and
one for the concentrated buffer), as shown in
Figure 2.

Even though the pump speed ratio may be con-
trolled by the resulting conductivity measurement,
achangeintheratio from the established value will
indicate whether the supplied buffer concentration
has changed or whether the instrumentation or
pump performance is starting to degrade.

Sometimes redundancy exists, but only for
specific points in a unit operation. During a
typical chromatographic process, there will be
points where the conductivity of the supplied
buffer does not change as it flows through the
column. These points present an ideal opportu-
nity to record and compare the pre- and postcol-
umn conductivity as a health check on the
conductivity probes.

Sometimes the data exist but a calculation is
required to evaluate the effectiveness of a unit
operation. It is standard practice to perform an
asymmetry test to assess the column integrity
after packing and prior to use. Introducing a nar-
row pulse of a known solution into a column (see
Figure 3a) will result in an uneven spread due to
axial dispersion as the solution exits the column.
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Figure 1: Simplified CIP skid system.
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Figure 3: Impulse trace versus step change trace in evaluating asymmetry.
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Figure 4: Simplified HTST skid system.
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The uneven spread is characterized by the asymmetry, As=a/b, as
shown Figure 3c.

Although the typical chromatographic recipe does not include
pulses, itdoesinclude step changesin buffersthat runthroughthe
column, and these buffers often have different conductivities. The
sharp step, as seen by the change in buffer conductivity (Figure 3b),
will leave the column in an S-shaped curve—sometimes referred
toasafrontal curve [3]—due to the same axial dispersion observed
in the asymmetry test shown in Figure 3d. The area under the
curve of the dispersed pulse also results in the S-curve [3]. So, by
differentiating the S-curve (Figure 3c), a dispersed pulse can be
calculated, from which the asymmetry can be estimated, as shown
in Figure 3b. This calculation allows the column integrity to be
confirmed during and between batches, providing a real-time
assessment of the column integrity. The data are readily available
from those already typically used in a standard low-pressure
liquid-chromatographic unit operation.

HIGH-TEMPERATURE-SHORT-TIME UNIT OPERATION

A critical parameter during a high-temperature-short-time
(HTST), or pasteurization, unit operation is the temperature in the
retention tube. Most HTST systems monitor both inlet tempera-
ture and outlet temperature of the retention tube (see Figure 4).
Except for external heat loss, these two temperatures should be
identical, as retention tubes are insulated sufficiently to maintain
anearly constant temperature. During steady-state operation, the
difference between the inlet and outlet temperature, ifany, should
be the same over time, and any change to this difference could be
anindication ofinstrument degradation. In these situations, if one
instrument is found to be outside the established calibration toler-
ance, the second instrument is then relied upon to access any
resulting discrepancies. Through continuous monitoring and
comparison, predictions can be made about the timing of the next
calibration of the temperature instrument(s). This approach puts

the calibration program on a data-driven schedule instead of
requiring arigid, fixed schedule, which could lead to premature or
wholly unnecessary calibration.

Another good example for the HTST unit operation is an open-
loop control strategy versus a closed-loop one. Typically, the heating
and cooling of an HTST system are controlled by modulating temper-
ature control valves. During steady-state operation (constant flow
conditions), the temperature control valve stem position should
remain within a narrow range, unless the feed product temperature
varies significantly. Even so, the energy required to raise or lower
product temperatureis directly related to the position of the tempera-
ture control valve. Monitoring the temperature control valve position
as a closed-loop control circuit can provide an early indication of
changes to the heat exchanger performance or potential fouling.
Over time, if the control valve positions are then historicized, these
data can provide an indication of the system performance—even
when all the critical process parameters are being met.

SMART INSTRUMENTS

In this article, the term “smart instruments” does not refer to the
internet of things. Rather, it is used to describe instruments that
have a level of sophistication that allows for detecting process
conditions well beyond the process parameter of interest. One of
the simplest types of instrument in the smart instrument classisa
conductivity meter with integrated direct temperature compensa-
tion, as referenced in the previous CIP unit operation example.
This instrument measures an additional process parameter (tem-
perature) as well as the parameter of interest (conductivity).
Although operators do not typically rely upon the conductivity
instrument as a replacement for a resistive temperature device
(RTD), the temperature measured by the conductivity instrument
can provide a redundant measurement of process fluid tempera-
ture for a specific unit operation.

The following are other examples of modern process instru-
mentation that have a similar level of sophistication and can pro-
vide additional data in a similar way.

Smart Liquid Flow Meter

Today's modern smartliquid flow meters provide much more than
the process parameter of interest (flow rate), including instantane-
ous mass and volumetric flow rates, totalized mass flow, density
(specific gravity), viscosity, turbidity, flow turbulence, tempera-
ture, amplitude and speed of raw signal, percentage of gas entrain-
ment, gas bubble size, concentration of a known liquid, deviation
from original calibration, and out-of-specification flags. Accessing
these additional parameters only requires establishing the input/
output (I/0) communication from the instrument and the control
system and then determining whether it is repeating (cyclic) or
on-demand/on-event (acyclic).

One example of a smartliquid flow meter application concerns
the timing between bowl discharge operations of a disk stack cen-
trifuge, which depends on the time it takes to load the bowl. A
strong indication of bowl loading is supernatant turbidity. Using a
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Figure 5: Contextual data for an ultrafiltration process.
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smart liquid flow meter, the turbidity can be monitored and used
to establish the timing of bowl discharges.

The smart liquid flow meter can also be used to instantane-
ously differentiate between two fluids when monitoring the
retentate—or permeate—of an ultrafiltration process, as illus-
trated in Figure 5. Deviations in the flow instrument’s raw signal
amplitude and speed, in addition to the expected volumetric flow
rate, can help determine whether the process fluid contains pro-
tein in suspension or only buffer. These data can then be inter-
preted to identify the condition as abnormal (e.g., a filter mem-
brane failure when there is protein present in the permeate outlet)
or normal.

Sensor Health

Many of today’s smart instruments have the ability to self-
diagnose and perform instrument self-checks. For example, pres-
sure transmitters can self-diagnose electrical loop integrity and
process connection integrity [4]. Smart instruments also often
include internal diagnostics. The process instrument parameter
verification is a method of “confirming” that a predetermined
condition is fulfilled and the instrument meets the intended out-
putbased on the manufacturer’s specifications. This differs from a
standard calibration check in which the instrument output is veri-
fied against a reference standard.

Smart liquid flow instruments also provide other diagnostic
information as standard: the tag/P&ID number; hours of opera-
tion; manufacturing date and firmware version; internal diagnos-
tics; buildup on, coating of, or corrosion of tubes; maintenance due
date; calibration state; name of person who performed the last
calibration; date of last calibration; all device I/O registers at that
time (a snapshot in time); sensor integrity; and regulatory reports.

Forasmartliquid flow meter, onboard verification can provide
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reliable data to prove it is operating according to its specifications.
When a device is equipped with built-in algorithms, all test sec-
tions (sensor, front end, reference, and I/O loop) are monitored
continuously and are part of the standard device diagnostics. If a
verification is initiated, the current status of all diagnostics
parameters can be read and stored for periodic review.

In the case of a Coriolis mass flow meter, the mechanical stiff-
ness—or rigidity—of Coriolis flow tubes is directly related to the
meter’s flow calibration factor. The verification can identify
changes, damage, or degradation in the measurement perfor-
mance of the instrument. This could be especially important in
verifying the flow meter’s integrity after process disturbances or
upset conditions.

Smart Proximity Sensors
Proximity sensors, or limit switches, have historically been char-
acterized as the antithesis of a “smart” instrument. Proximity
sensors are ubiquitous in systems that require valve position
feedback, and, historically, they have been simple mechanical
devices that rely on an extension of the valve stem to close a con-
tact. However, in recent years, these devices have undergone revo-
lutionary technological developments that have broadly expanded
their capabilities while maintaining simplicityinall otheraspects.
Control valve stem travel can be characterized as a function of
actuator pressure [5], and the sensing of the valve stem movement
is no longer limited to typical noncontact proximity sensor tech-
nologies such as those using inductive, capacitive, photoelectric,
or ultrasonic principles. With the inclusion of Hall effect and vari-
able differential transformer technology applied to both linear
and rotary modes of operation—commonly known aslinear varia-
ble differential transformers and rotary variable differential
transformers, respectively—these once-simple devices are now



capable of providing over 30 different parameters, which range
from an autoconfiguration of the limit switch tolerances to meas-
uring the currentactual valve stem position to a fraction of a milli-
meter of measurement resolution. Evaluation of these data by a
supervisory control and data acquisition or distributed control
system—either cyclically or acyclically—can be extremely useful
to the system user in determining preventive maintenance
requirements and process changes.

Self-Diagnosing and Intelligent RTDs

The most common temperature sensor used in bioprocess applica-
tionsis the three-wire, platinum-100-ohm RTD instrument, which
can also have an integral digital or analog transmitter. These sen-
sors are regularly calibrated to maintain measurement accuracy
and process reliability for any unit operation.

Temperature redundancy is sometimes achieved through the
use of dual thin-film element RTD instruments. For standard tem-
perature instruments with transmitters, the instrument itself can
detect failures and changes from the initial calibrations. This is
typically achieved by comparing signals from the two elements,
and should the first element fall out of tolerance, the onboard
diagnostics are programmed to switch over to the second RTD ele-
ment as the primary process variable.

In addition, some modern RTD instruments with integral
transmitters can perform a live “self-calibration” check. This is
accomplished using a physical fixed point known as the Curie
point, or Curie temperature, which is the temperature at which the
ferromagnetic properties of a material change abruptly. This
change in properties can be detected electronically. The sensor
uses this value as the reference against which the RTD instrument
measurement is compared.

Given that temperature is one of the top three process control
parameters used worldwide (along with flow and pressure), it is
certainly one parameter that could benefit from the use of these
advanced diagnostics provided by “smart instruments.” Examples
of ideal applications of smart RTDs with self-calibration check
capabilities include steam sterilization of equipment or auto-
claves, HTST operations (viral inactivation or pasteurization),
lyophilization operations where shelf temperature is a critical
parameter, depyrogenation/dry heat ovens, cleaning operations,
and steam-in-place operations.

CONCLUSION

A vast amount of data is available through correlating existing
instruments [2] or by accessing the internal data of modern smart
instruments, and these data can be used to improve process
knowledge, support discrepancy investigations, increase produc-
tion, minimize risk in critical processes, schedule maintenance
cycles, and assess the entire system or simply process instrumen-
tation performance over time.

The practice of using the information available from an instru-
ment for purposes other thanits primary parameter of interest has
been suggested by others and is not unique to biopharmaceutical

manufacturing, as evidenced by the cited references. The data can
be accessed by existing control systems and analyzed via asset
management systems or processed via data historians and other
similar data acquisition tools. Although it takes a deliberate effort
to profile these processes, historicize data, and perform compara-
tive calculations, there are clear value propositions to any biophar-
maceutical manufacturer, such as real-time sensor health checks
and process performance measurement, batch release through
discrepancy resolution, predicting equipment or instrument deg-
radation, data-driven maintenance and scheduled downtime, and
processes running at maximum availability and stability.

Accessing “hidden” data inherently available in modern pro-
cess instrumentation helps a facility not only achieve these goals
but also improve both overall process knowledge and understand-
ing of unit operations. &
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MAGTER SOIL SELEGTION

for Cleaning Validation of Parts Washers

By Paul Lopolito, Olivier Van Houtte, Dijana Hadziselimovic, and Si Myra Tyson

One of the goals of the cleaning validation
design phase is to define critical process
parameters (inputs) and acceptance criteria
(outputs) of the cleaning process. This article
explores the selection of a master soil as
part of the cleaning validation design phase
for automated parts washers. The selection
and qualification of a master soil through
laboratory testing and during factory acceptance
testing (FAT) can be leveraged during onsite
qualification to reduce the time and cost of
cleaning validation processes.

tisstandard practice in the industry for cleaning validation and

equipment validation to embrace the process life-cycle three-

stage model (design, qualify, and monitor) [1, 2]. The integration

of cleaning process design testing with FAT execution and
cleaning validation of automated parts washers has been well
documented [3-5]. Standard performance tests that can be per-
formed during FAT include coverage and cleaning tests, which can
be leveraged during commissioning and validation of the auto-
mated parts washer [5].

A coverage test uses riboflavin (at approximately 0.2 g/L in
water) as the test residue due to its ultraviolet (UV) fluorescence at
385-395 nm and high solubility in water,and UV lightasaninspec-
tion method. The clean parts are then inspected by various meth-
ods, such as conductivity, UV spectroscopy, or total organic carbon
(TOC). The main advantage of performing these tests during FAT is
that the automated parts washer or accessories can be modified at
the factory, as opposed to the final location.

Working with or sending process residues to the equipment
manufacturer is not always possible or practical. Challenges may
include:
= Unavailability of process residue
= Testingrestrictions from the manufacturer
= Costof processresidue
= Environmental restrictions
= Health and safety concerns for the operators
= Shipping regulations
= Confidentiality risks
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To reduce the time and cost of multiple cleaning validations, a
grouping or bracketing exercise can be performed to select the
worst-case product, active ingredient, or process residue. Grouping
products, such as drugs, and selecting a worst-case product, which
is manufactured on the same equipment and cleaned by the same
method, is well accepted by US FDA, Health Canada,
Pharmaceutical Inspection Convention and Pharmaceutical
Inspection Co-operation Scheme (PIC/S), ICH, WHO, and other
regulatory agencies [6-11].

MASTER SOIL SELECTION

A master soil is a surrogate residue and can be considered to be
either a representative process residue or worst-case process resi-
due, depending on the selection criteria. The worst-case soil can
vary based on the equipment train or cleaning method used. A
worst-case residue is generally selected based on a risk-based
approach. Common factors considered include cleanability, solubil-
ity, toxicity, and availability. If the worst-case residue is sent to the
equipment manufacturer, environmental hazards, operator health
and safety, and shipping concerns also need to be considered.

Other factors to consider in master soil selection include the
analytical method support, absence of animal-derived material,
understanding of the rinse profile, defined soil characteristics,
availability, cost, and a visible residue limit (VRL). For example,
bovine serum can be easy to attain, low cost, and difficult to clean;
however, it is an animal-derived material, is complex, and has an
undefined residue. Mineral oil can be difficult to clean, is free of
animal-derived material, is simple, and has a defined residue; how-
ever, discharging it into a municipal drain may not be acceptable.
Refer to Table 1 for a list of possible master soils and factors to con-
sider during master soil selection. The list of proposed master soils
isbased onliteraturerelated to pharmaceutical, biopharmaceutical,
and medical device master soil selection and cleaning applications
[12-16], as well as the authors’ industry experience. The selection of
amaster soil within a manufacturing facility may be along process,
but the efforts may be worthwhile due to the resource and cost sav-
ings achieved during qualification and validation.

LABORATORY EVALUATION

Figure1showstheapplication ofamaster soil tolaboratory glassware.
Laboratory testing has been effective at defining critical cleaning
parameters for removing process residues [17,18], and it is the best way
to develop successful standard operating procedures (SOPs). The



Table 1: Master soil selection and factors to consider during selection. For each factor, the master soils are ranked as low risk (1), medium

risk (2), or high risk (3).

. - Ease of §olubi|ity Toxicity Corr!plexity Environmental Operator
Master Soil Availability Cleaning [} \!Vater (at | (Oral LD, (Defln.ed— ngety
25°C) Rats) Undefined) Risks

Albumin, bovine 1 3 1 1 3 1 1 1
Aluminum phosphate 1 1 2 1 1 2 1 2
Browne residue 2 3 1 1 3 1 1 2
Egg, chicken 2 3 2 1 3 1 1 1
Hemoglobin 2 3 1 1 2 1 1 1
Ibuprofen 2 1 2 1 1 1 1 2
Lactose 1 2 1 1 2 1 1 1
Magnesium stearate 1 2 3 1 1 1 1 2
Mineral oil (petroleum) 1 2 3 2 1 2 1 1
:’:::)phate-buffered saline 1 1 1 1 2 1 1 3
Sucrose 1 2 1 1 1 1 1 1
Sodium bicarbonate 1 1 1 1 1 1 1 1
Cornstarch 1 2 2 1 2 1 1 2
Tryptic soy broth (TSB) 1 2 1 1 3 1 1 2

following is an example of steps in a laboratory test procedure:

1. Weigh dry, clean 304 stainless steel coupons (7.5 x 15 cm) on an
analytical balance (0.1 mg) to obtain the precoating weight.

2. Coat coupons coated with 3-5 mL of the sample. The amount of
residue per surface area is controlled and recorded; it varies by
the application form (dry powder, compressed powder, or
slurry).

3. Air-dry the samples at ambient temperature.

4. Weigh the conditioned coupons on an analytical balance to
determine precleaning weight.

5. Clean each coupon by agitated immersion, spray wash, or cas-
cading flow.

6. Remove each coupon and visually observe it for cleanliness.

7. Rinse each side of the coupon with tap water for 10 seconds at a
flow rate of 2 L./min.

8. Rinse each side of the coupons with deionized water and exam-
ine for a water break-free surface.

9. Dry coupons and then weigh them on an analytical balance to
determine the postcleaning weight.

Cleaning parameters for evaluation include the selection of the
cleaning agent, time, temperature, and cleaning agent concentra-
tion. These specified cleaning parameters are confirmed with
scale-up or field evaluations.

Figure 1: Master soil (Browne soil) applied to laboratory
glassware. Browne residue is similar to the Edinburgh soil used to
simulate the residue observed naturally during hospital surgical
procedures.

To evaluate different factors, such as safety, environmental
impact, ease of cleaning, and the cost of raw materials, we elected
toinvestigate the following soils for consideration as a master soil:
bovine albumin, aluminum phosphate, Browne residue, egg
(chicken), hemoglobin, ibuprofen lactose, magnesium stearate,
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Table 2: Summary of master soil cleaning results and visual residue limits.*

_ Type o Cleaning Agent _

Master Soil Water Only  Acid Detergent :::’::;Lm
Albumin, bovine - - -
Aluminum phosphate - Yes =
Browne residue - - -
Egg, chicken - = -
Hemoglobin - - -
Ibuprofen - - Yes
Lactose - - Yes
Magnesium stearate - - Yes
Mineral (petroleum) oil - - Yes
PBS Yes Yes Yes
Sucrose Yes Yes Yes
Sodium bicarbonate - Yes -
Starch, maize - - Yes
TSB - - -

Alkaline Detergent VRL, pg/cm?
Yes 2

- 10
Yes 10
Yes 2
Yes 2
Yes 10
Yes 2
Yes 10
Yes 1
Yes 100
Yes 1
Yes 1
Yes 10
Yes 10

*The yellow areas represent a high-temperature cleaning condition. “Yes” indicates that the residue was successfully cleaned with the cleaning agent. A dash represents a cleaning failure.
VRL is the quantity of residue on stainless steel that can be seen by the inspector; it is determined through visual inspection and control of critical parameters.

mineral oil, phosphate-buffered saline (PBS), sucrose, sodium
bicarbonate, starch, and tryptic soy broth (TSB). These residues
represent different industry segments, such as pharmaceutical
(oral solid dose and parenteral), biopharmaceutical, and medical
device. These industry segments or others may be subdivided into
smaller groups for master soil selection and qualification.

Table 2 summarizes our laboratory findings. A coupon was
considered clean if it was visually clean and water break-free, and
if its precoating weight and postcleaning weight were equal
(<0.1 mg residue per 7.5 x 15-cm coupon). It is important that the
master soil and process soils can be cleaned to predetermined
acceptance criteria, and the decision is not based on a percentage
of residue removed.

Asapartofthe cleaning evaluation, we also explored VRLs for
the proposed master soils. Visual inspection is usually the first
step in determining whether the equipment is clean before sched-
uling analytical testing. In 1993, Fourman and Mullen specified a
visual limit for small molecule active ingredients of 1-4 pg/cm?[19],
and this article is referenced in the US FDA “Guide to Inspections
Validation of Cleaning Processes” [11] as well as Parenteral Drug
Association Technical Report 29 [20]. Forsyth and colleagues pub-
lished at least one article that includes testing and definitions of
critical variables and presents case studies [21]. The case studies
include spiking a 1 cm? surface with residue at various concentra-
tions and on different substrates. Once the residue is dried, it can
then be inspected visually at different distances, angles, and light
intensities, with the use of mirrors and by different analysts [21-23].
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By defining the operators’ qualifications, visual inspection tools
and conditions, procedures, training, and retraining activities, a
company can quantify and validate the visual inspection proce-
dure [23].
The VRL study procedure was employed as follows:
1. Coupons made of 304 stainless steel with 2 B finish were
precleaned.
2. Test master soil samples were serially diluted at 1 uL and
20 UL of low-TOC water and applied over a1 cm?area of each
coupon.
3. Samples were air-dried for 16 hours.
4. Coupons were inspected in duplicate (by two analysts) at one
of the following distances (0.45 meter, 1.0 meter, or 1.5
meter), lighting conditions (250 lux, 500 lux, or 1,000 lux),
viewing angle (30°, 45°, or 90°), and with and without a
viewing mirror. A Cooke Corporation Cal-Light 400-lux
meter, digital protractor, and Hamilton 10-uL syringes were
used in the study.
5. The VRL results were reported (Table 2).

EQUIPMENT EVALUATION

The first step in an optimal rack design evaluation is to collect
information on the partsthat need to be cleaned, such as materials
of construction, dimensions and shapes, type of process soil, and
condition of the soil on the surface [4]. This information is critical
in developing a grouping strategy, designing the cleaning cycle,
and defining the loading configuration of the parts. Once this
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information is gathered, the loading configuration can be estab-
lished, and laboratory cleaning evaluations can be performed to
support cycle development. Figures 2 and 3 show how parts may be
loaded in a washer rack.

Grouping or bracketing of items is important in testing worst-
case load configurations during this design stage. A single process
soil canbe cleaned (as would be the case with filling equipment), or
several soils can be washed in a single cycle. The cleaning cycle
needs to be effective at removing residues. To demonstrate cleanli-
ness, the residue is evaluated when selecting the analytical
method and setting acceptance criteria. Once the loading configu-
ration is defined, loading rack options should be investigated to
determine what could be suitable based on the parts list and
grouping strategy.

After loading patterns are identified and racks are designed
and assembled, itisimportant to verify that the rack design allows
proper coverage on process parts. To do so, equipment manufac-
turers can conduct coverage tests using riboflavin diluted at

Figure 3: As-built drawing of the loading rack from Figure 2.

1"-1-1/2" TRI-CLAMP CONNECTOR:
QTY.:2
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PLUG, 1/2"- 3/4" TRI-CLAMP——— ()

QUICK CONNECT, PVDF, QTY :8

SPRAY NOZZLE
WITH CYLINDER PROTECTOR
TY.: 2

1/2" - 3/4" TRI-CLAMP CONNECTOR:

A

SMALL PARTS

0.2 g/L, or another solution. Components are soiled by spraying or
gently misting the solution onto the interior and exterior surfaces [24].
(See Figure 4 for an example of the soiling process.) The main
objective of coverage testing is to assess coverage efficacy of stand-
ard or customized racks and associated process parts. This field
trial ensures that water reaches all surfaces, items remain secure
in the rack, and any soluble cleaning agent used can be success-
fully rinsed. This performance testis normally done as part of FAT
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Figure 2: Production parts loaded in a pharmaceutical-grade washer.

Sé%CONE HOSE ADAPTOR
WITH 1-1/2" TRI-CLAMP
CONNECTOR

and should ideally be conducted with the parts that are used
onsite, or representative parts.

In washing applications, coverage is the most important criti-
cal cleaning parameter because incomplete coverage means that
the cleaning solution does not reach internal and external surfaces
of the components to be cleaned. Some parts, like tubing or hoses,
aretypically harderto cleanbecause of their surface geometry and
higher flow velocity requirements. Coverage efficacy is



Figure 4: Filter housing being soiled with riboflavin.

Figure 5: Inspection of filter housing under UV light for traces
of riboflavin.

determined by visual evaluation of remaining soil on glassware
and parts. No detergent is added to the cycle, and only water is
used. Dry time can vary between seconds and hours, depending on
preference. Itis important to mention that coverage testingisnota
cleaning challenge; therefore, the solution should be water soluble
and easily removable from the surface.

Before spraying the actual parts with riboflavin or other soil-
ing solution, apply a small quantity on a stainless steel surface and
use a UV light to verify that the solution fluoresces. After verifica-
tion, spray the parts and rack and load them into the washer for a
short rinse phase. Parts can then be unloaded from the washer
chamber and immediately inspected with a UV light for traces of
riboflavin (Figure 5). Itisimportant toinspectareasthatare harder
to reach. Modifications may be made to the rack following a cover-
age test to improve parts orientation and, therefore, coverage.

APPLICATION OF MASTER SOIL

The master soil can be applied to perform a cleaning test using a
similar technique as the riboflavin test described previously. The
master soil could also be used in combination with the riboflavin;
however, omitting the initial coverage test using riboflavin only is
notrecommended. As noted earlier, the coverage test is important
to confirm that all areas are wetted during the rinse step. This test
helps identify potential areas to sample as well as significant
engineering concerns.

The cleaning test is performed using a standard or normal
parts washer cycle. This cycle may include a prerinse, a series of
wash steps, post-wash-step rinses, a final rinse, and a heated dry-
ing step. During the cleaning test, the washer cycle should run
uninterrupted and without alarms. Based on the authors’ experi-
ence, adding riboflavin to the proposed master soil does not
adversely affect the cleaning parameters of these residues.
Adjusting the master soil concentration or conditioning process
can significantly change the cleaning parameters required to
remove the residue.

Upon completion of the parts washer cycle, the cleaned parts
canbevisually inspected to confirm the removal of the master soil
to acceptable levels (refer to the earlier discussion on VRLSs).
Additional swabbing of the parts or rinse-water testing may be
warranted based on the sensitivities of the residue and detection
method. The analytical testing methods available to equipment
testing facilities during FAT may be limited; therefore, it is impor-
tant to have confidence in the quality of visual inspection or
rinse-water analysis.

CASE STUDY

A process development and cGMP manufacturing facility of
recombinant proteins for a large multinational company was
interested in identifying a master soil that would be more difficult
to cleanthan their worst-case process residue and could be used for
cleaning cycle development and validation. The process soils
included final inclusion bodies, acidified/clarified protein (dieth-
ylaminoethyl [DEAE] load), bulk drug substance A (BDS-A), and
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Figure 6: Cleaning time of process soils with 2% v/v alkaline detergent at 80°C.

5 minutes
BDS-A and BDS-B

15 minutes
Final inclusion Bodies

45 minutes

Acidified/clarified
protein (DEAE Load)

bulk drug substance B (BDS-B). The master soils for screening
included xanthan gum, starch, TSB, and soy protein isolate. The
selection of the master soils for screening included the follow-
ing criteria: availability, solubility in water, low toxicity, low
complexity, no animal-derived material, no dyes, no perfumes,
low operator safety, ease of detection, ease of soil conditioning,
and a worst-case cleaning procedure compared to the process
soils.

The cleaning of the process soils and master soils at various
percent weight-per-volume (% w/v) concentrations were per-
formed following the procedure described previously. The dirty
hold time for the process and master soils was more than 16 hours
at ambient temperature. The process soils were cleaned within 45
minutes using a 2% volume/volume (v/v) dilution of an alkaline
detergent at 80°C, as detailed in Figure 6. The starch, TSB, and soy
protein isolate at 3% and 6% w/v were cleaned within 5 minutes.
At 1% w/v, xanthan gum was cleaned within 15 minutes, and at
3% w/v, it was cleaned within 45-60 minutes. Xanthan gum at
3% w/v was selected as the master soil.

CONCLUSION

Regulatory guidance documents and published industry best
practices agree that grouping or bracketing of residues and the use
of placebo or master soils are acceptable with justification. In the
review of FATs conducted over the past few years, the authors
found that almost all end users would elect to include a coverage
test during an automated parts washer FAT, but almost no FATs
included a cleaning challenge. The work performed during the
FAT is generally repeated during the site acceptance testing and
then again during the installation qualification and operational
qualification of the washer. This practice leads to delay and risk
when advancing to the performance qualification and cleaning
validation of the automated parts washer.

The risk can be reduced by performing laboratory studies. For
example, coupon studies (as described earlier) can help define
critical cleaning parameters (inputs) and acceptance criteria (out-
puts) before testing with the washer is performed. This is a sound
scientific approach, which would be improved if a placebo or mas-
ter soil were included as part of the laboratory study and as part of
FAT of the automated parts washer. This approach also supports
the inclusion of analytical process tools, such as inline conductiv-
ity and TOC testing of rinse water [25, 26]. &
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